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Introduction

Use and benefits of CheckAud 2025.2

CheckAud for SAP Systems was developed with the aim of making authorization concepts more
trans-parent and easier to evaluate, and of enabling you to audit security-sensitive areas of an SAP
system. The tool is primarily used for internal auditing by companies or by external auditors to
technically and functionally map the auditing job in question. Many of the functions provided in
CheckAud® have been designed and developed for use by auditors.

Today's requirements for SAP system security necessitate additional (preventive) checks that must
be performed by the specialist departments involved. With that in mind, CheckAud finds application
in areas such as system administration or authorization management, or in the respective specialist
departments such as financial accounting or materials management. These users sometimes have a
different focus than the auditor and therefore have different requirements for CheckAud. In addition,
the very technical and detailed results of the evaluation of the SAP system authorization structure
must be prepared in a suitable form for management level so that potential security risks can be
identified quickly and respond-ed to appropriately. This management view is also available in
CheckAud, allowing you to keep the downstream manual preparation and assessment of the results
to a minimum.

CheckAud 2025.2 as a part of risk management

CheckAud is designed for broad deployment within the company. The auditing software is not only
in-tended for internal auditing; instead, it is intended for use in all business areas that influence the
assign-ment of authorizations in the SAP system (functionally and technically) and therefore system
security.

Risk management should include the definition of risks to compliance requirements and company
re-quirements (for example, separations of function) for all the areas of business of a company, the
effects of these risks and suitable preventive and corrective measures. This information is taken into
account both during the initial configuration of CheckAud and during its regular use.

CheckAud therefore constitutes a technical control instrument for risk management. Once
configured and regularly maintained, CheckAud becomes a central risk management component in
SAP systems.
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Il CheckScan 2025.2 (Scan module)

-1 User interface

The following figure shows the CheckScan 2025.2 user interface:

— -
| Snapshot W@ Snapshot
1 ~ Source systems
= -
E?; Table sets [ ABAP systems HANA DB systems Groups
—
% Settings Description System-ID  Client Other...  Table sets
o About CheckScan 3
. A ization / psel
m Exit
@ No or pseudor
O Anonymize snapshot
O Pseudonymize snapshot 4
Users from the following file are not replaced with pseudonyms:
~ Encryption
[] Encrypt snapshot
passwors: [ ] pPassword repettion: [ ]
Encrypt pseudonyms 5

 Snapshot

Create snapshot 6

Figure 1 - User interface CheckScan

1. Main menu
Snapshot Main window for managing the SAP system connections / HANA
database connections
Table Sets Configuration area for the SAP tables to be exported / HANA database
tables
Settings Global program settings for CheckScan
About CheckScan License and version information
Exit Close CheckScan
2. SAP system connections / HANA database connections, tabs for

displaying the systems as a list or in groups

3. Display of the maintained SAP system connections / HANA database
connections as a list or in groups

Anonymization or pseudonymization for the snapshot, optional

Snapshot encryption, optional encryption of pseudonymization file

Snapshot creation/Display of the current snapshot creation status




-2 Table Sets

Il -2.1 ABAP Systems

In the Table Sets menu item, the Auth table set is specified by default. This table set con-tains all
the relevant SAP tables for analyzing the assigned SAP authorizations. It is therefore vital that
CheckScan has access to this tables in order to create a snapshot. No changes can be made to this
table set. Apart from the obligatory AUTH table set, additional optional tables sets are available.
These tables include information about the BW, FI, HCM, ISU, MM, SD and Basis modules and are
not necessarily required to perform the authorization checks.

-
.E\ Snapshot BE} Table sets
= -
1 [ ABAP systems
[T Table sets
~Table sets
0 Create new table set
i Settings De... Table set Contained tables i
v AUTH AGR_1016, AGR_AGRS, AGR_DEFINE, AGR_FLAGS, AGR_TEXTS, AGR_USERS, CVERS, CVERS_REF, DD02L, DDO3M, DEVACCE... l:‘ D l:‘
o About CheckScan
[ | IBS_.AUTH_ADVANCED | AGR_1251, AGR_1252, AGR_BUFFI, ORGCRACT, ORGCRATT, ORGCRATT_T, ORGCRFLD, ORGCRIT, ORGCRIT_T, USOBT_C, U... l:‘ D l:‘
[ | s ew RSECRIAL RSECTXT. RSECUSFRAUTH -
m Exit
r Table set 'AUTH'
Table Rea... Columns Re... Rea.. Pseudonymized columns Columns not read on anonymiz... -
AGR_1016 v v v D D I
AGR_AGRS v v v D l:l
AGR_DEFINE v v ~ | CREATE_USR, CHANGE_USR D l:‘
AGR_FLAGS v v + | CREATE_USR, CHANGE_USR D l:‘
AGR_TEXTS v v | v D D
AGR_USERS 4 v 4 UNAME D l:‘
CVERS v v v D l:l
CVERS_REF v v v D l:‘
- o . -

Figure 2 - Standard table set Auth
When you select a table set in the selection window, the lower area of the window displays the
details of the SAP tables included in the table set. It prepares the following table view to do so:

Table

Read all columns (except the
specified ones)

Columns

Read table completely

Read on anonymization and pseudo-
nymization

Name of the SAP table to be included in the scan

Indicates whether the system is to consider all the columns
from the specified SAP table (no: ° yes: V")

If you do not choose to consider all table columns, you can
specify explicitly whether certain table columns are
included or excluded

SAP tables that are read under certain conditions exist in
predefined table sets. The criterion for reading an SAP

table is indicated using the i ] icon. When you move the
mouse cursor onto the icon, the defined criterion for this
table is displayed.

Columns in the SAP table that are still read even when
anonymization and pseudonymization are activated
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Pseudonymisierte Spalten Columns that are shown in pseudonymized form in the table
display

Columns not read on anonymization If anonymization and pseudonymization are enabled, the
and pseudonymization defined columns are skipped while reading out the table

The button can be used to load or save internal table sets.

Detailed information about SAP tables / table sets regarding data protection an data deletion can be
found in the separate CheckAud Data Protection Guide.

HANA DB Systems

In the Table Sets menu item, the Auth table set is specified by default. This table set con-tains all
the relevant HANA database tables for analyzing the assigned HANA database authorizations. It is
therefore vital that CheckScan has access to this tables in order to create a snapshot. No changes
can be made to this table set. Apart from the obligatory AUTH table set, additional optional tables
sets are available. These tables include information about the BW, FI, HCM, ISU, MM, SD and Basis
modules and are not necessarily required to perform the authorization checks.

'.ﬁ Snapshot @ Table sets
] & HANA DB systems == Impert/Export ¥
51 Table sets Table sats
S
% Settings De... Table set Contained tables
4 AUTH _SYS_REPO.PACKAGE_CATALOG, SYS.GRANTED _PRIVILEGES, SYS.GRANTED_ROLES, SYS.OBJECT_PRIVILEGES, SYS.OBJECTS, SVS.OWNERSHIP, SYS.PRIVILEGES, SYS.REMOTE_USERS,... D D |:|

o About CheckScan [ | 1BS_SYSTEM | SYS.AUDIT_POLICIES, SYS.CREDENTIALS, SYS.ENCRYPTION_ROOT_KEYS, SYS.INVALID_CONNECT_ATTEMPTS, SYS.M_CONNECTIONS, SYS.M_CUSTOMIZABLE_FUNCTIONALITIES, SY... D D |:|

B it

[~ Table set "AUTH'

Create new table

Schema Table Rea... Columns

Pseudonymized columns Columns not read on anonymization a...
svs GRANTED_PRIVILEGES GRANTEE [GRANTEE_TYPE = 'USERL, GRA.
svs GRANTED_ROLES GRANTEE [GRANTEE_TYPE = 'USERT, GRA...
sYs OBJECT_PRIVILEGES
sYs OBJECTS

SYs OWNERSHIP OWNER_NAME
_SYS_REPO | PACKAGE_CATALOG RESPONSIBLE
SYS PRIVILEGES

sYs REMOTE_USERS USER_NAME, REMOTE_USER_NAME
SYS ROLES CREATOR
svs SCHEMAS SCHEMA_OWNER
svs STRUCTURED_PRIVILEGES
svs SYNCNYMS

SYS USER_PARAMETERS USER_NAME

R A R R A AR AR SR AaE |
IR R R AR A AR SRl |
005 5 5 e e s [ ] [ T
S50 o o P e e [

AT IS

SYS USERGROUP PARAMETERS

[ Engicn |8
Figure 3 - Standard table set Auth

When you select a table set in the selection window, the lower area of the window displays the
details of the HANA database tables included in the table set. It prepares the following table view to
do so:

Schema Name of the Schema in which the needed HANA database
table is located
Table Name of the HANA database table to be included in the

scan
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Read all columns (except the Indicates whether the system is to consider all the columns
specified ones) from the specified HANA database table (no: @, yes: )

Columns If you do not choose to consider all table columns, you can
specify explicitly whether certain table columns are
included or excluded

Read table completely HANA database tables that are read under certain
conditions exist in predefined table sets. The criterion for

reading a HANA database table is indicated using the i ]
icon. When you move the mouse cursor onto the icon, the
defined criterion for this table is displayed.

Read on anonymization and pseudo- Columns in the HANA database table that are still read even

nymization when anonymization and pseudonymization are activated
Pseudonymisierte Spalten Columns that are shown in pseudonymized form in the table
display

Columns not read on anonymization If anonymization and pseudonymization are enabled, the
and pseudonymization defined columns are skipped while reading out the table

The button can be used to load or save internal table sets.

Detailed information about HANA database tables / table sets regarding data protection an data
deletion can be found in the separate CheckAud Data Protection Guide.

Creating your own table set

Use the & Crestenewtmbleset | von 16 create your own table set. After assigning a name to the

additional table set, you can use the button to add a new table for CheckScan to

read during the scanning process. You can use the technical name to show/hide, anonymize or
pseudonymize specific columns.

The following example shows the additional readout of the table TOO1L of an ABAP system:




Table settings X

— General

Table name: TOO1L

In the default setting, the table is read with all its columns. If the column selection should be
changed, there are two possibilities:

(® Only the columns specified below are read
) The columns are excluded from the scan

Columns: MANDT, WERKS, LGORT, SPART, XLONG

— Anonymization / pseudonymization

Table is read, when anonymisation or pseudonymization is activated

Pseudonyms are generated
for these columns: (i )

Columns, that are not read, when
anonymization or pseudonymization
is activated:

‘ " Save H °Cancel|

Figure4 - Including specific columns in the readout

Once the snapshot has been imported to CheckAud, the table TOO1L can be shown in the table
display. The criterion, which must be defined in the table settings (Tabellen-Einstellung), causes only
the defined columns to be displayed in the table display. The specified columns are separated by a
comma.

Note 1: If no column entries have been chosen, an error occurs when you start the scan.
Note 2: The RFC interface user created in the SAP system (scan user) must have the authorization

to read the specified table in your table set. If the user does not have this authorization for the
specified table, an error occurs when you start the scan.

The example below shows the additional readout of the table TOO1L of an ABAP system; in this case,
specific table columns are now excluded from the scan:




Table settings X

— General

Table name: TOOTL

In the default setting, the table is read with all its columns. If the column selection should be
changed, there are two possibilities:

) Only the columns specified below are read

(® The columns are excluded from the scan

Columns: MANDT, WERKS, LGORT, SPART, )(LONd

—Anonymization / pseudonymization

Table is read, when anonymisation or pseudonymization is activated

Pseudonyms are generated
for these columns: i ]

Columns, that are not read, when
anonymization or pseudonymization
is activated:

‘ " Save H °Cancell

Figure 5 - Hiding column tables for the readout

Once the snapshot has been imported to CheckAud, the table TOO1L can be shown in the table
display. The criterion, which must be defined in the table settings (Tabellen-Einstellung), causes only
the specified columns to be excluded from the table display.

Note: If no column entries are defined, the snapshot contains all columns for the specified table.

The example below shows the additional readout of the table TOO1L of an ABAP system,; in this case,
specific table columns are now anonymized/pseudonymized:




Table settings X

— General

Table name: TOO1L

In the default setting, the table is read with all its columns. If the column selection should be
changed, there are two possibilities:

O Only the columns specified below are read

(® The columns are excluded from the scan

Columns:

— Anonymization / pseudonymization

Table is read, when anonymisation or pseudonymization is activated

Pseudonyms are generated WERK51
for these columns:

Columns, that are not read, when
anonymization or pseudonymization
is activated:

‘ " Save H °Cancell

Figure 6 - Anonymizing/pseudonymizing specific columns in the readout

When anonymization/pseudonymization is enabled, the values in the column WERKS are now
concealed in the CheckAud table display.

The example below shows the additional readout of the table TOO1L of an ABAP system,; in this case,
specific table columns are now skipped when anonymization/pseudonymization is enabled:




Table settings X

— General

Table name: TOO1L

In the default setting, the table is read with all its columns. If the column selection should be
changed, there are two possibilities:

O Only the columns specified below are read

(® The columns are excluded from the scan

Columns:

— Anonymization / pseudonymization

Table is read, when anonymisation or pseudonymization is activated

Pseudonyms are generated
for these columns: (i )

Columns, that are not read, when WERKS, LGORT'
anonymization or pseudonymization
is activated:

" Save || €3 Cancel

Figure 7 - Skipping columns in the readout when anonymiza-tion/pseudonymization is
enabled

The contents of the columns WERKS and LGORT are shown without entries in the CheckAud table
display when pseudonymization or anonymization is activated.

Also additional table sets for a HANA DB systems can be build that way. Please note, that the
database schema has to be defined in that case:




— General

Schema name: | SYS

Table name: |

In the default setting, the table is read with all its columns, If the column selection should be
changed, there are two possibilities:

() Only the columns specified below are read

(@) The columns are excluded from the scan

Columns:

— Anonymization / pseudonymization

Pseudonyms are generated
for these columns: o

Columns, that are not read, when
anonymization or pseudonymization
is activated:

| Save | | €3 Cancel |
Figure 8 - Reading out tables of a HANA DB system

Il - 2.4 Note on field with unsupported data types

Among others, the function module RFC_READ_TABLE is used to read tables. This function module
is for reading out all the data types in the tables available in the SAP system. The following table
types should not be read with your own table set using CheckScan:

e DEC, CURR
o in many cases, the values for these types are not properly returned, so fields of this type
cannot be meaningfully analyzed. However, the readout also does not fail, which means it is not
absolutely necessary to exclude the fields.
o RAW
o The data from RAW-type fields cannot be fully read (only the first half of the data is returned).
From a length of more than 255 characters, a reading is generally not possible.
e STRING, SSTRING, RAWSTRING
o Tables with fields that contain these types of data cannot be read due to the variable length. The
reading fails even if the columns are explicitly excluded.
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-
Settings
.-Iil Snapshot % Settings
r General
E:! Table sets Default language: | English "
Dialogs: | Reset hidden dialogs ‘
% Settings ~ Default users
ABAP systems
o About CheckScan User: | | Password: |Na password saved ‘D
HANA DB systems
User: Password: | No password saved
m Exit | | | H:|
SNC settings
’VSNC\ibravy: [ |ED ‘
Default directory for
’7D'\recmry: | Ci\Users\Testing\Documents |E @ ‘

== English

Default language
Dialogs

ABAP systems
standard user

HANA DB
standard user

SNC library

Default directory for
snap-shots

Figure 9 - Scan module settings

Determines the language in which you want the scan module to start.

Some Dialogs can be hidden with the option Do not show this notice
in the future with this button, hidden dialogs will be shown again.

Login information for a SAP standard user is entered here, which you
have the option of using for the system connections. This means you
do not have to enter the communication user's details for each system
connection.

Login information for a HANA database standard user is entered here,
which you have the option of using for the system connections. This
means you do not have to enter the communication user's details for
each system connection

SNC (Secure Network Communications) is used to guarantee security
by means of encryption between client and server components.
CheckScan automatically detects whether the SAP Secure Login
Client is already installed on the workstation and automatically enters
the SNC library path. CheckScan needs access to the file
sapcrypto.dll in order to establish the connection using SNC. This file
is saved in the program directory of the SAP Secure Login Client. If it
is not possible to detect the file automatically, you can enter the path
manually. If you are not using an SNC connection, then the SNC
library is not necessary.

Determines the path in which the dialog window for saving the
snapshots is to be opened.
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Information about CheckScan

Il - 4.1 Viewing / installing a license

Il-4.2

-5

o About CheckScan
The button displays the license in detail. You can use the = Install newlicense
button to update or renew the license. The procedure is analogous to the initial installation of the
license file.

Using the scan module without a license

The scan module can be used to read out SAP source systems without a license. For example, this
may be necessary as part of the preparations for an external audit by IBS Schreiber GmbH.
Snapshots that are generated by an unlicensed scan module are safeguarded through automatic
encryption. These snapshots can only be imported and evaluated by IBS Schreiber GmbH
employees as part of an audit.

Creating a new system connection (ABAP)

Note: To create system connections, you need detailed information about the SAP source systems
to be exported (TCP/IP address, DNS address or SAProuter string, message server, server group,
client, sys-tem number, etc.). This information should be available from SAP Basis administration.

You can use the button to create a new connection to a SAP source system.

Previously created source systems can be exported or imported using the M button. In
this way, information about SAP source systems can be exchanged between different scan module
installations.

This button can still be used to load the SAPLOGON.INI of an existing SAP LogOn installation. In
the process, the connection information available in SAPLOGON.INI is copied and must only be
supplemented by the client or the SAP communication user's logon information.

The following dialog box for establishing a new system connection is displayed:




SAP system connection

X

— General

Connection details EyS 1 SR E]s] S

Description: | P02

Language: o

— System
@ Application server O Group/server selection
Server: 192.168.1.140

SAProuter string: |

System number: System-1D: Client:

— Logon credentials
[] Use ABAP default user

Username: | Checkscan

Password: eeeeees|

[] save password

EED

Description

System

Server
SAProuter-String
System number
System-ID
Client

Credentials

Safe password

Figure 10 - Entering the connection information for an SAP system

User-defined description of the source system to be created

Choose between a connection via application service or groups/server
selection

TCP/IP address or DNS address of the SAP host
Alternative connection via the SAProuter string
Instance number of the SAP source system
System designation of the SAP source system
Client to be read out from the SAP source system

Name and password of the SAP communication user for logging the scan
module onto the source system (alternatively, the SAP standard user saved
to the settings can be enabled here using the flag)

As long as this flag has not been enabled, each time a snapshot is created, a
prompt for the SAP communication user's password will appear, if activated,
the password will be stored encrypted

You can use the button to check whether it is possible to connect to the source system
using the saved information.




Il - 5.1 Creating new SAP system connection via SNC

To enable SNC (Secure Network Communication), the SNC library is required and can only then be
enabled. In order to create the connection, the SNC server name must be defined. The SNC user
name (SNC-Name des Benutzers) is optional and is not a mandatory field. After selecting the
correct security level, the connection can now be tested.

SAP system connection *

Connection details NSNS Table sets

r Secure Network Communication

The server's SNC name:

The user's SNC name:  |optional

Protection level:
() Authentication only () Default protection
) Integrity protection (® Maximum available protection
O Privacy protection

[[] SNC logen without single sign-on

Test | " Save ||ac.-mce||

Figure 11 - Connecting via SNC

Il - 5.2 Adding additional table sets

E:; Table sets

On the tab, you can select additional table sets that are also relevant to this system
connection in addition to the mandatory table set AUTH. The table sets:

IBS_AUTH_ADVANCED,
IBS_BW,

IBS_FI,

IBS_GDPR

IBS_HCM,

IBS_ISU,

IBS_MM,

IBS_SD and
IBS_SYSTEM

are provided as predefined additional options. Your own table sets are displayed dynamically in the
main menu item Table Sets (Tabellen-Sets) and on this tab.

The figure below shows the additional selection of the table set IBS_AUTH_ADVANCED:




SAP system connection X

Connection details = Network JRE[EL

— Table sets
v/ AUTH [11BS_FI
[]cusTom []1BS_GDPR
[]cusTom_ 2 []1BS_HCM
[]cusToMm_ 3 []ies_Isu
IBS_AUTH_ADVANCED []1BS_MM
[]1BS_BW []ies_sD
[]IBs_co []1BS_SYSTEM
— Other readable data
Read parameter values (only for SAP Systems from release 7.40 on)
[] Read anonymized usage statistics
Read suggestion values for org-level fields

EIE

Figure 12 - Selecting additional table sets

Use the Save button to save the new system connection. In the Table Set column in the SAP source
system overview, you can see which table sets have been enabled.

Figure 13 - Scan module with the created system connection
Systeg connections that have already been created can be edited with the button E1 and deleted
with

(% CheckScan for SAP Systems — [m] X
= -
" @ Shapshot N@ Snapshot
~ Source systems
= -
E:; Table sets [ ABAP systems HANA DB systems Groups
% Setti ngs Description System-ID  Client Other...  Table sets
Hoen Pl 800 [ B AuH @
o About CheckScan
. r i /
m Exit
@© No ion or
O Anonymize snapshot
O Pseudonymize snapshot o
Users from the following file are not replaced with pseudonyms:
 Encryption
[] Encrypt snapshot
Encrypt pseudonyms
~ Snapshot
[><. English H




Il - 5.3 Reading out parameters

IN-54

. @ Table sets
In addition to table sets, the

be read out:

SAP system connection

Connection details = Network [QELIEE23

tab also contains additional options for the information to

r Table sets
o AUTH [ 1BS_HCM
[ custom [ iBs_isu
[ 1BS_AUTH_ADVANCED [ 1BS_MM
[ ies_Bw [J18s_sD
dies_r [ 1BS_SYSTEM
[ 1BS_GDPR

| Other readable data
Read parameter values (only for SAP Systems from release 740 on)
Read anonymized usage statistics
Read suggestion values for org-level fields

| Save||6|:ame||

Figure 14 - Reading out parameter values

To check the parameters of an SAP system in CheckAud, the parameters must be read out.
Readouts of parameter values are activated by default in CheckScan. As well as the existing
authorizations for the AUTH table set, additional authorizations are required to read out the
parameter values. You can read out system parameters only with SAP Release 7.40 or later. For
older releases, it is not possible to read out parameter evaluations in CheckAud even when the

option is set.

Reading out default values for org levels

. m:; Table sets
In addition to table sets, the

to be read out:

tab also contains additional options for the information
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SAP system connection

Connection details = Metwork [RELIEESE

r Table sets
o AUTH [ 1BS_HCM
[T custom [Jies_isu
1 1BS_AUTH_ADVANCED 1 1BS_Mm
[ 185_BW [ 1BS_SD
[dies_F [ 1BS_SYSTEM
[ 1BS_GDPR

| Other readable data
Read parameter values (only for SAP Systems from release 7.40 on)
Read anonymized usage statistics
Read suggestion values for org-level fields

Save ||6|:ance||

Figure 15 - Reading out default values for org levels

To be able to use the default values for organization levels (e.g. for company code BUKRS) in
CheckAud, these values must also be read out. Readouts of the default values for org levels are
activated by default in CheckScan. Additional authorizations are required on top of the existing

authorizations for the AUTH table set.

Note: If the readout of the SAP system results in longer runtimes, this option for reading out the org
levels can be disabled to improve the runtimes. As a result, however, the default values for org levels
cannot be provided during the evaluation and must be entered manually.

Reading out anonymized user statistics

It is possible to read out the SAP user statistics in an anonymized way. With these information it is
possible to do evaluations and getting results about the used transactions. That could be helpful in

case of redesigning the authorization concept.

To read out the user statistics, you have to activate the corresponding flag in the Scan module:




ABAP system connection x

Connection details | Network [RERIEIS

- Table sets
o AUTH []1BS_FI
[ custoM []185_GDPR
] custom_2 []18S_HCM
[] custom_3 [
] custom_4 ] 1BS_MM
[]1BS_AUTH_ADVANCED []1B5.5D
[l 1es_BwW O E_SVSTEM
[]1BS_CO
Other readable data
[] Read parameter values {only for SAP Systems from release 7.40 on)
Read anonymized usage statistics
[] Read personalized usage statistics
[] Read suggestion values for org-level fields

Test |s/5aue||{:ame||

Figure 16 - Read anonymized user statistic
Note:

e the user statistic will be fully anonymized, there won't be any user names in the statistic
informationen (no control of user behavior possible))
¢ IBS Schreiber GmbH delivers a preconfigured role for reading out the user statistics

With the user statistics read out, several tables are accessable for evaluation in the toolbox Tables:




Filter

Show: unlicensed queries
b 53 Table queries
- i Table sets
4 T3 ABAP

b [ AUTH

b (7 IBS_AUTH_ADVANCED

b 57 IBS_FI

b 7 IBS_GDPR

b [ 1BS_HCM

b 7 IBS_MM

b (3 IBS_PARAMETERS

b 3 1BS SD

4 77 IBS_STATISTICS
] ARGUMENTS
T RFC_CLIENT
7] RFC_SERVER
7] TCODES
1 WEBS

b 17 IBS_SYSTEM

b A7 IBS_USER_STATISTICS

Figure 17 - Accessable tables for user statistics

Il - 5.6 Read out personalized user statistics

It is also possible to read out the SAP user statistics in personalized form. With this information it is
possible to do evaluations and getting results about the used transactions per user. That could be
helpful in case of redesigning the authorization concept.

To read out the user statistics in personalized form, you have to activate the corresponding flag in
the Scan module:
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ABAP systemn connect

ion

Connection details | Network REEEES

— Table sets
« AUTH []1BS_FI
[ ] cusToM [ ] IBS_GDPR
[ ] cusTOoM_ 2 []IBS_HCM
[]CusTOoM_ 3 []IBS_IsU
[]CUsTOM 4 []1BS_MM
[ ]1BS_AUTH_ADVANCED [ ]IBS_SD
[]iBs_BwW []IBS_SYSTEM
[ ]1BS_CO

— Other readable data

[ | Read parameter values (only for SAP Systems from release 7.40 on)

[ | Read anonymized usage statistics

Read personalized usage statistics

[ ] Read suggestion

values for org-level fields

Test

+" Save

Cancel

Figure 18 - Read out personalized usage statistics

Creating a new system connection (HANA DB)

Note: To create system connections, you need detailed information about the HANA source
database to be exported (TCP/IP address, DNS address, instance number, etc.). This information

should be available from SAP Basis administration.

You can use the button to create a new connection to a HANA source database.

Previously created source systems can be exported or imported using the = import/Export~ | button. In
this way, information about HANA source database can be exchanged between different scan

module installations.

This button can alsol be used to load the conecction information from the SAP HANA Cockpit or the
SAP HANA Studio.In the process, the connection information available from the SAP HANA
Cockpit/Studio is copied and must only be supplemented by the communication user's logon

information.

The following dialog box for establishing a new system connection is displayed:




Connection details [ Sl FL R0

— General

Description: | HI2 (HANA DE) |

— System
Server. [192.168.250.216 |
Instance number:
Mode: () Single container
(® Multiple containers
(®) Tenant database |HI2
() Systern database
— Logon credentials

[] Use HANA DB default user
Username: |CASC2 |

Password: | Pazzword =saved |

Save password

[ Test | Save ||aCan(EI‘

Figure 19 - Entering the connection information for a HANA database

Description User-defined description of the source system to be created

Server TCP/IP address or DNS address of the HANA database

Instance number Instance number of the HANA database

Mode Mode selection of the HANA database wether the database works as a single

container or multiple container. In that case, the tenant hast to be specified

Logon credentials ~ Name and password of the communication user for logging the scan module
onto the source system (alternatively, the HANA database standard user
saved to the settings can be enabled here using the flag)

Save password As long as this flag has not been enabled, each time a snapshot is created, a
prompt for the communication user's password will appear, if activated, the
password will be stored encrypted

You can use the button to check whether it is possible to connect to the source system
using the saved information.




Il - 6.1 Encryption of system connection

The access to the HANA database can be encrypted with SSL/TLS, this can be activated in the Tab
Network:

HAMNA DB systern connection

Connection details QRSN Table sets

— Security

[ Enable encryption (SSL/TLS}
[] validate certificate
Disabling certificate validation makes the
connection vulnerable to 'man-in-the-middle” attacks!

However, when using self-signed certificates,
validation must be disabled.

S
5

| soe ||© Concel
Abbildung 20 - Aktivierung der SSL/TLS Verschliisselung

Enable encryption when activated, the connection to the HANA database will be encrypted with
(SSL/TLS) SSL/TLS and a certificate is mandatory

Validate certificate when activated, the used certificate will be validateted, this will ensure higher
security but can lead to failures, when self-signed certificates are used

Il - 6.2 Adding additional table sets

g:; Table sets » .
On the tab, you can select additional table sets that are also relevant to this system
connection in addition to the mandatory table set AUTH. The table sets:

e IBS_SYSTEM

are provided as predefined additional options.




Connection details  Network REREEESS

{ 4] AUTH []1BS_SYSTEM

Br Test

Save”@ﬂamel‘

Figure 21 - Selecting additional table sets

-7 Anonymization and pseudonymization
Anonymization and pseudonymization are used to conceal personal data in the snapshot.

—Anonymization / pseudonymization

() No anonymization ar pseudonymization

{® Anonymize snapshot

O Pseudonymize snapshot
Anonymize/pseudonymize SAP standard users o

Anonyrmize/pseudonymize ABAP users with these types:
| Dialog (4) System (B) Communication (C) Reference (L) Service (S)

Users from the following file are not replaced with pseudonyms: o

Figure 22 - Anonymizing the snapshot

With anonymization, it is not possible to assign them to user names. The user names are stored in
anonymized form in the snapshot and cannot be traced back to the original names.




—Anonymization / pseudonymization

O No anonymization or pseudonymization

O Anonymize snapshot

(® Pseudonymize snapshot o
Anonymize/pseudonymize SAP standard users o

Anonymize/pseudonymize ABAP users with these types:
4| Dialog (A) System (B) Communication (C) Reference (L) Service (S)

Users from the following file are not replaced with pseudonyms: o

Figure 23 - Pseudonymizing the snapshot

With pseudonymization, not only the snapshot, but also an Excel file is created. The pseudonyms
and their corresponding user names are stored in the Excel file. This allows the pseudonyms to be
matched to the corresponding user names. If necessary, this mapping file can be encrypted for
safe storage of personal data.

A ization /
O No anonymization or izati
() Anonymize snapshot
I@ Pseudonymize snapshot o I

[Z] Anonymize/s N ize GAP N Jugmo
Anonymize/pseudonymize ABAP users with these types:
V Dialog (4) [¥] System (B) (4] Communication (C) [J] Reference (L) [] Service (S}
Users frem the following file are not replaced with pseudonyms: ﬂ

1 =
Encryption
[T] Encrypt snapshot
Password: :I Password repetition:
Encrypt pseudonyms
| Passwerd: Password repetition: sssssse

Figure 24 - Encrypting mapping file

With anonymization/pseudonymization SAP standard users and all user types except dialog users
can be excluded. As a result, these users are displayed in the CheckAud analysis.
(® Pseudonymize snapshot 0

] Anonymize/pseudonymize SAP standard users )

Anonyrnize/pseudonymize ABAP users with these types:
o Dialog (&) System (B) [] Communication (C) [_| Reference (L) Senvice (5)

Users from the following file are not replaced with pseudonyms: o
ChUsers\salbrecht\DesktopiUser_names.tut 9

Figure 25 - Partial pseudonymization




Users can be excluded from pseudonymization/anonymization (partial
pseudonymization/anonymization). As a result, these users are displayed in their plain names in the
CheckAud analysis.

There are different options:

- If the checkbox L SAP-Standardbenutzer anonymisieren/pseudonymisieren @ g
deactivated, the ABAP resp. HANA DB standard users (SAP*, DDIC etc. or SYS, SYSTEM etc.,

see Ofor a complete list) are safely excluded from anonymization/pseudonymization and further
settings only apply to the remaining users. When activated, however, the standard users are
anonymized/pseudonymized, but they can be selectively released from
anonymization/pseudonymization again by the following additional options (see examples below).
- It is also possible to select by user type for ABAP users. (Dialog users, however, are
always subjected to anonymization/pseudonymization). The following example causes that
communication and reference users are not anonymized/pseudonymized, but all other types are:
Anonymize/pseudonymize ABAP users with these types:

| Dialog (&) Sysbem (B) [ ] Communication (C) [ ] Reference (L) [#] Service (5)
- In addition, ABAP/HANA DB users stored in a text file can be excluded from
anonymization/pseudonymization. The text file may only list one user name in each line.

Users from the following file are not replaced with pseudonyms: o

‘C:\Users\salbrecht\Desk‘top‘\User_names.bd: | III @I

Combination examples:

1) Default user in plain text + type of default user anonymized/pseudonymized = default user
in plain text

2) Default user anonymized/pseudonymized + type of default user in plain text = default user
in plain text

3) Default user anonymized/pseudonymized + type of default user

anonymized/pseudonymized + default user in text file = default user in plain text

es

7 Snapshot-Management %

14 Snapshots (3 GB) =
&3 Create new group. E
= ]
4 55 (Default group) 6 Systems 3GB i
4 [ ABAP B2 700 185 3 Snapshots 401 MB f:f‘
+/ 2017-06-07 09:12:47 [ Normal 335 M8 1
2
+ 2015-08-1115:42:05 | Normal 33Me 2
+ 2015-08-1112:0537 | Pseudonymization 33MB E
v [ ABAP GTP 005 1 Snapshat 49 MB ]
+ [ ABAP 183 800 185 6 Snapshots 268 5
v AAP s43 000 S/AHANA. 2 Snapshots 605 M8 =]
+ [ ABAP S48 000 548 000 1 Snapshot 129 MB
4 WIHANADE H2 HIZ HI2 HANA DB 1 Snapshat T0Me
v/zuszwmsﬂns T0ME

Figure 26 - Displaying the user mode in snapshot management in the evaluation module

The relevant user mode for the snapshots can be viewed in snapshot management in the CheckAud
evaluation module.
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Normal

Partial pseudonymization

Partial anonymization

Pseudonymization

Anonymization

No pseudonymization or anonymization

Partially anonymized snapshot;
inclusion/exclusion of default users, user types
and/or users in a text file

Partially anonymized snapshot;
inclusion/exclusion of default users, user types
and/or users in a text file

Pseudonymized snapshot

Anonymized snapshot

Detailed information about anonymization and pseudonymization and about the technical
procedures can be found in the separate CheckAud data protection guide.

Group administration of the SAP system connections

As required, the new system connections can be organized into groups to make the sequential
readout of the source system easier or organize it more clearly, for example. To group the system

connections, use the Sz

tab to go to the group view.

(C3 CheckScan for SAP Systems _ O x
— ~—1
' @ Snapshot i@ Snapshot
~Source systems
= — -— -
é; Table sets 3 ABAP systems HANA DB systems [ESISTeH == Import/Export

:
% Settings -
<
S
o About CheckScan -
[ ]

. A ization / pset izati

E3 Exit ' ’ B
@ No or pseudor

O Anonymize snapshot
O Pseudonymize snapshot

Users from the following file are not replaced with pseudonyms:

|-

~ Encryption
[] Encrypt snapshot

Password:

Encrypt pseudonyms

Password:

 Snapshot

Create snapshot

Figure 27 - System connections in the group view

You can use the & Crestenewarue | pytion to create as many groups as required:




(C+ CheckScan for SAP Systems - O x
" - -
' @ Snapshot W@ Snapshot
~ Source systems
- — — =
E:q Table sets B ABAP systems HANA DB systems [ISReGlS
.
% Settings []'%5 Production system of the IBS Schreiber GmbH T
] E x02er - System landscape of IBS Schreiber GmbH :Z(:
o About CheckScan -
»
- r i /
m Exit

® No ization or
(O Anonymize snapshot
O Pseudonymize snapshot o

Users from the following file are not replaced with pseudonyms:

\ 1=

 Encryption
[] Encrypt snapshot

Encrypt pseudonyms

passwors: [ ]

~ Snapshot

Create snapshot

—_E English

Figure 28 - Created system groups

The following buttons can be used to perform various actions on the groups:

_
i
e .

process

Rename the group

Create a new system connection and add it to the group

Delete the group; the system connections linked to the group are not deleted in the

You can use the ABAP systems or the HANA DB button to show a toolbox in which the previously
created system connections are available for selection. You can use the
toolbox permanently if necessary:

button to display the




(C3 CheckScan for SAP Systems [m] X
FE Snapshot i'.@ Snapshot
 Source systems
E;q Table sets § ABAP systems | @ HANA DB systems ERO )
ABAP systems b 2
% Settings W) - et Full Text Search x %
[1%= Development I... Description Syst... Client |11y
o About CheckScan i - o
B B3 B3 800
m Exit
- ization / izati
@ No or pseudor

(O Anonymize snapshot
() Pseudonymize snapshot o

Users from the following file are not replaced with pseudonyms:

\ |-

~ Encryption

[] Encrypt snapshot
Password:

Password repetition: [ ]

Encrypt pseudonyms
Password:

Create snapshot

~ Snapshot

Figure 29 - Group view including toolbox for selecting source systems

The system connection can now be assigned to the groups required via drag&drop:

(C: CheckScan for SAP Systems

- ] x
3 —
" g Snapshot W@ Snapshot
 Source systems
. — = -
[ Table sets §i ABAP systems | i@ HANA DB systems [EERCR = Import/Export
9 Create new group ABAP systems =
<
% Settings 4[] Production Full Text Search x |2
T
O B3 B3 eo0 [B Fh auH @ I... Description Syst.. Client |0
© rbout Checkscan ||| L (5 pevetopment S | &m e
O en P1 800 B aum Bl|s &e B3 800
m Exit
i /
@ No ization or pseudor
(O Anonymize snapshot
(O Pseudonymize snapshot ﬁ
Users from the following file are not replaced with pseudonyms:
 Encryption
[] Encrypt snapshot
Password: Password repetition: l:l
Encrypt pseudonyms
Password: Password repetition: l:l
~ Snapshot
P<engish |8

Figure 30 - Groups with assigned system connections

The & icon in the toolbox with the system connections displays an active assignment to groups.

The filter function can still be used to search the toolbox for specific systems among a large number
of system connections.
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ABAP systems

Full Text Search

x

IB3

ABAP systems

l... Description Syst... Client
Full Text Search x -
& B B3 B3 800
l... Description Syst... Client
& B m PI1 800
RE] B3 800
Figure 31 - using the filter
function for the system search

Creating a snapshot (ABAP & HANA DB)

To create snapshots of the required SAP or HANA database source systems, one or more system
connections must be marked with a flag in the list or group view:

(Z: CheckScan for SAP Systems

'.@ Snapshot

g:q Table sets

% Settings

o About CheckScan

m Exit

iE Snapshot

— Source systems

Tl ABAP systems

HANA DB systems

Groups

= Import/Export >

° Create new system

Description System-1D

5o PI1

Other...

BB A

Client Table sets

800

T B3 B3

1 B AutH

800

- ization /
® No
O Anonymize snapshot

O Pseudonymize snapshot @

ion or pseudor

Users from the following file are not replaced with pseudonyms:

| 1=

~ Encryption
[] Encrypt snapshot

Password:

Encrypt pseudonyms

~Snapshot

Create 2 snapshots

53 English

Figure 32 - Systems marked for creating snapshots in the list view

If several systems are marked for snapshots, the scan module reads them out sequentially and the
relevant snapshots are saved in the target directory listed.

If necessary, the snapshots can also be encrypted using a password. This password is requested
when the snapshot is imported to the evaluation module database.




Encryption
[] Encrypt snapshot
Encrypt pseudonyms

Figure 33 - Optional snapshot encryption

If necessary, the mapping file with pseudonyms to real names can be encrypted. This option is only
available, when the snapshot will be pseudonymized and the option Pseudonymize snapshot is
activated:

A ization /
O No anonymization or
() Anonymize snapshot
I@ Pseudonymize snapshot o I
[¥] Anonymize/ N ize GAP N Jummo
Anonymize/pseudonymize ABAP users with these types:
4 Dialog (4) (] System (B) [J] Communication (C) [J] Reference (L) [J] Service ()
Users frem the following file are not replaced with pseudonyms: ﬂ

| IEE

Encryption

[T] Encrypt snapshot

Password: :I Password repetition: l:l

[¥] Encrypt pseudonyms

Password: Password repetition: essssss

Figure 34 - Optional encryption of mapping file
Create snapshot .

Choose the button to create the snapshot. If there are no measures regarding

personal data protection like scan via SNC, encryption of snapshots or pseudonymization, there will
be a short warning regarding possible data protection violations:

pseudonymization has not been enabled.
This is only permitted if the data collected is necessary for the purpose of
processing!

o While creating this snapshot, personal data is collected because anonymization/

When creating snapshots including personal data, encryption should always be
enabled. This is currently deactivated!

Data transfer from the selected SAP system takes place without using SNC or in an
unencrypted mode.
In principle, SNC should be used with the "Privacy protection” option when

transferring personal data!

Do you still want to continue creating the snapshot?

[[] Do nat show this notice in the future

Figure 35 - Warning regarding missing data protection measures

Detailed information about safety measures during scan of personal data can be found in the
separate CheckAud data protection guide.

In the next step, a dialog box for saving the snapshot file opens:




G: Speichern unter

> 3k Schnellzugriff

v [ Dieser PC
> _J 3D-Objekte
> Bilder
> [ Desktop
> Dokumente
> 4 Downloads
> D Musik
> [ Videos

> g System (C)

« v 4 5 > DieserPC » System (C) »

Organisieren » MNeuer Ordner

Mame

w

Anderungsdatum

Typ

v D

"Systemn (C:)" durchsuchen 02

Grafe

Bz - (7]

Dateiname: | 1B3_800_20191205_112309.casnapshot

Diater <

LYP

pshots (*.casnapshot)

4 Ordner ausblenden

[ speichem | | Abbrechen

Figure 36 - Standard Windows dialog window for saving the snapshot

The name of the file to be saved is composed as follows:

SystemID_Client_Date _Time.casnapshot

(C# CheckScan for SAP Systems

E Snapshot

m:; Table sets

% Settings

o About CheckScan

m Exit

..@ Snapshot

~ Source systems

[ B ABAP systems | il HANA DB systems | & Groups

Create new group

Import/Export ¥

4 ¢/ &3 Production
v % B3 IB3 800 AUTH
4 [J &3 Development
v % P P 800 AUTH
- Progress

3%

Creating snapshot of system ‘IB3" ... C,

Table currently read: DOCUMENTATION (Table 4 of 58)
Records read: 0

Time elapsed: 3 5

Total time remaining (estimated): 3 s

—_ﬂ English

Figure 37 - Scan progress




After you start the scan, the system selection is deactivated and the lower area displays the tables to
be scanned and the estimated time required to complete the scan. Once the scan is successfully
completed, a results window is displayed:

Snapshot created >

o Snapshot creation finished successfully (total time: 2:36 min)

[B3: 26 min W

Figure 38 - Results window for the successful scan

Note:

A & icon in the results window indicates that some optional tables were not included in the
snapshot. However, the snapshot was created successfully. If you place the mouse cursor on the
icon that is displayed, a window appears that shows the tables that were skipped in the associated
table set.

Note:
The procedure has to be done for ABAP-Scans and HANA DB-Scans seperately. With switching

from Tab ABAP Systems to HANA DB Systems the scans can be started.
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Il CheckAud 2025.2 (Evaluation module)

-1 User interface

The following figure shows the CheckAud 2025.2 user interface:

E Project E Project é
= napsho * Favourites EL) Recently used §
1@ Snapshot ﬁ igl
New project H
% Settings H
8]
o About CheckAud "
D
Open project ... E
B et
Import ECS ruleset ...
EErr— |
Figure 39 - CheckAud start screen
New project Project view for creating/editing analysis projects
Project view for analysis projects that have already been created
Open project

Import a ruleset from the Easy Content Solution (ECS) as a CheckAud
Import ECS ruleset analysis project

Snapshot Import and manage snapshots
Settings Global program settings
Administrative license management and more detailed information about
About CheckAud CheckAud
Exit Closes CheckAud

The project view displays the following additional user interface elements:




CheckAr*

| * Neues Projekt

w

Figure 40 - CheckAud project view

+
@
_ Fitter &
BEn- | a -0 abeBoE 3 @
Show: [ obsolete queries (] unlicensed queries
e [©] [E Neues Projekt Sy. ¥ M.. Y Name Impact T | °
4 [B Neues Projekt - — . . =
= —— Analyzation settings |[Iagaea e e T HAMADE - AAAA The first HANA DB guery Mone &
4 T BC - Quick Audit Basis component
4 == Client Maintenance ABAP BC ABAP Objects Runtime Analysis Medium -
[ Clients ABAP |HANA DB ABAP  BC Call ABAP Editor using function module Critical %
= =
[ ciient change Option ABAP BC Change ABAP programs High [
[ Clent Checklist ABAP  BC Create and transport ABAP programs High "
ha t lient . £
@ SY_“E'" change “Ff fans per clie To shorten the analyzation time of authorization queries, specific areas can be exc ABAP BC Debug ABAP programs with Replace Critical s
[P Client change options = = §
5 Creste new cients |V Users HV Composite Roles HV Single Roles | ABAP  BC Create ABAP programs locally Kigh 5
[% Change the settings of existing clients Omit queries for: [ inexistent transaction codes [ lacked transaction codes ABAR BC Maintain ABAF programs locally High
[% Delete Client ABAP BC Install and execute ABAP source cade via RFC Critical
= Please select @ snapshot ..
4 T Logon Security (E=ETY [Presseselect & sraps ABAP I Sales retirement without customer Very high
5 Logon Parsmeters ABAP  FI Retirement due to scrapping Very high
[ Complexity rules for passwords
v AP Asset sale with customer High
[i% Backwards compatibility of passwards ©
pe pe: i i
[} The valiity of a password is resricted ABARFI Open closed periods in FI AND Post G/L account doc... Medium
[ Making it more difficult to try out passwer)| ABAPFI Open closed periods Medium
[i% Prevention of muttiple logins ‘ ABAP BC Adjust tables via RFC 6 High
) NOY Use filter | Authorization filter
[% Unauthorized use of an open SAP session = ABAP 150 Define meter reader High
[% Changs logen parsmeters  Import/export ¥ - e | ik
% nding payro ig
[% Read the tables containing user logon dat| B N
BDCGROUPID Session Name 5 B
55 Lock the system againstlogons ABAP  HCM  Releasing payroll High
b B User and authorization administration ABAPISU Billing AND write-off of receivables Critical
b [ Table access opern ABAP  HCM  Releasing payroll for correction Kigh
P 5 Development in SAP systems ABAP 15-U Reverse billing document Medium
v E RFC Security ABAP 15U Maintain billing calorific values High
b 7 General Administrative Authorizations
- . DEVCLASS  Package ABAP HCM Checking the payroll result Medium
b 5 Prohibited access rights
ABAP  HCM  Simulating payroll run Medium
ABAP  HCM  Sterti ] High
DICBERCLS Authorization Group ing payrelirun g
ABAPISU Define billing operands Medium
ABAPIS-U Define billing schemas Medium
P_GROUP Authorization group ABAP/4 program ABAP HCM Maintaining payroll schemas High
« I——
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Switches to the start screen without closing the analysis project that is currently open.

Tab for the current selected analysis project, every analysis project will be opend in own
tab so several projects can be opened at a time

Quick access menu for standard functions

Save project

Save project as

Undo
Redo

=
E
"4 ]
"]
#
%
@
ia
i
=
Q

Cancel the results export

Create a new directory in the analysis project

Start analysis (project, subproject or current selected query)

Cancel analysis (project, subproject or current selected query)

Export the results for the selected element in the analysis project

Create a new ABAP or HANA DB query in the analysis project

Rename the current selected element in the analysis project

Delete the current selected element in the analysis project




| Show the standard project tree view

[# Display the inheritance of the analysis settings in the project tree view
(3 Display the inheritance of the user assignment in the project tree view
[p visualize changes in impact of authorization queries

visualize the definition of mitigation controls of authorization queries

visualize changes in assessment criterias of tabular queries

ol &J

visualize changes in documentation of authorization queries
[3, visualize not referenced elements in the project

4 Analysis project, this displays the current selected analysis project in a free view.
Changes to the project structure are made here.

5 Main window, in this area, you configure content-related project settings such as the
settings for the SAP scan used, filter or variable settings and settings for risk evaluations
for individual queries in the project.

6 Toolbox, this toolbox provides all the authorization queries, table queries and parameter
queries predefined by IBS. On the Trees (Baume) tab, the supplied queries are sorted
by theme in the form of templates. The toolbox is hidden by default but can also be

permanently displayed by clicking H

7 Language selection, you can use this button to switch between the specified languages
(the defaults are German and English). When you do so, both the user interface and

the contents of the projects switch to the new language setting.’

" f translations have been maintained for the language selected in the project

lil - 1.1 Project - New Project / Open Project

In this menu item, you can create new analysis projects or open existing ones. You can also open
the last used projects with quick access. After projects are opened or saved, they are stored in

chronological order in the Recently used area. If necessary, click the button to add individual
projects to the favorites list. Projects that are marked as favorites can be removed from the favorites

list by pressing the * button again.

-~

The

and. ~ buttons allow you to change the sort order in the favorites list.




* Favourites

Fl
~ CM\_IBS\Fl.caproject

~ BC Basis

@ Recently used

* sD

CM_IBS\SD.caproject

*

CM_IBS\BC Basis.caproject

Figure 41 - Last analysis projects used

Click the [X] button to remove the last opened analysis projects or favorites from the lists.

lil - 1.2 Snapshots

The Snapshot menu item lets you import snapshot files created by the CheckScan scan module.
You can also manage already imported snapshots.

Il - 1.2.1 Importing snapshots

To import the snapshot files created by the scan module, proceed as follows. From the Snapshot
menu item, start the import of a snapshot created by CheckScan using the button Import snapshot:

E Project

CheckAud

i-ﬁ Snapshot

.-ﬁ Snapshot

% Settings

o About CheckAud

B et

Import snapshot
p p
Impart snapshot ... Import snapshots of SAP databases.
Manage snapshots
-

7

Manage snapshots Manage imported snapshots.
Delete systems or snapshots from the database and modify remarks.

Figure 42 - Importing snapshots

A standard Windows dialog box for selecting files opens. Here, you have to select a snapshot file
that has already been created. You then import the file:




Loading snapshot information ...

[ =

Cancel

Figure 43 - Importing the snapshot file

Before the actual import, the initial information about the imported snapshots is displayed in an
overview:

I-E| 548_000_20211116_08490.

o T ————————————— ]

g
g
&
£
=
2
2
g
©
£
&
&

hot file
=
C\Users\cwolf\Desktop\548_000_20211116_084909.casnapshot

pshot contents

System / client: 548/ 000
Taken: 2021-11-16 08:49
User mode: Normal

Contains parameters: Nein

Contains suggestion values for org-level fields: Ja

Contains usage statistics: Nein
Contained tables: AUTH AGR_1016, AGR_AGRS, AGR_DEFINE, AGR_FLAGS, AGR_TEXTS, AGR_USERS, CVERS, CVERS_REF, DDOZL, DDO3M, DEVACCESS, GT8_ROLE_DEF, GTE_RCLE_DEF T, GT8_ROLE TABLE,
GTB_ROLE_VALUE, PRGN_CUST, T055, TO55F, TOS5G, TOS5T, T7750, TAPPLLOCK, TDDAT, TOBC, TOBCT, TOBJ, TOBJ_CHK_CTRL_R, TOBJ_CHK_CTRL RH, TOBJ_OFF, TOBJT, TRDIR, TSTC, TSTCT,
USER_ADDRS, USGRP_USER, USGRPT, USOBAUTHINACTIVE, USOBHASH, USORG, USR_CUST, USRO2, USROG, USR10, USR11, USR13, USR21, USREFUS, USTO4, USTI0C, USTI0S, UST12,
WDY_COMPCNENT, WDY_COMPONENTT
~Group

Save this snapshot in the following group:
(Default group)

[ Create new group [ Enter the group name here.. ]

~Remarks
About system and client: 548 000 |

About this snapshat: [ |

Figure 44 - Import dashboard ABAP




[ HI2 (HANA DB)_HI2 20211... x

»
N
Trees

Snapshot file

CAUsers\cwolf\Desktop\HI2 (HANA DE)_HI2_20211110_155106.casnapshot
- Snapshot contents

System-type:  HANA DB

System: Hiz

Tenant: Hi2

Taken: 2021-11-1015:51

User mode: Normal

Contained tables: AUTH SYS.GRANTED_PRIVILEGES, SYS.GRANTED_ROLES, SYS.OBJECT_PRIVILEGES, SYS.OBJECTS, SYS.OWNERSHIP, _SYS_REPO.PACKAGE_CATALOG, SYS.PRIVILEGES, SYS.REMOTE_USERS, SYS.ROLES, SYS.SCHEMAS,
SYS.STRUCTURED_PRIVILEGES, SYS.SYNONYMS, SYS.USER_PARAMETERS, SYS.USERGROUP_PARAMETERS, SYS.USERGROUPS, SYS.USERS

(i Parameters | [ Tables [ 1% Queries | &=

Group
Save this snapshot in the following aroup:

(Default group)

[] Create new group [ Enter the group name here..

— Remarks.

About system and client: | |

About this snapshot: [ |

—E English ll

Figure 45 - Import dashboard HANA
The information includes:

System/client (ABAP snapshot) or system / tenant (HANA DB snapshot)
The snapshot creation date

The user mode (normal, anonymized or pseudonymized)

Whether parameter values have been read out

o Whether default values for org levels have been read out

¢ The table sets stored in the snapshots

Furthermore the new snapshot can be assigned to a snapshot group. Group assignment is a good
way to optimize the snapshot management. Instead of using the default group, snapshots can be
assigned in own groups (in case these groups are created in the snapshot management). It's also
possible to create a new group during the import process.

~Group

Save this snapshot in the following group:

(Default group)

Create new group | New Group

Figure 46 - Group assignment

Optional comments about the clients or snapshots can also be stored with this information. All the
information displayed (and maintained, if necessary) here is also subsequently displayed in the
Administration area for the snapshots




Start import
You can choose to start the import and the preparation of the snapshot data in the
CheckAud database:

Note: Some table names may be highlighted in color in the included tables area:

Black Tables that have been fully read out
Tables that have not been fully read out due to a filter criterion; the filter
Blue criterion in question is displayed when you move the mouse over the table
name

Tables that were specified in the configuration of the table set used for the
Red scan but that could not be read out. The reason for this may be that the
tables are unavailable in the SAP system or that the RFC interface user/scan
user did not have the authorization to read out these tables.

Tables that were skipped during the readout because anonymization or
Grey pseudonymization was enabled during the scan and some of the contents of
these tables are therefore unavailable for the evaluation.

Il - 1.2.2 Manage available snapshots

Choose Snapshot and Manage snapshots to manage the snapshots that have been imported to

CheckAud.
—
E Project W@ Snapshot
- Import snapshot
" @ Snapshot - P P
Impart snapshot ... Import snapshots of SAP databases.
% Settings
© ~bout checkaud Manage snapshots
F

. Manage snapshats Manage imported snapshots.

m Exit Delete systems or snapshots from the database and modify remarks.

Figure 47 - Administration start screen for snapshots




G Snapshot management %

free H

r 13 Snapshots (3 GB)
ki
45 (Defautt grovp) 5 Systems 3G8 =[] é
4 i ABAP E02 700 1BS 3 Snapshots. 401 MB @ 5
+/ 2017-06-07 09:12:47 Normal 335 MB @ ?
" 2015-08-1115:42:05 Normal 33 MB @ E
“/ 2015-08-1112:0537 Pseudonymization 33 ME @ E
b E ABAP IB3 800 1BS 6 Snapshots. 2GB @ .f_i
13 i ABAP 543 000 S/AHANA 2 Snapshots 605 MB @ E
13 i ABAP 548 000 548 000 1 Snapshot 129 MB @ @

b LHAMADE  HIZ  HIZ 1 Snapshot 70 MB @

Snapshot statistics:

Users:

Users by type:
Roles:

Profiles:

Contains parameters:

Contains usage statistics:
Contained tables:

[ Details for snapshot 2017-06-07 09:12:47 from System ABAP E02 700

Contains suggestion values for orgrlevel fields: Nein

223 total, 218 active, 5 expired

223 users after applying the license filter, 0 active users skipped due to underlicensing
211 dialog, 3 system, 5 communication, 1 reference, 3 service users

24 composite, 188 single roles

2 composite, 0 single, 230 generated single profiles

Nein

Nein

AUTH AGR_1016, AGR_AGRS, AGR_DEFINE. AGR_TEXTS, AGR_USERS, DEVACCESS, T7750, TOBC, TOBCT, TOBJ, TOBJ_OFF, TOBJT, TSTC, TSTCT, USER_ADDRS, USORG, USROZ, USROG, USR1O,
USRT1, USR13, USR21, USREFUS, USTO4, USTIOC, USTI0S, UST12

1BS_FI FMOT, FMOTT, NRIV, T001, T0O1B, T003, TOO3T, T004, TOO4T, TO10P, TO14T, T043, T055, TOSSF, TOSSG, TOSST, T880, TGSB, TGSET, TNROT

IBS_HCM  TOOTP, TS00P, TSOTT, TS03T, T526, TS60U, T582A, T5825, T585A, T5858, T585C, TSO1A, T591S, T589R, T77EC, TTTUA

IBS.MM  TOO1L TO24E, TO24W, TO24Z, T025, T020, T134

1BS.SD  TVKO, TVKOT, TVKWZ, TVTW, TVTWT

1BS_SYSTEM ADIRACCESS, CCCFLOW, CVERS, CVERS_REF, DDO2L, DD09L, ORGCRACT, PATO3, RFCDES, RFCDOC, RFCSYSACL, RFCTRUST, RSAUPROF, SXPGCOSTAB, T000, TADIR, TCDOB, TDDAT,
TMSCSYS, TMSPCONF, TPLOG, TRDIR, USRO1, USROS, USR40, USR41_MLD

ElEngish |4
Figure 48 - Snapshot Management

Snapshot Management provides information about the snapshots that are available in the CheckAud
database. These snapshots are displayed in a table sorted by group, type of snapshot (ABAP or

HANA DB)

system, client or tenant. Multiple buttons and information icons are provided to help you

manage the snapshots

The imported snapshot for the system/client is licensed and can be used

Change a comment about the system/client and/or snapshot

Protect the system/client and/or snapshot from being deleted from the database

Delete the system/client and/or snapshot

Display statistical information about the snapshot

Export the snapshot statistics to a text file

The number of SAP users in the snapshot is covered by the CheckAud license used;
there are no license violations

= I A (< L

The number of SAP users in the snapshot is not covered by the license used; there is
a license violation or the snapshot was created with other license settings. In this
case, you should contact IBS Schreiber GmbH Support.




The snapshots of the CheckAud database can be organized with groups. The default group contains
every single snapshot as long as these snapshots are not assigned to a new group during the import

process.

With the button |° Create new group | new groups can be created. Snapshots will be assigned to these
new groups with Drag&Drop. Within this group, the snapshots will be automatically also grouped by
system, client / tenant.

5 Snapshot management
13 Snapshots (3 GB)

4B (Default group) 5 Systems 368 =[]
4 E ABAP E02 700 1BS 3 Snapshots 401 MB @
I " 2017-06-07 09:12:47 Normal l 335M8B @

Trees

[ Parameters | [ Tables | (2] Queries | &

+ 2015-08-11 154205 Normal 3308
+ 2015-08-11 120537 Pseudonymiza§on 33 M8
b ABAP B3 800 6 Snapshots 268 ]
b ABap s43 000 JANA 2 Snapshots 805 M2 )
v [ ABap 548 000 a8 000 1 Snapshot 129 M8 =) @
bHANADE  HIZ 2 1 Snapshot 70 MB
" Newgroup 0 Systems. 0 Byte

Figure 49 - Creation of snapshot group and assignment of snapshotSnapshots

{5 Snapshot management x
13 Snapshots (3 GE)

Trees

€D Create new group E
— g
4 B (Default group) 5 Systems 3GB g
s
- 3
4 [ asap E02 700 [ 2 Snapshots 66 ME &
+ 2015-08-1115:42:05 Normal EERY ) -
|
+/ 2015-08-1112:0537 Pseudonymization 33MB 2
v B Asap B3 800 [ & Snapshots 2GB E
v [ Asap 543 000 S/4HANA 2 Snapshots 805 ME E
©
v | Asap 548 000 548 000 1 Snapshot 129 MB &
b HANADE HIZ HE2 1 Snapshot 70 MB
4 5 New group 1 System 335 MB
4 [ asap E02 700 1 Snapshot 235 M2
+ 2017-06-07 09:12:47 Normal 235 M

Figure 50 - New snapshot group

Later this group can be used in the analyzation settings of the analysis project:




Bl -

|& 185 Sample Audit x

w-al0bLaLRERDE

Filter

‘@ E 1BS Sample Audit

4 [ 185 Sample Audit
Oversll Queries
Basis Component

Financial Accounting

Documentation | Ex

Analyzation settings |[TEERcaD]

Queries | T Trees

ABAP | HANA DB

€ Clear all settings

€ Clear all settings

To shorten the analyzation time of authorization queries, specific areas can be excluded:

[ Users |[# compasite Roles | [+ singie Roles |

Omit queries for: [ inexistent transaction codes [ locked transaction codes

e

-]

(Default group)
E02, 700 [IBS]
Automatically use most recent snapshot
2015-08-11 15:4205
2015-08-11 12:05:37 (Pseudonymization)
1B3, 800 [1BS]

use most recent snapshat
2021-04-23 15:02:15

2021-02-16 09:
2019-12-03 11

Clear all variables

2019-10-21 140123
2017-04-27 17:54:44 [inkl. Parameter]
2016-12-19 11:12:23

543, 000 [S/4HANA]
Automatically use most recent snapshot
2020-03-27 13:

548, 000 [548 000]
Automatically use most recent snapshot ks defined.
2021-02-16 10

Automatically use most recent snapshot

Figure 51 - Usage of snapshot groups in analyzation settings

lll - 1.3 Settings - Default language / Server / Export settings

Checkaud
E Project

"ﬁ Snapshot

‘b Settings

o About CheckAud

B Exit

% Setlings

.V

£
=
2
2
£
g
£
&

—General

Defauit langusge: [ Deutsch -

Dialogs: | Reset hidden dialogs ‘

£

[1H}
)
H
&

—Server

1P address / hostname: [localhost |

Port: [ 5433 2

Password: | Password saved ‘ l:‘

Parameters | (7] Tables |

—~Single exports

Authorization queries

Table queries

Parameter queries

PDF documents

~Composite exports
! Html outline
Append thicket suffix @

User export as csv file

Role export as .csv file

Audit Report
User authorization matrix

Role authorization matrices

r matrices
[] Export all users (resp. roles) @
[ Export filtered users (resp. roles) @

Divide the user authorization matrix into multiple files @@

—Excel exports

Create explanatory comments ()

Figure 52 -

Default language :

CheckAud settings
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CheckAud can be used in several languages. The standard program functions and the contents of
the analysis projects supplied with the standard system are available in both German and English.

You change the language using the ®= Deutsch gng 5% English puttons.

Depending on the configuration, CheckAud always starts in this selected language but the language
can be changed at any time during operation.

Dialogs:
Some Dialogs can be hidden with the option Do not show again, with this button, hidden dialogs will
be shown again.

Server:

This display the server address and port settings configured during the installation. You cannot
change these settings.

Single exports, Composite exports, Authorization matrices, Excel exports:

The settings configured here for exporting evaluated analysis projects here apply throughout the
program. When you create a new analysis project, the settings are automatically applied to the
project as default settings. You can configure these settings differently from the global program
defaults in the respective analysis projects. For more information, see the chapter Seﬂingsmﬁ

partial/full exports.

Docking tabs and toolboxes

You can dock tabs and toolboxes to customize your user interface. You can position tabs and
toolboxes anywhere on the screen as separate windows using drag and drop. To do so, you simply
click and hold the mouse button on the desired tab or toolbox to move it from its current position to
the screen area of your choice:




Checkhud E P
§
. g
E Project E Project &
- i D) "
i snapshot *j * Favourites D Recently used £
o
- | = 0
New project =
% Settings é
£
© oot | o EE—
ll =]
— C—
Open project ..
m Exit Show: [ obsolete trees [J] unlicensq
v Ta Audit Best Practice =
v T= BC - Basis component
b = BC - Quick Audit Basis compe
D B b F= BC - Technical clients (e.g. 00 ﬁ
b F= BW - Business Warehouse [
% b F= €O - Controlling
v Ta DSAG Data Protection Guidel
Import ECS ruleset ... v ‘F& DSAG Audit Guideline SAP EF
v = DSAG Audit Guideline SAP EF
b = GDPR - Data Protection
v E= FI- Financial accounting
+ I »
g2 engish [

Figure 53 - Docking tabs and toolboxes
You can also do this with the tabs of open analysis projects. The project tabs can be disconnected
from the main window and moved on the screen.

e hn
&

& Project [l Project 1]
i—ﬁ Snapshot *ﬂ * Favourites E—) Recently used E
JE— L
New project —

% Settings [—— e E:

: - 5 =R B

@ soout checkaud o9 Be| \ EEET ]V o
_— = e ‘@ E New project H
Errmaasie [& New project E

m o bitern scores

B

Import ECS ruleset ...

Figure 54 - Docking analysis project tabs
A navigation cross is provided as an additional aid that is displayed automatically when you release
a tab or toolbox as a window using drag and drop. You can determine the position of the new
window using the navigation cross.
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Figure 55 - Docking
navigation cross

The outer points of the navigation cross stand for top, bottom, left and right. The center point
restores the standard view. Alternatively, you can also restore the default view using the Restore
default layout menu item that is displayed when you left-click the title bar of a window. When you
close CheckAud, the customized interface layout is saved. This ensures that the layout is retained
the next time that you start CheckAud.

Working with the clipboard

You can copy the contents of the analysis project or the information listed in the table views to other
programs using the clipboard. Right-click in the result window of an authorization query, for
example, to open the context menu. You can copy either a single cell or the entire row. When you
choose Copy, the other cell values are also displayed. You can individually select and copy them as
required.

“] 91" ok o0& FBO3 Display Document

E2Nll Query | Analyzation settings | User attribution | Risk management | Documentation

ENVL=20N O Composite Roles | 5 Single Roles

Drag a column header and drop it here to group by that column

Is attributed T User T | Valid from T Valid through T Type T Group T Lock T Incorrect logons T
e ARINE £ L Blegye Dialog (A) SUPER Unlacked {0) 0
C Il value "ARINNE'
() DD % oy el el l;s Dialog (A} SUPER Unlocked @) 0
B2 Copy row

-] FEAT - P UPER Unlocked (0} 0
P Copy v | E®y ARINNE - User

FEAT : [.JPER Unlacked (0 0

= i By Always - Valid from iR

-] FEATURE_A4 [ | Always A B Always - Valid through  PPER Unlocked (0} 0
(-] OKORTS Always AW By Dialog (A) - Type PER Unlocked (0} 0
(—] S [ | Aways Al B SUPER - Group UPER Unlocked (0) 0
e SSEVSEN Always Alwi By Unlocked (0) - Lock Unlocked (0} 0
o WE-BATCH E Always Al E 0 - Incorrect logens |UPER Unlocked (0} 0

Em OKORTS - Creator

B 2018-11-20 - Created on
By 2019-01-21 - Last lagon date
Em 195136 - Last logon time
E Andre - Forename

E Rinne - Surname

Figure 56 - Copying values

You can copy the text content of the elements in the analysis project using the clipboard. In the
example below, the copied value is FBO3 - Display document.
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x Cut Strg+X
E Copy Strg+C

0 Delete element

Figure 57 - Copying element content

-2 Analysis projects

lll - 2.1 Introduction

Analysis projects contain technical queries and all the settings, specifications and information for
performing a check. The structure of the analysis project can also reflect the procedure for
performing the check. In addition, you can define the following settings/information for an analysis
project:

e The snapshots to be evaluated (= snapshots of the applicable SAP systems or HANA DB
databases): You can use multiple snapshots of different systems and clients in one project.

¢ Filters: You can include or exclude specific user accounts in the evaluation. Extensive selection
criteria is provided, including user attributes (status, valid until, namespace), roles and profiles.

e Variables: You can define specifications for queries with variables in the analysis projects
(queries that reference org. levels such as company codes and business areas, for instance).

¢ User assignment: You can define individual target specifications regarding authorized users for
each query. These specifications have a neutral effect on the calculated query score (see the
chapter The Analysis Project Score| )

¢ Risk management settings: The assessments for the risks behind the technical query are defined
here. You also define technical descriptions of the risk, information about the potential damage
and organizational controls that can compensate for the effects the damage.




e Documentation: You can enter keywords (tags) for searches within the project here. You can also
maintain more detailed information about the area of application and objectives of the technical
authorization query.

Double-click previously created analysis projects from Windows Explorer to open them directly with

CheckAud. The project files are identifiable by the file extension .caproject and the a icon.

lil - 2.2 The elements of an analysis project

(] Project

The starting point for each analysis is the analysis project. The settings configured for the analysis
at this level are inherited to all its subelements. The element can be given any name in German or
English. You can expand or collapse all the project subitems by pressing and holding the Ctrl key
and clicking the arrow to the left of the project icon.

| Folders

Folders constitute the organizational containers within the project. A folder can inherit settings or be
assigned with new analysis settings by interrupting the inheritance. These new settings are then
inherited to its subelements. The element can be given any name in German or English. You can
expand or collapse all the folder subitems by pressing and holding the Ctrl key and clicking the
arrow to the left of the folder icon.

Authorization query

The authorization query is the technical check of (fully customizable) combinations of authorization
objects that a user may receive due to his or her assigned roles, profiles or reference users. This
authorization query generally covers a risk that can be quantified by the check, including the
assessment defined in the authorization query. The element can be given any name in German or
English.

L% Authorization query (reference)

This authorization query is a standard IBS authorization query whose technical composition and
name cannot be changed. Custom settings can be configured only for the information about the
effect of the damage, a description of the risk and the user assignment. Reference queries are
automatically updated where necessary by updates in the configuration.

7] Analysis tree (reference)

IBS provides theme-related configurations of standard queries based on best practice experience in
the form of analysis trees. You can expand or collapse all the analysis tree subitems by pressing
and holding the Cirl key and clicking the arrow to the left of the analysis tree icon. You can
integrated these analysis trees into your own analysis project as references. When you do so, you
cannot change the structure or name of the queries included in the referenced analysis tree. Like in
the reference queries, you can only define specific information about the effect of the damage, a
description of the risk and information about the user assignment here. Referenced analysis trees
are automatically updated where necessary by updates in the structure and composition of the
included queries.




B Documents (reference)

This is the documentation stored in the analysis trees. It includes not only explanations of individual
parameters and technical terms, but also information from our best practice experience. These
documents are provided by IBS Schreiber GmbH and cannot be changed.

Eg’ Table query (reference)

These queries are predefined table queries provided by IBS Schreiber GmbH. A table query
consists of a JOIN of one or more SAP tables or HANA database tables that have been read out with
the snapshot based on the table set. You can also define filters for table content and specifications
for the evaluation. You cannot change the composition of and the tables selected in a referenced
table query.

@ Table query

This is a table query that you have created yourself. You can use any SAP tables or HANA
database tables included in the snapshot for any JOIN operations and filters here.

[t] Parameter query

This is a check of one or more SAP system parameters. If the parameters are provided with the
snapshot (see the Parameters chapter), you can check the parameters against specific target
specifications.

"Unless the folder is an element in a reference analysis tree that has been incorporated into your own analysis project.

lll - 2.3 Analysis settings

The Analysis settings tab contains the settings that apply to the overall project or to the selected
element in the analysis project. There are different settings for ABAP and HANA DB systems.

o The authorization evaluation level
o ABAP users, composite roles, individual roles
o HANA DB users, roles
¢ The snapshot to be evaluated or compared
¢ The variables to be used (definition of organizational levels, only ABAP)
o The user filters to be used (which users are or are not to be displayed in the results)

¢ The authorization filters to be used (taking the sources of the authorizations into account during
the evaluation)
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cor

To shorten the analyzation time of authorization queries, specific areas can be excluded:

' Users ||v Composite Roles ||v Single Roles

Omit queries for: [Jinexistent transaction codes [ locked transaction codes

(default) ‘PfEl?SE select a snapshot ... - HND snapshot selected for comparison

9 Clear all variables

BUKRS Company Code

FAGL_OPVAR

-

Figure 58 - Analysis settings (ABAP)

Analyzation settings | User attribution

ABAP| HANA DB

— Analyzation configuration

Clear all settings

To shorten the analyzation time of authorization queries, specific areas can be excluded:

(default) |P$euse select a snapshot .. - ||No snapshot selected for comparison

‘@l

User filter | Authorization filter

== T | Add criterion | |

Delete all criteria

Mo user filter criteria defined.
Click here to select a standard filter

Figure 59 - Analysis settings (HANA DB)
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Il - 2.3.1 Authorization evaluation level (ABAP)

Authorization queries can be evaluated on different levels:

Users The application evaluates all users that receive the authorization under
inspection based on the individual roles, composite roles, profiles and
reference users assigned to them.

Composite roles | All composite roles that fully include the authorization under inspection are
evaluated. The sources of the authorization levels from the composite roles are
also taken into account in this case.

Individual roles | All individual roles that fully include the authorization under inspection are
evaluated.

Analyzation configuration
To shorten the analyzation time of authorization queries, specific areas can be excluded:

" Users ||v Composite Roles ||v Single Roles

Omit queries for: [] inexistent transaction codes [ locked transaction codes

Figure 60 - Evaluation levels

You can choose which authorization evaluation level you want to activate using the Users,
Composite Roles and Single Roles buttons. For example, if evaluations of composite or individual
roles are not required, you can disable them and therefore improve the runtime of the evaluation:

Analyzation configuration
To shorten the analyzation time of authorization queries, specific areas can be excluded:

" Users || composite Roles |[_Single Roles |

Omit queries for: []inexistent transaction codes [ locked transaction codes

Figure 61 - Selected evaluation levels

Il - 2.3.2 Authorization evaluation level (HANA DB)

Authorization queries can be evaluated on different levels:

Users The application evaluates all users that receive the authorization under
inspection based on the roles assigned to them.

Roles All roles that fully include the authorization under inspection are evaluated.

n

r conng
’VTO shorten the analyzation time of authorization queries, specific areas can be excluded:

Figure 62 - Evaluation levels

You can choose which authorization evaluation level you want to activate using the Users or Roles
buttons. For example, if evaluations of roles are not required, you can disable them and therefore
improve the runtime of the evaluation:

Anal
Analy cor
’7To shorten the analyzation time of authorization queries, specific areas can be excluded:

Figure 63 - Selected evaluation levels




Il - 2.3.3 Considering non existing or locked transactions

An authorization query usually contains all relevant transactions, wether these are useable in the
SAP system or not. For example, the transaktion SE16N doesn't exist in a business warehouse SAP
system.

During the setup of an SAP authorization concept, some of these transactions will be included in
roles generally, because (in this example) the roles from an ERP system will be used in the BW
system with only minor changes. Therefore it is possible, that roles in the BW system will have
transactions, which the BW system doesn't provide. Although the roles provide access rights for
these transactions, it is not possible to use these transactions and therefore the assignement of
these "not known" transactions in roles won't have any effect.

flrer J© | 1% 0 208 0% Read the tables containing user logon data
a[d ol B2
[% 0" 298 04 Read the tables containing user logon data
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(OBITYPE="FUGR) E ABAP Workbench
OBITYPE=PROG) [ ABAP Workbench

P @ S_PROGRAM(P_ACTI
b fg) S_TABU_DIS(ACTVT:
b @ S_TABU_NAM(ACTVT:
4 B Transaction authorizations
b g S TCODE(TCD.

Checks
ing standard tools such as SM30)
="USRPWDHISTORY', ='VUSEROOT', ="VUSRO2 PWD') [ Table Access by Generic Standard Tools
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: Code Check at Transaction Start
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Code Check at Transaction Start
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v @ SJCGDE(TCD:'SB Transaction Cod Cheek at Transaction Start
Figure 64 - Result with all checked transactions

To minimize false positives, it is possible to configure CheckAud not to consider non existing
transactions. In the tab Analyzation settings you can activate the flag inexisting transaction codes
to reduce the evaluation of authorization queries down to only existing transactions applicable for the
actual SAP system.

e |© |@oPes
a [& ol es
[% 0" 614 0L Read the tables containing user I

Results EAUENPENERECSDIEY User attribution | Documentation | Export options

€D Clear all settings

To shorten the analyzation time of authorization queries, specific areas can be excluded:

[ Users |[+# Composite Roles | [+ Single Roles |

Omit queries for: [¥] inaxistent transaction codes [ locked transaction codes

Figure 65 - activate flag inxistent transaction codes

In comparison with the first evaluation above, you can realize, that the transactions FA39 and SC38
ar not listet in the authorization origin:
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Figure 66 - Result with non existing transaktions

Check at

='SE80", ='SEB0_ENH', ='SEB4" ='SEBS', ='SEQ0, ='SEU_INT', ='SEU_INT_ENH', ='SPAU_ENH', ='SWRK', =TBCT, ='WORKINGAREA') [ Transaction Code Check at Tra|

Another flag considers locked transactions. In every SAP system it is possible to create roles wich
provide access to locked transactions. For security reasons SAP delivers this function and
sometimes it is simply easier to lock a specific transaction instead of rebuilding the roles. To
consider locked transactions in the authorization query evaluation, just activate the flag locked

transaction codes.
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Analyzation ¢
To shorten the analyzation time of authorization queries, specific areas can be excluded:
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Omit queries for: [ ] inexistent transaction codes

Figure 67 - Auswahl Transaktion gesperrt

In comparison to the evaluation results above, you can now see, that the transaction SE80 is
missing in the authorization origin, because in this example SAP system, the SE80 transaction is

locked.
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Figure 68 - Result with locked transactions

84/, ='SE85, ='SE00), ='SEU_INT', ='SEU_INT_ENH’ ='SPAU_ENK', ='SWRK, ="TBCT', ='WORKINGAREA") [ Transaction Code Check at Transaction

Both settings are useful in audits, when it's necessary to know, wich users are definitly able to
execute critical processes in the SAP system. In this case users with acess to locked or non
existing transactions will be filtered in the results.




In contrast, an analysis of the correct role settings, it is advisable to deactivate the flags considering
non-existing or locked transactions to obtain an overall view of the correct role settings.

Il - 2.3.4 Snapshot / Snapshot comparison

To evaluate an analysis project, you must select the snapshot to be evaluated using the dropdown
menu in the analysis settings:

T e a0

E02, 700 [IBS Presentation]

Automatically use most recent snapshot

2017-06-07 09:12:47 [without Parameter]

2015-08-11 15:42:05 [without Parameter]

2015-08-11 12:05:37 (F nization) [without P 1
IB3, 800 [IBS]

Automatically use most recent snapshot

2019-12-03 11:50:30 [TRDIR]

2019-10-21 14:01:23

2017-04-27 17:54:44 [inkl. Parameter]

Variables | 2016-12-19 11:12:23

|-| SB,MO[SMH&NA] oa e
= Impon  Automatically use most recent snapshot ear all variables

| 2018-12-07 13:55:27 -
BNCEDAMIDTR Caccinn Rlamma —
Fgure 69 - Selecting a shapshot

You can select a specific snapshot directly by selecting the required date on which the snapshot
was created or select a variable snapshot using the option Automatically use the most recent
snapshot (Automatisch den jlingsten Snapshot verwenden). If there are multiple snapshots of the
same system or client, this setting automatically selects the current version from the database. If this
analysis setting is applied at the analysis project or folder level, then all subordinate elements inherit

it as well.

You can also select an additional snapshot for comparison. The snapshot comparison helps you to
perform follow-up checks (delta analyses of two snapshots of the same system). The results of this
comparison relate only to the number of authorized users. This affords a simple overview of
changes to user authorizations and facilitates user recertification.

To select the snapshot to be compared, the older snapshots of the system/client specified by the
selected default snapshot are listed in the second dropdown menu.

[NDTED &~ Neues Projekt x
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e ‘@ E Neues Projekt

4 [H Neues Projekt
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ABAP |HANA DB

€D Clear all settings

To shorten the analyzation time of authorization queries, specific areas can be excluded:

[ Users [ Composite Roles | [+ Single Roles

Omit queries for: [ inexistent transaction codes [ ] locked transaction codes

(default) 202, 700 i8s] - most recent snapshot

Do not compare snapshots
E02, 700 [1BS]
2015-08-11 12:05:37 (Pseudonymization)
use least recent snapshat

Figure 70 - Selecting two snapshots for comparison

If no other suitable snapshots are available in addition to the snapshot selected by default, then no
selection for comparison is possible.




Authorization queries may contain variable check values. This feature is especially useful for
queries at organizational level (for example, queries of who has an authorization in a specific
company code). Variable check values are defined in the analysis settings. In the authorization
queries, these values are highlighted by the word variable (graphical view) and the character $
(technical view) in the field value definitions of an authorization object.

lil - 2.3.5 Variables - Variable check values in authorization queries

ees

(YR B New project x
Bl | @ = @OCRGBREDRD
flter |@ I_%': Simulating payroll run

4 [E New project
4 T BC - Basis component

Analyzation settings | User attribution | Risk management | Documentation
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i (default) ~
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=
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SUBTY - Subtype
variable

VDSK1 - Organizational Key
variable

and

AUTHC - Authorization level
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RELID - Area identifier for cluster in tables PCLx

eoual o1 T -

Figure 71 - Variable field values in the graphical view
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(
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S_PROGRAM(P_ACTION = 'SUBMIT'}
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S_TCODE(TCD = *SC38')
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S_PROGRAM(P_ACTION = 'SUBMIT', P_GROUP = '*')

or

(

S_TCODE(TCD ANV ('SE38', 'SEB@', 'PIUL', 'PIU2', 'PIU3', 'SEBA_ENH', 'SPAU_ENH', 'SE1S', 'SEB4', 'SEBS', 'SE9@', 'SEU_INT', 'SEU_INT_ENH

and
S_DEVELOP(ACTVT = '@3' AND '16°, OBITVPE = 'PROG')
)
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Figure 72 - Variable field values in the technical view

If you select a snapshot in the Analysis settings and the authorization queries of the analysis
project or selected folder contain variable check values, these check values are listed on the

Variables tab:

(default) | Please select a snapshot .. ~ |[No snapshot setected for comparison -|[e]

VELELIEN User filter | Authorization filter

== Import/export ¥ 0 Clear all variables

-
BUKRS Company Code @

| T-] ]

FKART Billing Type

Figure 73 - List of variable check values

)

You can define variable check values using the button. When doing so, you must also define

the logical relational operator in addition to the field value:




0 Clear all variables
@ -

NCUELIEN User filter | Authorization filter
5 Import/export ~
BUKRS Company Code

o - 5

|1080 BestRun Germany |
Figure 74 - “equal” relational operator for field values
This operator is used to query whether an authorisation contains any value within the specified
interval. The specified values are always inclusive. The following query displays all authorizations in
which the Transaction Code (S_TCODE) field contains a value between RZ and RZ99.

: (default) 2

TCD - Transaction Code

between RZ and RZ99

Figure 75 - “betweenl” relational operator for
field values

VELELIEN User filter | Authorization filter

S_TCODE(TCD BETWEEM *RZ" AND 'RZ99')
¥

Figure 76 - “betweenl” relational
operator for field values

== Import/export ¥

0 Clear all variables

BUKRS Company Code

e ] o

o

1000 BestRun Germany
1002 BestRun Singapore
FKART  Billing Type 10es5 Subsidiary Germany
Figure 77 - “like” relational operator for field values
VEUELIE User filter | Authorization filter

== Import/export ¥

BUKRS Company Code

0 Clear all variables
@ -

o
R

Select all
2820

BestRun China Mat.Ledger

FKART Billing Type
r=1

Figure 78 - “all” relational operator for field values

VELELIEN User filter | Authorization filter
5 Import/export ¥

BUKRS Company Code

0 Clear all variables
@ -

o
=
D Select all
2820 BestRun China Mat.Ledger
FKART  Billing Type ifj2s2n ] BestRun US MaterialLedger

=

Figure 79 - “any” relational operator for field values




VELELIEN User filter | Authorization filter

0 Clear all variables
BUKRS Company Code .
R - | Jel
= -] o)

| 2000 BestRun UK |

Figure 80 - “equal” relational operator for two field values

ACUES N User filter | Authorization filter

0 Clear all variables
BUKRS Company Code @ .
|equa| '|| 1000 | - 5000
| 5000 BestRun Japan 5000 |

Figure 81 - “equal” relational operator for field values from/to

Note: The input fields for the comparison criteria have a search and auto-complete feature. Suitable
suggestions for the field are provided for selection.

€2 Add criterion | | €3 Delete all criteria

(%)

e

Show all suggestion values

When you click the E button, an additional dropdown menu with a list of the available field values

opens. This function is available only if the option Read out default values for org levels for creating
the snapshot is enabled in the scan module.

You can find a detailed description of the available relational operators in the chapter Relational
Operators for Field Values.

= -
You can use the | Import/export button to load or save variable sets. If this analysis setting is
applied at the analysis project or folder level, then all subordinate elements inherit it as well.

After the predefined filter settings are exported, they are available for quick access using the
= Import/export *

button. Select a file to load the filter settings to CheckAud..




| VEGEIEEN Lser filter | Authorization filter

== Import/export ¥

L
BUKRS_0150 |\L) Recently used » Code
BUKRS 0201 | as
- o= Import .. + || 1000

2= Export ..

FKART  Billing Type

)

Figure 82 - Example of quick access to a recently opened variable set

Note: The filter settings last used remain in the list even after you close the project or the software.
Note: CheckAud interprets special definitions of variable field values as follows, for example:
Authorization object F_LFA1_BUK, field BUKRS = $

The field BUKRS is not defined, which means that it is not included in the authorization check.
Authorization object F_LFA1_BUK, field BUKRS = “*”

The field BUKRS is defined with “*”, which means that the system searches only for users that have
received the authorization object F_LFA1_BUK with the field BUKRS defined as “*”.

Authorization object F_LFA1_BUK, field BUKRS like “*”

The field BUKRS is defined with “like *”, which means that the system searches only for users who
have received the authorization object F_LFA1_BUK with BUKRS defined as any field value. As a

result, all the assigned field values for this user are listed here.

Note: the Tab Variables is only shown when ABAP systems are selected

Il - 2.3.6 User filters

You can use user filters to include or exclude specific users in the analysis. You can configure the
analysis settings on the User filters tab. To use this feature, you must first select a snapshot for the
analysis project/the element in the analysis project, because this setting is dependent on the
characteristics in the SAP system snapshot:




Variables JUESSTIEE Authorization filter

] Import/export ¥ There are 3 criteria defined, combined by ‘and’. |° Add C"“E"io“| |° Delete all criheria|

4 There is one rule defined.

o

|User '||equal '| RCSA%'

RCSA3C RCSA3C

4 There are 2 rules defined, combined by |E|

©

‘@l

a0

|Type '||equa| Y||[)iiilog(A}
| Type ~|[equal ~ | service (5)

4 There are 2 rules defined, combined by |E|

o

a0l

‘el

| Lock ~ || does not contain = || Globally locked by admin
| Lock ~ || does not contain || Locally locked by admin

-

You can define inclusion and exclusion criteria for defining the user filter.

Figure 83 - User filter for the analysis

The following attributes for ABAP systems are available as criteria:

User

Type

Lock

Valid from
Valid to
Group
Department
Function

The following attributes for HANA DB systems are available as criteria:

User

Valid from
Valid to
Restricted
Deactivated
User group

The following relational operators are available for the filter criteria (depending on the attribute):

Equal

Not equal to
Between

Not between
Like

Unlike

Includes

Does not include
Less than




e Greater than
o Less than or equal to
e Greater than or equal to

If this analysis setting is applied at the analysis project or folder level, then all subordinate elements

inherit it as well.

If no filter criteria have been defined yet, standard filters are provided for selection. You can

Click here to select a standard filter

activate them using the button.
EUEIRs G E=Sals el User attribution | Documentation | Export options
ABAP | HANA DB
9 Clear all settings
r Analyzation configuration
To shorten the analyzation time of authorization queries, specific areas can be excluded:
W Users H\I Composite Roles ||¢ Single Roles
Omit queries for: [ inexistent transaction codes [ locked transaction codes
(default) [ 02, 700 £15] - most recent snapshot = |[Vo snapshet setected for compart: -|@

Variables JIESS1H Authorization filtter

= Import/export ~

|0 Add aiterion| | Delete all criteria

No user filter criteria defined.
Click here to select a standard filter

-

Figure 84 - Predefined user filters

The following standard filters for ABAP systems are available for selection:

Standard filters

Active users not locked by an administrator

Active dialog and service users not locked by an administrator

Only dialog and service users
Mo dialog and service users




Variables REESTICS Authorization filter

== Import/export ¥

There are 2 criteria defined, combined by 'and". |° JB"5|d€l'illi!l'iﬂrl| |° Delete all criterial

-~

4 There are 4 rules defined, combined by @

|Valid from + | less or equal ~ | Scandate | 20 3| days x)
|Validthrough = || greater or equal ¥ | scandate| 20 2 |days Q]
|Lock ~ | does not contain || Glabally locked by admin - |@
|Lock + || does not contain || Locally locked by admin -|Q]

Figure 85 - Active users (not locked by admin)

- There are 4 rules defined, combined by

J
= |Scandate| =0 :|day~s @
o

|valid from v |[tess or equal

|Valid through ~ |[oreaterorequal  ~|Scandate =0 3 |days

|Lock + |[does not contain ~ || Globally locked by admin e
|Lock ~ |[does not contain  ~ || Locally locked by admin '|@

4 There are 2 rules defined, combined by IEI @
= e - pes 2
|Type '||equa| '||Ser\rice(S] 'HE‘

Figure 86 - Active dialog and service users (not locked by admin)

- There are 2 rules defined, combined by |E| @
= ]l - e e
|Type '||equal '||Ser\rice(S] YH§|

Figure 87 - Only service and dialog users

F There are 2 rules defined, combined by @

|Type = || unequal

| Dictes () 4l

|Type = || unequal

~ | senice (5) .|@

Figure 88 - No service or dialog users

== Import/export *

You can use the

button to load or save filters. An import of filter criteria from a

TXT file is also available for selection. You can use this feature to import multiple filter settings (for
example, for user IDs) quickly. The TXT file may contain only one user ID per line:




.'3 5.6.8 Analysis-Settings - UserFilter_EN.tet - Editor
Hilfe

Datei
[rEsT1
TEST2
TEST3
1BS
CHECKAUD
SAP
AUDIT

Bearbeiten Format  Ansicht

Windows (CRLF) Zeile 1, Spalte 1 100%

Figure 89 - TXT file with the user IDs for SAP

= Import/export ¥ . . .
Choose the button to open a dialog window for selecting saved user
filters. Here, the file format must be changed from *.causerfilter to *.txt:

# Schnellzugriff

18.11.2018 11:27

CheckAud SAP Be...

Benutzerfilter,causerfilter
(Z+ CheckAud

[ Dieser PC

¥ Netzwerk

TKE

(: Offnen X
4 B > DieserPC » Desktop v | O "Desktop” durchsuchen 2
Organisieren * Meuer Ordner Bz » TH o
Mame . Anderungsdatum Typ Grake

Benutzerfilter (*.causerfilter)
Benutzerfi (*.causerfilter)
Liste von Benutzernamen (*.bd)

Dateiname:

“

Figure 90 - Changing the file type




Results JEUEN RIS SR User attribution | Documentation | Export options
hane [FANADE]
—Analyzation configuration
To shorten the analyzation time of authorization queries, specific areas can be excluded:
" Users ||~/ Compoasite Roles ||~/ Single Roles
Omit queries for: [] inexistent transaction codes [ locked transaction codes
(defautt) |183, 800 - 2021-02-04 07:08:24 « || No snapshot selected for comparison -] @
Variables RUESSTIC M Authorization filter
== Import/export ¥ There is one criterion defined. |0 Add Cl'ﬂE"iO“| |° Delete all criteria|
-
- There are 7 rules defined, combined by IEI @
| User * |[equal ~ || esti |@
| User = || equal = || TEST2 HE‘
| User * |[equal ~|[7esT3 H|<)
|U5er A ||equa| b || IBS H§|
|User + || equal ~ || creckaup - Q]
|U5er = ||equa| = || SAP ||§|
|U5er - ||equa| < || PRACFUNG |@
hd

Figure 91 - Using an imported TXT file as a filter definition

Note: The input fields for the comparison criteria have a search and auto-complete feature. Suitable
suggestions for the field are provided for selection.

€2 Add criterion | | €3 Delete all criteria

(%)

e

Show all suggestion values

When you click the E button, an additional dropdown menu with a list of the available field values
opens.

When using the two filter criteria "like" or "not like", the configuration of the filtering can be specified
with the special characters "*", "?", "+" as well as "\". The special character ™" means that any
number of additional characters are subsequently searched for and taken into account in the
evaluation.




- Analyzation configuration
To shorten the analyzation time of authorization querie

|§/ Users | |ﬁ/ Composite Roles | |ﬁ/ Sin
Omit queries for: [ inexistent transaction codes [ |
(default) ‘ IB3, 800 - most recent snapshot

User filter FaWljiglelyre:1ielsRilit=ls

= Import/export *

4 There is one rule defined.

Variables

SAP#*
SAP_LSO
SAPCSS

SAPEP
SAPEXIM
SAPFIN-99
SAPHR-99
SAPJSF
SAPPER
SAPPHONEBCM
SAPPLM-99
SAP-SCHUL-82
SAP-SCHUL-@3
SAP-SCHUL-@4
SAP-SCHUL-@5
SAP-SCHUL-@6
SAPSUPPORT

SAP*

SAP_LSO
SAPCSS, Support
Training, Portal
Verma, Vishal
SAPFIN-99
Camino, Helena
JSF Service User
SAPPER, Thomas
SAPPHONEBCM
PLM, mySAP
SAP-SCHUL-02
SAP-SCHUL-03
SAP-SCHUL-04
SAP-SCHUL-05
SAP-SCHUL-06
SAPSUPPORT

‘User "Hlike "

SAP

Figure 92 - Query with special character ™"

The special character "?" means that exactly 1 additional character is subsequently searched for
and taken into account in the evaluation.

[USaiii=l Authorization filter
== Import/export ¥

4 There is one rule defined.

‘User v-Hﬁke v‘ SAPY

‘SAP'

Figure 93 - Query with special character "?"

The special character "+" means that at least 1 additional character is searched for subsequently
and taken into account in the evaluation.




- Analyzation configuration
To shorten the analyzation time of authorization querie

" Users ||'I Composite Roles ||'I Sin

O

Omit queries for: ["] inexistent transaction codes

(default) ‘ B3, 800 - most recent snapshot

User filter RNl lr& s URillE

= Import/export ¥

Variables

4 There is one rule defined.

SAP*
SAP_LSO
SAPCSS

SAPEP
SAPEXIM
SAPFIN-99
SAPHR-99
SAPJSF
SAPPER
SAPPHONEBCM
SAPPLM-99
SAP-SCHUL-82
SAP-SCHUL-83
SAP-SCHUL-84
SAP-SCHUL-85
SAP-SCHUL-86
SAPSUPPORT

SAP*

SAP_LSO
SAPCSS, Support
Training, Portal
Verma, Vishal
SAPFIN-99
Camino, Helena
JSF Service User
SAPPER, Thomas
SAPPHONEBCM
PLM, mySAP
SAP-SCHUL-02
SAP-SCHUL-03
SAP-SCHUL-04
SAP-SCHUL-05
SAP-SCHUL-06
SAPSUPPORT

‘User - Hlike hd

SAP+

Figure 94 - Query with special character "+"

The use of the special character "\" is required if a special character, such as "*", "?" or "+" occurs
in the name and the use cases described above are to be switched off, so to speak.

User filter FaNullir&n e Rilli=g

Variables

= Import/export ¥

- There is one rule defined.

‘User hd H like

- ‘ SAP\*

‘snpt

SAP*

Figure 95 - Query with special character "\"

Il - 2.3.7 Authorization filter

You can use the authorization filter to assess or hide specific roles or profiles for the evaluation of
authorization origins. For instance, the composite profile SAP_ALL can be hidden in the evaluation
of authorization origins. As a result, only users who have received the authorization under
inspection from somewhere other than the composite profile SAP_ALL are displayed.

You can define inclusion and exclusion criteria for defining the authorization filter. For the
authorization filter, the following authorization origin criteria are available:

Single profile
Group profile
Individual role
Group role




Authaorization filter
] - - - .
o Import/export * 0 Add criteria block | | Delete all criteria

e Reference

Single profile -
|'_|I| Compasite profile
[Z] single rale

|'_|Z| Composite role
& Reference user

o Mo authorization filter criteria defined.

Figure 96 - Criteria block for authorization filter

The following relational operators are available for the filter criteria:
Equal

Not equal to

Between

Not between

Like

Unlike

Authorization filter
= Import/export ~ |© Add criteria block ~ | | Delete all criterial

-

L Single profile:  There is one criterion defined. @

- There is one rule defined.

Name |
lequal ]
unequal
€2 Add criterion| | between

not between
like
unlike

Figure 97 - Relational operators for filter criteria
For the filter criteria, there is also a differentiation between inclusion and exclusion criteria:

Authorization filter
2= Import/export ~ | Add criteria block ¥ | | € Delete all criteria|
-
El @ Composite profile:  There is one criterion defined. @

4 There is one rule defined.

Name [equal - |[sap_auL «]

&3 Add criterion

Figure 98 - Inclusion criteria

Users with the profile SAP_ALL and users with one or more authorized roles/one or more authorized
reference users are displayed. Users that are only authorized through their profile assignments and
do not have SAP_ALL are not displayed.




Authorization filter

= e o | Add criteria block + | | ) Delete all criteria

-

B @ Compaosite profile:  There is one criterion defined. @

“ There is one rule defined.

o Add criterion

Figure 99 - Inclusion criteria

Here, the users who have received the analyzed authorization via group profiles that partially or
completely match the profile designation entered are displayed. The relational operator can be used
with the wildcard * at the end of the string.

Authorization filter

== Import/export ~ €3 Add criteria block ~ | | € Delete all criteria)

Fy

4 @ Composite profile:  There is one criterion defined. @

4 There is one rule defined.

Name |unequal - || sapaLL -]

e Add criterion

Figure 100 - Exclusion criteria

The results will only show users who have not received the analyzed authorization exclusively via the
SAP_ALL group profile.

Authorization filter

= e o | Add criteria block + | | ) Delete all criteria

-

B @ Compaosite profile:  There is one criterion defined. @

“ There is one rule defined.

Name |unlike - || sae- .. |

o Add criterion

Figure 101 - Exclusion criteria

The results will only show users who have not received the analyzed authorization exclusively via
group profiles with the string SAP.

Note: The input fields for the comparison criteria have a search and auto-complete feature. Suitable
suggestions for the field are provided for selection.




n-2.4

€2 Add criterion | | €3 Delete all criteria

(%)

e

Show all suggestion values

When you click the E button, an additional dropdown menu with a list of the available field values
opens.

Note: authorization filters are yet only available for ABAP systems

Inheriting analysis settings

An analysis project can be set up quickly and efficiently by inheriting analysis settings. Analysis
settings can be configured at project, folder or query level:

i Project level: Settings are inherited to all subelements.

-

- Folder level: Settings are adopted from the inheritance; alternatively, the inheritance can be
interrupted at folder level. In such a case, the new settings are inherited to all lower-level
elements starting from this level.

[:{3* Query level: Settings are adopted from the inheritance; alternatively, the inheritance can be
interrupted at query level. In such a case, separate settings then apply for these queries.

The inheritance is used to pass on analysis settings (the selection of the snapshot, variable
specifications and filter settings). You can interrupt the inheritance to the individual subelements in
general by removing the flag Inherit system assignment, variables and filters.




EENEY Analyzation settings JUESEiTI WEE

mentation

Inherit system mappings, variables and filters

ABAP | HANA DB

r Analyzation configuration
To shorten the analyzation time of authorization queries, specific areas can be excluded:
' Users ||V Composite Roles ||V Single Roles.

Omit queries for: inexistent transaction codes locked transaction codes

(default) IB3, 800 [IBS] - most recent snapshot

NELELIEN User filter  Authorization filter

ABRKS Payroll Area

ANLKL Asset Class

ARBPL Work Center

AUART Sales Document Type
AUFART Order Type

L3

Figure 102 - Inheritance activated, settings are transferred

r attribution

Analyzation settings i

Documentation

ABAP | HANA DB

o Clear all settings

r Analyzation configuration
To shorten the analyzation time of authorization queries, specific areas can be excluded:
 Users ||+ Composite Roles ||+ Single Roles

Omit queries for: [ inexistent transaction codes [ locked transaction codes

v|[we

(default) |IBR, 800 [IBS] - most recent snapshot selected for comparis

NEUELIEEE User filter  Authorization filter

= Import/export =

9 Clear all variables

ABRKS Payroll Area
ANLKL Asset Class
ARBPL Work Center

-
-

Figure 103 - Inheritance interrupted, settings are individual starting from this level

You can then set new snapshot settings, variables and filters for this level.

To make it easy to identify inheritance interruptions in the analysis project, you can change the view
in the analysis project.




[

[*

view

Default analysis project view

BB|la~ ~|F = DcGre
Filter &

- E 9" Meues Projekt
4 % 0" BC - Quick Audit Basis component
- i 0* Client Maintenance
E# Clients
E‘i: Client Change Options
E# Client Checklist
H?;':- 0[* 13E= System change options per client

% 0|" 14E3 Client change options
E;': o* 39.L 0L Create new clients
E}: 0" 35% 0L Change the settings of existing clients
[% o|* 204 04 Delete Client
] Logon Security
F i 9|* User and authorization administration
4 T3 0[" SAP standard users
E# SAP Standard Users
Eg: 3ES Standard users
@ SAP* user
85 DDIC user
[ o* 554 04 Call report RSUSR003 (Passwords of standz
[% 0|* 264 0L Delete users in the SUPER group
[+ 0|* 264 0L Lock/unlock/set passwords for users in the

E% 0* 264 0L Change users in the SUPER group
Figure 104 - Default analysis project view

Making interruptions of inheritance in the analysis settings known in the analysis project




BR - ~|F R@av=aDERBT
Filter ~
I& 91" Neues Projekt

4 E} 9|* BC - Quick 4 Neues Projekt jonent

) i 0| Client Maintenance

-

[% 0]" 39 L 0L Change the settings of existing clients
PT0
) i 9|* User and authorization administration

Fl 0

Figure 105 - Displaying an inheritance interruption in the analysis settings of the analysis
project

If the inheritance of the analysis settings is interrupted in individual queries or folders, the
interruption can be viewed using this feature.

lll - 2.5 Filtering in the analysis project view

In complex analysis projects, it is helpful to use the search function to display elements that
you are looking for. For instance, you can display elements filtered by name, keyword,
included authorization objects, transactions, tables and parameters in the analysis project
view. This function is located in the input field above the analysis project.




Filter

Filter by: |f Mame ||‘\I’ Tags ||f Objects |

+" Transactions || Fiori apps " Tables

" Parameters

BR|ln- ~-|F EA Q0GR

@

4 E Meues Projekt
4 % Fl - Financial accounting
b £ Central tasks
- i Iaster data

H?;: Field groups
] i Wendaor
[:’3: Create vendor (centrally)
[:*‘3: Create vendor (company code)
[:-’3: Create vendor (centrally and company code)
['%': Change vendor (centrally)
[:{;': Change vendor (company code)
[:{;': Change vendor (centrally and company code)
Figure 106 - Filtering in the Analysis Project

lll - 2.6 Multilingual analysis projects

The analysis projects are also maintained in several languages. The standard systems supplied by
IBS are available in German and English. You have to maintain your own analysis projects and the
contents that you create in other languages. The contents (query names, risk descriptions,
messages, etc.) can be edited intuitively in German and English.

Some of the elements in the analysis project (folders or queries) can be renamed using the
button. When you use this feature, you can make your entry in both German and English:

=[]




BB~ - | J@u=00rnbeh
Filter )

o E Meues Projekt

| 7| Mew folder

L | Meues Verzeichms

EZ MNew folder

Figure 107 - Analysis projects with multiple languages

More detailed information about queries, such as risk descriptions, documentation, and so on, can

be maintained in the respective languages using the ™ C=utsch — or |m English buttons.

|
o
x

7+ CheclAud for SAP Systems
Wl W - Meues Projekt x

o
ees

[ Parameters | P ables | 2] Queries [ T T

BBla- ~|F |&| ]y wYrgeyryegs)
Filter |® | % change parameter settings
« [ Neues Projekt 2esults . User attribution [ i Documentation

4 T BC - Basis component
4 T System configuration
4 [ Operating System
[% Change parameter settings
[% Display operating system files with Transaction AL11
[% Access to DB and OS information
[% Access to SAP processes, for example, from SM50
[% Copy files fram SAP server to client
[% Copy files from client to SAP server
4 [ Database
[% Read tables with password hash-data in the database
[% Display database informatiaon
[% Access to database tables from the SAP system
b 7 Support Packages -
3 E Parameters Tmpact
P Clems \ None || venylow || Low [ Medm || High [ veyngh [ crtcal | ‘
b B3 Logon security
v T Read Access Logging
b 55 Administrative Services

Risk description [
This authorization can be used to manipulate essential system settings, for example, the logging of fables, logon of the SAP™ user, and the ~
retention of canceled updates.

However, the SAP system must be restarted in order to activate the changes made.

—Organizati itigatit trol

[[] Mitigation control defined

b 55 RFC Security Responsible: ‘ | Substitute: ‘ ‘
b 5 User and authorization administration Residual impact

1 T Tebles in SAP systems ’V| None  |[ verylow tow  |[ Medum |[ Hgn  |[ vVeyhign |[  cotcal | ‘
b 3 Development in SAP systems Description

b [ Prohibited access rights

Figure 108 - Maintaining documentation in Englisch




-3

(7t CheckAud for SAP Systems

[E = Neues Projekt x

4 [ Betriebssystem
|% Andern der Parametereinstellungen
[% Anzeige der Betri ien mit

[% Zugriff auf DB und BS-Informaticnen
[% Zugriff auf SAP-Prozesse, 2.8, Gber SM50
1% Dateien von SAP Server auf Client kopieren
[% Dateien von Client auf SAP Server kopieren
b B Datenbank
b T3 Support Packages
b £ Parameter
b 5 Mandanten
b 5 Anmeldesicherheit
b B Lesezugriffsprotokollierung
b §3 Administrative Aufgaben
b T3 RFC-Sicherheit
b 3 Benutzer- und Berechtigungsverwaltung
b B Tabellen in SAP-Systemen
b B Entwicklungen im SAP-System
b 0 Gesetzeskritische Berechtigungen

AL

[ e ) Risiko-Management [

BEln- - | [MEF YR
Filter ‘@ \;?9' Andern der Parametereinstellungen
| Neues Projekt
« T BC - Basic
[ System ~Risikobeschreibung [Zf

Mit dieser Berechtigung ksnnen wesentliche Systemeir

Allerdings muss fiir eine Aktivierung der Anderungen das SAP-System neu gestartet werden.

bazw, desktiviert werden, zB. die Protokollierung von Tabellen, =
die Anmeldung des Benutzers SAP™ und die Aufbewahrung von abgebrochenen Verbuchungen.

IEBéume | [11) Parameter |grabenen | [¥] Abfragen %

]

\ Keine || Sehrgering || Geing | Mittel || Hoch [+ Sehrhoch
—On i he kc i Kontrolle
[] Kompensierende Kontrolle definiert
Verantwortick | | stemvertreter: |
Auswirkung
ﬁ Keine ][ sehrger. |[  Geing |[  Mma || Hoch  |[ sehrhoch || ksitisch |‘

Beschreibung

Performing an analysis

I SBLBLLLAAAAAAALLLLLL

Figure 109 - Maintaining documentation in German

You can perform an analysis for an individual query (authorization query, table query, parameter
query) or for multiple queries as part of a subproject or the overall analysis project. The evaluation
can be performed only if a snapshot has been assigned for at least one query in the analysis

project.




lll - 3.1 Evaluating an authorization query (ABAP)

To evaluate an individual authorization query, you must select it in the project. You can then start the
evaluation for this authorization query using the Analyze now button on the Results tab.

& Checkhud for SAP Systems - - *
| * Neues Projekt

BE|[n- -~ e Oearkee

filter ‘@ L%':' Access to SAP processes, for example, from SM50

4 [B Neues Projekt
4 T BC - Basis component
4 T3 System configuration
< T Operating System
[% Change parameter settings
[% Display operating system files
[% Access to DB and OS informati
[% Access to SAP processes, for s
[% Copy files from SAP server to ¢
[% Copy files from client to SAP se

Results [ e

[ [ Parameters | B Tables | [2] Queries [ B Trees

b T Database

v 5 Suppert Packages Not yet analyzed ...
b 55 Parameters Analyze now

b B Clients

v 5 Logon security
b 3 Read Access Logging
b B Administrative Services
v 5 RFC Security
b 3 User and authorization administration
b T Tables in SAP systems
b [ Development in SAP systems
b 3 Prohibited accass rights

E=Engish |
Figure 110 - Evaluating an authorization query




(2} CheckAud for SAP Systems

[N | - Neues Projekt

BRlwn- -|F 3

22|

Filter

[S]

a4 [H 221" Neves Projekt
4 Tp 2" BC - Basis component
4 [ 22 |" System configuration
4 [ 22> Operating System
[% Change parameter settings
[% Display operating system files with Transaction AL11
[% Access to DB and 05 informatian

1% Copy files from SAP server to client
[% Copy files from client to SAP server
b T3 Database
b 5 Support Packages
v 5 Parameters
b 3 Clients
b 3 Logon security
b 5 Read Access Logging
b T35 Administrative Services
b B RFC Security
b T35 User and authorization administration
b [ Tables in SAP systems
b T Development in SAP systems
b 3 Prohibited access rights

[% 25]* 2.4 04 Access to SAP processes, for example, from

CocGaeRREE

L;’! 38/ 3& 0& Access to SAP processes, for example, from SM50

Results folit ttings = User attribution  Risk management Documentation

ees

Drag a column header and drop it here to group by that column

Isattributed T User T | Valid from T Valid through T Type

-] oDIC Always Always System (B) SUPER
(-] NHERMKES Always Always Dialog (A) SUPER
-] MNOTFALL Always Always Dialog (A) SUPER

L

T Group T Llock

Unlocked (0)
Unlocked (0)

Unlacked (0)

T Incorrect log|

0
4
0

[0 parameters | PR Tables [ (51 Queries [ T T

3

L

Figure 111 - An evaluated authorization query
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Alternatively, the selected authorization query can be evaluated by choosing the F button and the

evaluation can be stopped by choosing the

o

button.

Evaluated authorization queries are shown through the key figures in the results:

L%E' Delete table change logs
L%':- 100" 0 & 0L Delete change documents

L%'? Delete version histories

Figure 112 - An evaluated authorization query

If an additional snapshot was selected for comparison for the evaluation, the results of the
comparison are displayed as follows:




£R [ - 185 Sample Audit %
BR v- | F g =+ OCLaGRRRG M
filter ‘@ I_\?f" ol 29 (+29) & oL 208 Lock/unlock/assign passwords to users E
“ Ei" BS Sample Auit [P Query | Analyzation settings | User attribution | Risk management | Documentation &
b 5 Overall Queries
4 55 0P Basis Component 58 Users [ 5 Single Roles —
« 5 0" Logon Security Drag 2 column header and drop it here to group by that column =- %
5 Logon Perometers Comparison T Isattributed T User Y Validfrom T Valid through T Type T Group T Lock ] L]
[% 0" 29(+29) & 0L 29 & Lock/unlock/assign past L
[% Change logon parameters x - 17BY3LR8 Always Always Dialog (A) Unlocked (0) é
b 7 Teble access x - 19WKBKPZ Always Always Dialog (A) Unlocked (0) 5
v i Client Maintenance x - 2TYUOTTK Always Always Dialog (A) Unlocked (0) <
v 7 Financial Accounting x - 2U32RCUW Always Always Dialog (4) Unlocked (0) —
x - 35914VN3 Always Always Dialog (A) Unlocked (0)
x - 3QBBFVFS Always Always Dialog (A) Locked by incorrect logons (128)
x - ANSBFHSA Always Always Dialog (A) Unlocked (0)
x - 62TECDK) Always Always Dialog (A) Unlocked (0)
+ -] ASTROHMANN B | Always Alwiays Dialog (A) DEVELOPER  Unlocked (0)
x - CANPZHVV Always Always Dialog (A) Unlocked (0)
+ -] CaL Aluays Always Dialog (A) DEVELOPER | Unlocked (0)
+ (-] CHECKAUD Aluays Always System (B) REVISION  Unlocked (0}
+ -] CLILLICH Always Alwiays Dialog (A) BERATUNG  Unlocked (0]
+ (-] DDIC Always Always System (B) SUPER Unlacked (0)
x - FWKRLHRA Always Always Dialog (A) Unlocked (0)
+ (-] GBORCHERT Always Always Dialog (A) BERATUNG  Unlocked (0)
+ -] GROSENAU Always Alwiays Dialog (A) PERSONAL  Unlocked (0)
+ (-] GSCHROTT Always Alviays Dialog (4) BERATUNG  Unlocked (0) -

| L:{;': o™ 20(-200 L 0k 20 8L Lock/unlock/assign pass

Figure 113 - Evaluated authorization query, comparison of two shapshots

Detailed information about the displayed results can be found in the chapter Results Displayed in
the Analysis Project.




lll - 3.2 Evaluating an authorization query (HANA DB)

To evaluate an individual authorization query, you must select it in the project. You can then start the
evaluation for this authorization query using the Analyze now button on the Results tab.

ees

[Tl W - Neues Projekt x

BR|luo~r ~|F &g e-r=ocabRklE

e |® | 2] HanA Query

4 [ Neues Projekt [P Cuery | Analyzation settings | User attribution | Risk management | Documentation
HANA Query

[ [ Parameters | ) Tables [ (%) ueries | B T

Not yet analyzed ..
Analyze now

£ English [l
Figure 114 - Evaluating an authorization query
(TR &~ New project x
BRBln- -|F @ #w-=00CaCDBREE

Filter [©) [#] 100/* 284 0& HANA Query
4 [H 100" New project

ees

8] Parameters | (73 Tables | (2] Queries | T Tr

LEWEY Query | Analyzation settings | User attribution | Risk management | Documentation

100[> 28 % 04 HANA Query

Drag  column header and drop it here to group by that column -

Comparison T Isattributed T | User Y Comments T Usergroup T Userrolemode T Userextenalidentity T Creator T Created
_SYS_AFL LOCAL SYSTEM | 2018-D1-12T1
_SVS_DI_CATALOG _SVS_DI# SYS DI LOCAL s 2018-01-26T07
_S¥S_DI_CDS_CATALCG _SYS_DI#_SYs_DI LOCAL 5v8 2018-01-26T07

I ¢ | !

L]

e

e

e _SYS_DI_SU _SYS_DI= 5Ys DI LOCAL SYs 2018-01-26T07
e _SYS_EPM LOCAL SYS 2018-01-12T1«
e _SYS_PLAN_STABILITY EXTERNAL SVS 2019-03-25T1:
Q _SYS_REPO LOCAL SYSTEM 2018-01-12T1«
e _SYS_SQL ANALYZER LocaL SYs 2018-01-12T1¢
e _SYS_STATISTICS LOCAL SYS 2018-01-12T1«
e ARINNE LOCAL SYSTEM 2021-11-10T0¢
Q CASC_TEST_DB LOCAL SYSTEM 2021-10-28T0¢
e CASC_TEST_DB2 LocaL SYSTEM 2021-10-28T0¢
e CAsCl LOCAL SYSTEM 2021-10-21T1°
e CAsC2 LOCAL SYSTEM 2021-10-21T1°
Q COCKPIT LOCAL SYSTEM 2020-12-30T1¢
e DBACOCKPIT LocaL SYSTEM 2018-01-12T12
e GRC_CC LOCAL SYSTEM 2021-02-08T1¢
Q LLNIEKAMP LOCAL SYSTEM 2021-11-09T1¢ »

4 »

—H English ll

Figure 115 - An evaluated authorization query

Alternatively, the selected authorization query can be evaluated by choosing the 4 button and the

o

evaluation can be stopped by choosing the ™ button.

Evaluated authorization queries are shown through the key figures in the results:




a4 E 100[® MNew project
100[* 224 0L HANA Query

Figure 116 - An evaluated authorization query

If an additional snapshot was selected for comparison for the evaluation, the results of the

comparison are displazed as follows:
| * New project x

§
B&|n- | F @ @-=oCaCERDD i
Filter |® [ 12] 100" 288 0% 0% HANA Query E
4 [ 1001 New project L™ Guery | Analyzation settings | User attribution | Risk management | Documentation s
100> 288 0L 0L HANA Query
[ 28 users T —
Drag a column header and drop it here to group by that column - %
Comparison T Isattributed T User T | Comments Y Usergroup T User role mode T User external identity ¥ c* E
= -] _SYS_AFL LocAL 5 £
E (-] _SYS_DI_CATALOG _SYSDI£SYSDl  LOCAL S\ E
= (] _S¥S_DI_CDS_CATALOG SYSDIESYSDl LOCAL B
e (-] _S¥5 DISU SYSDISYSDl  LOCAL 5y =

= -] _SYS_EPM LOCAL B

= (] _SYS_PLAN_STABILITY EXTERNAL S\

= -] _S¥S_REPO LOCAL B

E (-] _SYS_SQL_ANALYZER LOCAL S\

= (] _SYS_STATISTICS LocAL B

e (-] ARINNE LOCAL 5y

= (-] CASC_TEST DB LOcAL B

E (-] CASC_TEST_DB2 LOCAL B

= (-] casc LOCAL 5

3 (-] CASC2 LOCAL S\

= -] COCKPIT LOCAL 3

= (] DBACOCKPIT LOCAL S

= -] GRC_CC LOCAL B

= (-] LLMIEKAMP LOcAL S

4 »

|

100> 284 0L 0L HANA Query
Figure 117 - Evaluated authorization query, comparison of two
snapshots

Detailed information about the displayed results can be found in the chapter Results Displayed in
the Analysis Project.




lll - 3.3 Evaluating a table query

To evaluate an individual table query, you must select it in the project. You can then start the
evaluation for this table query using the Analyze now button on the Results tab.

7+ CheclAud for SAP Systems _ %
[l [ 185 Sample Audit x "
Bl -] @l © o[earRRDR
e [C] EB System change options
“ 8 85 sample Audi LEEVSY Query | Analyzation settings | Assessment | Documentation

4 T Overall Queries
b 55 Parameters
4 [ Tabular analysis
[ System change options
b {5 Standard profiles
v 5 User analysis
b T Rollenauswertungen
b 3 Prohibited access rights
b {5 Basis Component

[ Parameters | P ables | 2] Queries [ T T

b T Financial Accounting

Not yet analyzed ...
Analyze now

Figure 118 - Evaluating a table query




(2 CheckAud for SAP Systems

|
[m]
X

ees

| * 1BS Sample Audit %
aglan- ~|F @ = oDcRGRROE

Hiter ‘@ E‘; 0 1E5 system change options
« & ol* 185 Sample Audit
4 [ 0" Overall Queries
b T3 Parameters
4§ 0" Tabular analysis
[ 01" 15 System change options ASSESSMENT T IBS SYSTEM.TADIRPGMID T [BS_SYSTEM.TADIROBJECT T IBS SYSTEM.TADIR.OBJ NAME T IBS SYSTEM.TADIRKORRNUM T IBS !
v 5 Standard profiles ) T T +

[N Query | Analyzation scttings | Assessment | Documentation

1 Data record

Drag a column header and drop it here to group by that column

_ HEAD svsT E02
b 5 User analysis

v B Rollenauswertungen
b W Prohibited access rights
b 3 Basis Component
v 5 Financial Accounting

[ [ parameters | P9 Tables | (%) Queries [ B r

[Engish I

Figure 119 - An evaluated table query

Alternatively, the selected table query can be evaluated by choosing the F button and the

o

Evaluated table queries are shown through the key figures in the results:

evaluation can be stopped by choosing the button.

4 g 0" Tabular analysis
% 0[* 15 System change options

b 53 Standard profiles
Figure 120 - An evaluated table query

Detailed information about the displayed results can be found in the chapter Results Displayed in
the Analysis Project.

Note: this procedure for tabular evaluation can be used for ABAP and HANA DB systems.




lll - 3.4 Evaluating a parameter query

To evaluate a parameter query, you must select it in the project. You can then start the evaluation
for this parameter query using the Analyze now button on the Results tab.

(2 Checkfud for SAP Systems - m] X
|E 185 Sample Audit x g
=
Bl ~|F &2 w=Q0CRBLREDE Tl
Filter ‘@ Login Parameters &
=
< [ of” 1BS Sample Audit 5
E_I_ ample fudl LESNIS Analyzation settings | Documentation 3
4 T3 0|* Overall Queries
4 T Parameters 1
Login Parameters %
Pratocoll Parameters Not yet analyzed ... @
v B3 0" Tabular analysis Analyze now _a
v B Prohibited access rights z
b [ Basis Component E
b B Financial Accounting &
Score T Status T Name T T | Guideline T Impact T System default T DEFAULT ing
= login/no_automatic_user_sapstar equal true Medium
E login/min_password_Ing greater or equal & Medium
=) login/min_password_letters greater or equal 1 Medium
= login/min_passward_digits greater or equal 1 Medium
E login/min_password_specials greater or equal 1 Medium
= login/min_password_diff greater or equal 2 Medium
=) login/password_expiration_time equal 0 Medium
=| login/password_history._size equal 15 Medium
E login/password_change_waittime equal 1 Medium
B login/password_max_idle_initial equal 3 Medium
= login/password_max_idle_productive equal 90 Medium
'E‘ login/fails_to_user_lock equal 3 Medium
= rdisp/gui_auto_logout equal 900 Medium

Figure 121 - Evaluating a parameter query




(2} CheckAud for SAP Systems - x

[N & - 185 Sample Audit % g
BRln- -|F & s=e0rarRRll i
flter ‘@ 571" 118 2= Login Parameters E
“ EZIF 1BS Sample Audit [P Analyzation settings | Documentation 3
4 [ 57" Overall Queries |
4 55 57" Parameters Consistent Not consistent Parameter sum [
57| 1188 26 Login Parameters Catdeline met 5 B %
Protocoll Parameters — B
b B Tabular analysis Guideline not met i —
I T Prohibited access rights No Guideline v v © §
I £ Basis Component Parameter sum 10 3 132 §
v 7 Financial Accounting £
Score T Status T Name T T Guideline T Impact T Systemdefault T DEFAULT instance T Instan
B so © login/no_sutomatic_user_sapstar © | equal true Medium 1 0
g s ©  login/min_password_Ing @ | greaterorequal 6 Medium 6 4
8 s ©  login/min_password_letters © | greaterorequal 1 Medium 0
g s ©  login/min_password_digits @ | greaterorequal 1 Medium 0
B so ©  login/min_password _specials @ | greaterorequal 1 Medium 0
B so ©  login/min_password_diff @ | greaterorequal 3 Medium 1
g 100 " login/password_expiration_time 0| equal0 Medium 0
8 s ©  login/password_histary_size Q| equal 5 Medium 5
5 100 ' login/password_change_waittime @ | equal 1 Medium 1
B so ©  login/password max idle_initial Q| equalz Medium 0
B s ©  login/password max idle_productive @) | equal 90 Medium 0
= so ©  login/fails_to_user_lock Q| equal3 Medium 5
g s ©  isp/gui_auto_logout @ | equal 200 Medium 0 18000
< »
E-lEnglsh

Figure 122 - An evaluated parameter query

Alternatively, the selected parameter query can be evaluated by choosing the 4 button and the

o

evaluation can be stopped by choosing the ™ button.

Evaluated parameter queries are shown through the key figures in the results:

- i 57 |* Parameters
57|* 118 268 Login Parameters

Protocoll Parameters
Figure 123 - An evaluated parameter query

Detailed information about the displayed results can be found in the chapter Results Displayed in
the Analysis Project.

Note: The parameter values can be read out using the Readout parameter values option in
CheckScan. (See the chapter Reading Out Parameter Values.)

Note: Parameters can be read out only from SAP systems with release level 7.40 or higher.

Note: for HANA DB systems there are currently no parameter evaluations available.




To evaluate multiple queries within a subproject or within the overall analysis project, you must select

lll - 3.5 Evaluating multiple queries

the desired subproject or overall analysis project. You can use the 4 and o buttons to start and
stop the overall analysis.

(G Checkhud or $AP Systems
Checkiud [T
BRlo- ~|F 3 g Ocooeron
Fiter ]© | @l 88/ system configuration
H oo Newes et

4T 261 BC - Basis component

-Combined

Son| Docimentaion
479 5P System configuration
4 22> Operating System
[ Change parameter setings .
% Display operating system files with Transaction ALT1 — || Operating System

2
.

[% Access to DB and OS infor

[ rwomere [ i | B s [

Database
Support Packages
ion administatc
o o Parameters
o systems
b T Prohibited access rights ()\
Clients

Logon security

B8 #

200000

Read Access Logging

Figure 124 - Overall evaluation of an analysis project

The " icon indicates that there are ongoing evaluations for the query in question.

-4 Results display

The results of every query are displayed in a table. Depending on the query type, several options
for optimizing the displayed results by sorting, filtering, grouping, showing and hiding information
are provided.

lll - 4.1 Results display for an authorization query (ABAP)




il - 4.1.1 Authorized users tab

The following results window shows the standard table view for an authorization query for authorized
SAP users:

[FEWER [E - i8S Sample Audit ® P
H
=

Bela- -7 @ @ ool 1L

Flter [©) [ 94 554 0& Display G/L account documents 8

a [H 751" 1BS Sample Audit ]

= kl mple Audr XS Cuery | Analyzation settings | User attribution | Risk management | Documentation a3
b 55 Overall Queries ]
b B Basis Camponent site Roles | 11 Single Roles —
- - ks
4 [ 76> Financial Accounting Drag a column header and drop it here to group by that column = 3
4 i 94" Central tasks =||[E
i Isattributed T User T | Valid from T Valid through T Type T Group T Lock T Incorrect logon
[% Display financial statements —
n
[% Open and close posting periods JLODDERS = |Awa Alwa, Dialog () Unlocked () 0 &
ys ys og 2
g S £
[% 24| 558 04 Display G/L account documents @ LNIEKAMP Always Always Dislog (4) Unlacked ) 0 g
b B oso £
: 591" Master data (-] MHEROLD Llways Always Service (5) SUPER Unlocked (0} 0
4 [ Segregation of duties =
[% Vendor maintenance AND post vendor invoices/credit men| L] MRSFRAUD Alnays Always service [ Unlocked 0) |0
[% Customer maintenance AND post eustomer invoices/credit L] NEWUSER Always Always Dialog (4) Unlocked (0) 0
(-] OKOCK Always Always Service (5) SUPER Unlocked (0) 0
(-] OKORTS Always Always Service (5) SUPER Unlocked (0) 0
@ OTHULKE Always Always Sarvice (5) SUPER Unlocked (0) [}
(-] S4USER Always Always Service (5) SUPER Unlocked (0) 0
-] sap* Always Always Dialog (4) SUPER Unlocked (0) 0
(-] SAP_SUPPORT Always Always Dialog (A) Unlocked (0) 0
(-] SBLUMTHALER [ |Always Always Senvice (5) SUPER Unlocked (0) 0
(-] SCHUL_01 Always Always Service (5) Unlocked (0) 0 -
<« 2
« I ’

BT -
Figure 125 - Authorization query table view: Authorized users

In the table, you can display additional information for the columns by moving the mouse over the
different fields.

Drag a column header and drop it here to group by that column =
Is attributed T User T | Valid from T Valid through T Type T Group T Lock T Incorrect logon ©
g 7 g g Mumber of incorrect logon attempts [
e JLODDERS Always Always Dialog () SAP data source: USRO2.LOCNT
(] LNIEKAMP Always Always Dialag [A) Unlocked () 0
e MHEROLD Always Always Service (S) SUPER Unlocked (0) 0
(-] MRSFRALUD Always Always Senvice () Unlocked {0} 0
() NEWUSER Always Always Dialog (&) Unlocked {0} 0 _

Figure 126 - Detailed information about the columns

By default, the query result is displayed only as a table. To display the origin of the authorization
objects contained in the query for any user in the table, click the table line for the user in question to
open a details window containing the authorization origins in the lower area:




[EEER [E - iBs Sample Audit %

Filter [©]

4 [E 75 185 Sample Audit
b B Overall Queries
b T Basis Component
« 76" Financial Accounting
4 B 94" Central tasks
[% Display financial statements
[% Open and close posting periods
[% 24]" 554 0L Display G/L account documents
b 5 59> Master data
4 T3 Segregation of duties
[% Vendor maintenance AND post vendor invaices/credit men|
[% Customer maintenance AND post customer invaices/credit

BB v~ ~|F || = QDCGEREDEE

I_%': oa> 55 ol Display G/L account documents

LESTL Sl Query | Analyzation settings | User attribution | Risk management | Documentation

eas

55 Users il Roles | 11 Single Roles

Drag a column header and drop it here to group by that column

Isattributed T User T | Valid from T Valid through T Type
@ .IBS,BATCH 1900-01-01  9999-12-31 System (B)
[-] IWIHL Always Always Dialag (A)
[} JLODDERS Always Always Dialog (A)
@ LNIEKAMP Always Always Dialog (A)
(-] MHEROLD Always Always Senvice (S)
(-} MRSFRAUD Always Always Senvice (S)
@ NEWUSER Always Always Dialog (&)
[-] OKACK Always Always Service (S)
[} OKORTS Always Always Sevice (3)
@ OTHULKE Always Always Senvice (S)
(-] SAUSER Always Always Senvice (S)
@ SAP* Always Always Dialog (A)
(-] SAP_SUPPORT Always Always Dialog ()
- ORI . - .

<« I

T Group

SUPER

SUPER

SUPER
SUPER
SUPER
SUPER
SUPER

T Lock
| Unlocked (0}
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0}
Unlocked (0)
Unlocked (0)
Unlocked (0}
Unlocked (0)

T Incorrect logon *

0
0
0
0
0
0
0
0
0
0
0
0
0

[i] Parameters | [ Tables [ (%) Queries [ T T

Authorization origins for user "MRSFRAUD (MRSFRAUD)":

4 T Application authorizations

4 5 Fiori app authorizations

4 [ Transaction authorizations
b [y S_TCODE(TCD="FB03) Transaction Code Check at Transaction Start

b {5} F_BKPF BUKIACTVT='03) [E] Accounting Document: Authorization for Company Codes
b fgl F_BKPF_GSB(ACTVT="03) ] Accounting Document: Authorization for Business Areas
b {5l F_BKPF_KOA(ACTVT='03" KOART="S) [ Accounting Document: Authorization for Account Types

3 E S_SERVICE(SRV_NAME="78544CBD7640FE09CCBD1EGBAOBIBF'; SRV _TYPE="HT') Check at Start of External Services

Figure 127 - Result display including authorization origins for a selected user

By default, the origins of application authorizations, Fiori app authorizations and transaction
authorizations are displayed separately. First the queried authorization object is shown, including

the queried field values.

The corresponding long texts are shown alongside the overview of the objects, roles, profiles and

users.

Authorization origins for user "MRSFRAUD (MRSFRAUD)":

&]

P Application authorizations

4 [ Fiori app authorizations

4 7 Transaction authorizations

3 ﬂ F_BKPF_BUK[ACTVT="03") Accounting Document: Authorization for Company Codes
3 E F_BKPF_GSB[ACTVT="03") Accounting Document: Authorization for Business Areas
3 E F_BEPF_KOA(ACTVT="03"; KOART="S") Accounting Document: Authorization for Account Types

3 ﬂ S_TCODE(TCD="FB03") Transaction Code Check at Transaction Start

[ E S_SERVICE(SRV_NAME="TB5344CEDT640FE09CCED1EGBADBOBF: SRV_TYPE="HT) Check at Start of External Services

Figure 128 - List of application- Fiori app- and/or transaction authorizations

Expand the tree to see the full list of that user's authorizations and their origins:




Authorization origins for user "MRSFRAUD (MRSFRAUD)"

P Application authorizations
4 ﬁ F_BKPF_BUK(ACTVT="03") Accounting Document: Authorization for Company Codes
4 f &_SAP_ALL, F_ BKPF_BUK Generated autharization for profile SAP_ALL
4 [E] &.5AP_ALL 07 [ Generated partial profile for SAP_ALL
4 [[@ sAP_ALL [ All SAP System authorizations
L MRSFRAUD [E]  MRSFRAUD
3 E F_BKPF_GSB(ACTVT="03" m Accounting Document: Authorization for Business Areas
3 E F_BKPF_KOA{ACTVT='03" KOART='S") E Accounting Document: Authorization for Account Types
4 [ Fiori app authorizations
4 (3 S_SERVICE[SRV_NAME='TB544CBD7640FE0SCCRD1E6BADBIBF: SRV_TYPE="HT') [fd Check at Start of External Services
4 9 & SAP_ALL, S_SERVICE [ Generated authorization for profile SAP_ALL
[ & SAP_ALL 21 E Generated partial profile for SAP_ALL
A i Transaction authorizations bl
Figure 129 - Origin and value of an authorization object

—

The following symbols are used to represent authorization origins:

i+ | Authorization object in the query (including the field value)

Technical authorization in the SAP system

Generated profile

SAP single role

BN N ==

SAP composite role

SAP standard single profile

[[Z] | SAP standard composite profile

X | Reference user

Display the technical details for the selected element

As an alternative to the standard display of authorization origins subdivided into application and

3

transaction authorizations, the
roles:

button can be used to switch to the view of the participating




Authorization origins for user "MRSFRAUD (MRSFRAUD)":

4 [0 5ap ALL[E] All SAP System authorizations

4 [E] 8. 5AP_ALLOT Ed  Generated partial profile for SAP_ALL

4 7 3 _SAP_ALL F_BKPF_BUK Generated autherization for profile SAP_ALL

'y F_BKPF_BUKIACTVT='03") i Accounting Document: Autt

I ﬁ & _SAP_ALL F_BKPF_GSE E Generated authorization for profile SAP_ALL

v /P &_SAP_ALL, F_BKPF_KOA [E8 Generated authorization for profile SAP_ALL

v [E] 8 SAP_ALL 21 [ Generated partial profile for SAP_ALL

¢ [E] & SAP_ALL 22 [Fd Generated partial profile for SAP_ALL

ization for Comy

1y Codes

Figure 130 - Authorization origin of a user from the view of the participating roles

The results are displayed in short form in the analysis project:

[ 0" 314 0L Assign passwords for users

1 2 3 4

WN -

specification)

- Number
specification)

5

i

- Name of the query

lll - 4.1.2 Authorized users tab compairing snapshots

- Symbol for calculated query incl. color-coding according to score
- Calculated score (0 = low system security and 100 = high system security)
- Number of technically authorized users (not legitimized according to target

of technically authorized users (legitimized according to target

If you have selected a second snapshot for comparison in the analysis settings, the results of the
comparison are displayed as follows. In the User tab, the results window also includes a

“Comparison” column:

PRV () Composite Roles | O Single Roles

Drag a column header and drop it here to group by that column

Figure 131 - Table view of a comparison of two snapshots

Comparison T Isattributed 7T User T
4 . (—] ' APRISTIN =
= —] ARINNE =
= (] DDIC ==
= (] DEVELOPER [

Valid from T Valid through T Type

Always
Always
Always
Always

Always
Always
Always
Always

Dialag (A)
Dialog (&)
Dialog (A)
Dialag (A)

The following symbols are used to display the results of a comparison of two snapshots:




) 4 The user is no longer included in the current snapshot

+ Newly authorized: The user is newly authorized for the authorization query under
inspection in the current snapshot

Previously authorized: The user is no longer authorized for the authorization query
under inspection in the current snapshot

Unchanged: The user is authorized for the authorization query under inspection in both
the current snapshot and the snapshot for the comparison

The results are displayed in short form in the analysis project:

E} 52" 12(+2) L 0L 0L Assign passwords for users

6 7
6 - Number of technically authorized users who were newly authorized
7 - Number of technically authorized users who were previously authorized

If the snapshots to be compared have different SAP system release levels or changed Customizing
settings, the authorization query in question may be evaluated with a different definition. This is the
case for release-independent authorization queries (authorization queries that are evaluated with
different object compositions/definitions based on the SAP system release). For more information,
see the chapter Release-Independent Authorization Queries. Such a case is indicated with a
message in the displayed results:

(7: Checkhud for SAP Systems — X
|E * New project = 0
i
. &
BBln- -7 | = oMchaGRBLL i
[ Fter |® [% 0" 5334 (+146) & 04 7L Assign the SAP_ALL profile to users 4
Hol N ject g
8 01 Newproje @ Different queries were used for the target and comparison snapshot 3
[% 01 5334 (+146) & 0L 7.1 Assign the SAP_ALL profile to users Bl
[TENE) Query | Analyzation settings | User attribution | Risk management | Documentation
5341 Users o T E
]
Drag a column header and drop it here to group by that column =~ ||[@\
Comparison T lsattributed T User T | Valid from Y Valid through T Type T Group T lock ||l &
I I I £
= -] #P54000310 [ [2010-05-03  9999-12-31 Communications Data (C) | ESSUSER | Locally| £
8
= @ 00001807 [ [2010-06-02  9999-12-31 Communications Data (C)  ESSUSER  Locally
= @ 00013502 [ [2010-04-20  9999-12-31 Communications Data (C) | ESSUSER | Locallyl |||—
= ° 00013503 E 2010-04-21 9999-12-31 Communications Data (C) ESSUSER. Locally |
= ° 00013504 E 2010-04-21 09999-12-31 Communications Data (C) ESSUSER Locally |
= ° 00022005 E 2010-04-21 09999-12-31 Communications Data (C) ESSUSER. Locally |
= [-] 0099069 [ [2010-04-28  9999-12-31 Communications Data (C) | ESSUSER | Locally|

Figure 132 - Message indicating a different query composition in the comparison

The differences in the query used for the snapshot can be displayed by clicking the Different
queries link




Queries target and comparison snapshot O x

uery target snapshot pari snapshot
Graphical view i
- ga -~ E
i (default) S — i (default) N —
ACTVT - Activity ACTVT - Activity
equal ez } © equal 82 w
equal 22 2 equal 22 2
and and
BCTVT - Activity ACTVT - Activity
egual 22 equal 22
PROFILE - Auth. profile in user master mainten... PROFILE - Auth. profile in user master mainten...
egual SAP_ALL equal SAP_ALL
and and
TCD - Transaction Code TCD - Transaction Code
any sU@1, SUBL_NAV, OOUS, GCE1l, OMDL, any sU21, SUBL_MAV, OOUS, GCEL, OMDL,
OMEH, OMWF, ON@3, OPFe, OTIL, 0Y27, OMEH, OMWF, ONes, OFF@, 0TZ1, OY27,
oYz, 0¥2s, OYle, sule, suUlz, sUIDel, 0Y28, 0Y29, OY3e, SuUle, Sul2, suIDel,
SUIDe SUID1E
hd hd
1 ] > 1 I 4

Figure 133 - Message indicating a different query composition in the comparison

lil - 4.1.3 Authorized composite roles tab

Use the Composite roles tab to create a table displaying the group roles that fully include the
queried authorization, regardless of whether the role is assigned to any users:

(% CheckAud for SAP Systems - a X
| -re0z = §
&
Bela~r -|F gl veeoariiDR 1]
Frer ]© | % o> 6.840& 0& F803 Display Document ¥
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Drag a column header and drop it here to group by that column = w g
Role T Desaription ¥ | Parent role ¥ Asigned T Createdby T Createdon ¥ Created ¥ Changedby ¥ Changedon ¥ Changed v ||(ED
BS_SAMMELT [ test sammelrolie o AoRSTN [ 20160623 140245 APRSTIN  [E] 20160623 14034 F
i
KJACOB_EC3 =4 0 C5163101 2014-10-31 082248 cs163101 [ 2014-11-26 10:15:57 H
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Figure 134 - Authorization query table view: Authorized composite roles




When you select an individual composite role, you can display the origins of the authorizations for
this selected composite role.
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|Authorization origins for composite role "VC:ALLROLES":

» el

4 B Application authorizations
© {3 F_BKPF BED(ACTVT="03) (] Accounting Document: Account Authorization for Customers
b f@ F_BKPF_BEK(ACTVT: [ Accounting Document: Account Authorization for Vendors
b fa) F_BKPF BES(ACTVT="03") [ Accounting Document: Account Authorization for G/L Accounts
b {8 F_BKPF_BLAACTVT="03) [ Accounting Document: Authorization for Document Types
o [ F_BXPF_BUKACTVT=03) (5] Accounting Document: Authorization for Company Codes
b {8 F_BKPFBUR) ] izatic ir
b @ F_BKPF_GSBACTVT="03) ]
b gl F_BKPF_KOA(ACTVT='02) [ Accounting Document: Authorization for Account Types
© {3 F_FAGL LDRACTVT='03) [ General Ledger: Authorization for Ledger
b f@ F_FAGL SEG(ACTVT='03) [ General Ledger: Authorization for Segment
b {8 KTP_VALU(ACTVT=03'; VALUTYP='0) B Transfer Price Valuations -

[ Engin I8

Figure 135 - Origins of the authorizations of a composite role
By default, the origins of application authorizations and transaction authorizations are displayed
separately. First the queried authorization object is shown, including the queried field values.

Authorization origins

Authorization origins for composite role "VC:ALLROLES™

4 T3 Application autharizations
b E F_BKPF_BED(ACTVT="03" L'_ﬂ Accounting Document: Account Authorization for Customers
b ¥ F_BKPF_BEK(ACTVT='03) & Accounting Document: Account Authorization for Vendors
4 E F_BEPF_BES(ACTVT="03") L'_ﬂ Accounting Document: Account Authorization for G/L Accounts
b & F_BKPF_BLAACTVT='03) B Accounting Document: Authorization for Decument Types
[ E F_BKPF_BUK[ACTVT="03") Accounting Document: Authorization for Company Codes
v & F_BKPF_BUP) Ed Accounting Document: Autherization for Posting Periods
b E F_BKPF_GSB(ACTVT="03" Accounting Document: Authorization for Business Areas
b 5 F_BKPF_KOA[ACTVT='03) Accounting Document: Autharization for Account Types
b & F_FAGLLDR{ACTVT='03) [E5 General Ledger: Authorization for Ledger
b ) F_FAGL_SEGACTVT='03) General Ledger: Authorization for Segment
b G K TP_VALUACTVT='03" VALUTYP="0") Transfer Price Valuations

Figure 136 - List of application and/or transaction authorizations in a composite role

Select the Users tab to list all the users defined in the composite role.




ongins

Drag a column header and drop it here to group by that column

Is attributed T User T | Valid from T Valid through T Type T Group T Lock T  Incorrect logons T

(—] GROSENAU [ | Always Always Dialog (4) PERSONAL | Unlacked (0) ]

Figure 137 - Users assigned to the composite role

You can display the role assignment path of the individual users by selecting the user in question.

Authonizatio
Drag a column header and drop it here to group by that column
Is attributed T User T | Valid from T Valid through T Type T Group T Lock T  Incorrect logons T
e .GROSEN;&U Always .Always - Dialog (4) . PERSONAL . Unlocked () .I] |
Role assignment paths
’7@ 1BS_BC_ADMIN_BENUTZER_PERSONAL » ‘ GROSENAU

Figure 138 - Role assignment path of the user

Il - 4.1.4 Authorized single roles tab

Use the Single roles tab to create a table displaying the individual roles that fully include the queried
authorization, regardless of whether the role is assigned to any users:

(@ CheckAud for SAP Systems.
&
BBlo- -7 @ @ 2=00barBRDE M
Fiteer ]© | 2 o> 6.840& 0L £803 Display Document n
<[ oP Feo2 £
"] BT | oot P mr e Do 5‘
5] 14 Single Roles 2]
Drag a column header and drop it here to group by that column g E:
Role T Description | Parent role ¥ Assigned T Createdby ¥ Createdon T Created 7 Changed by ||[Z]
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Z_SAP_AUDITOR_STEUERPRUEFER E Evaluations for Tax Checks o STODDARD B 2005-03-24 17:10:06 MAASSBER(
Z_SENIOR_ACCOUNTANT E General Ledger Maintenance 1 TCS_DEMO_2ND E 2013-04-16 133749 1013235
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Z_SUSR_FB03_TOCHTER_1000 E tochter fb03 fiir 1000 Z_SUSR_FBO3_MUTTER o ‘GSCHROTT E 2016-07-11 1731:39 GSCHROTT
Z_TREASURY_SP_ALL E SAP Persanas Role fc 12 1013235 E 2013-10-24 15:09:50 D049236
ZSAP ALL [ Created by Platon [ SDCAUTO & 2014-07-17 16:09:10 D049236
< I >
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Figure 139 - TAuthorization query table view: Authorized single roles

When you select a single role, you can display the origins of the authorizations for this selected
single role.
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Authorization origins m
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& Accounting Document: Account Authorization for Customers
Accounting Document: Account Authorization for Vendors

& Accounting Document: Account Authorization for G/L Accounts
[E Accounting Document: Autherization for Decument Types

b fgl F_BKPF_BEK(ACTVT="
P f@ F_BKPF_BES(ACTVT='
v 5} F_BKPF_BLAACTVT=
o ) FBKPF_BUK(ACTVT=03) [E] Accounting Document: Authorization for Company Codes
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b @ F_BKPF.GSB(ACTVT="03") & Accounting Document: Authorization for Business Areas
v fg F_BKPF_KOA(ACTVT='03) [ Accounting Document: Authorization for Account Types
v g F_FAGLLDRIACTVT='03") ] General Ledger: Authorization for Ledger

bl FFAGLSEGACTVT=03) [ General Ledger: A i
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Figure 140 - Origins of the authorizations of an single role

By default, the origins of application authorizations and transaction authorizations are displayed
separately. First the queried authorization object is shown, including the queried field values.

Authorization origins  IIEDS

Authorization origins for single role "Z_SUSR_FBO3_MUTTER™

4 [ Application authorizations

b E F_BEPF_BED{ACTVT="03") E Accounting Document: Account Authorization for Customers

b G F_BKPF_BEK(ACTVT='03") Ed Accounting Document: Account Authorization for Vendors

b E F_BKPF_BES{ACTVT="03" E Accounting Document: Account Authorization for G/L Accounts

b G F_BKPF_BLA(ACTVT='03") [Ed Accounting Document: Authorization for Document Types

d E F_BKPF_BUK[ACTVT="03") Accounting Document: Authorization for Company Codes

b g F_BKPF_BUR( Accounting Document: Authorization for Posting Periods

k E F_BKPF_GSB(ACTVT="03" Accounting Document: Authorization for Business Areas

b [§ F_BKPF_KOA(ACTVT='03) 8 Accounting Document: Authorization for Account Types
b G F_FAGL_LDR{ACTVT='03') B General Ledger: Authorization for Ledger
k E F_FAGL_SEG(ACTVT="037) General Ledger: Authorization for Segment
P G K_TP_VALU(ACTVT='03" VALUTYP="0) Transfer Price Valuations

Figure 141 - List of application and/or transaction authorizations in an single role

Select the Users (Benutzer) tab to list all the users defined in the single role.




Authorization origins RV

Drag a celumn header and drop it here to group by that column

Is attributed T User T | Valid frem T Valid through T Type T Group 7T Lock T Incorrect logons T Accoun

(—] GROSENAU [ | Always Always Dialog (4) PERSONAL  Unlacked (0) 0

Figure 142 - Users assigned to the single role

You can display the role assignment path of the individual users by selecting the user in question.

Authaorization origins

Drag a column header and drop it here to group by that column
Is attributed T User T | Valid from T Valid through T Type T Group 7T Lock T Incorrect logons T
° GROSENAU Always Always Dialog (4) PERSONAL  Unlocked (D) 0
Role assignment paths
% Z_FI_BELEG » Qﬁﬂ Z_FIBELEGS » 1 TEST3
) 7Z_FIBELEG » 0 TEST3

Figure 143 - Role assignment path of the user

lll - 4.1.5 Details window

The details window lets you display the authorization values of users, roles and profiles in a simple
way.

Click the '—’_Iﬁ- icon to display information about:

Queried authorization objects
Authorizations

Individual and composite profiles
Individual and composite roles
Reference users

Users.

For HANA evaluations:

Queried Privileges.

Repository, catalog, and HDI roles
Users

Schema objects

Repository packages.
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XYWD B - New project
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Filter

« [H 0" New project
4 B 0" BC - Quick Audit Basis component
b 3 Client Maintenance
4 3 0|" Logen Security
[E3 Logon Parameters
[ Complexity rules for passwords
[t Backwards compatibility of passwords
[t The validity of a password is restricted
[ Making it mare difficult to try out passwords
[ Prevention of multiple logins
[ Unautharized use of an open SAP session
[% o[> 474 04 Change logon parameters
[% Read the tables containing user logon data
[% Lock the system against logons
b T35 User and authorization administration
b 55 Table access
Development in SAP systems
RFC Security
b 55 General Administrative Authorizations

P B Prohibited access rights

|8 | CoapreRe
[S]

[Zolra7dok Change logon parameters

Risk management | Documentation

Analyzation settings | User attribution

Queries | T Trees

Drag a column header and drop it here to group by that column

4

Isattributed T User T | Valid from T Valid through T Type T Group T Lock
-] ARINNE =5 ] Always Always Service (5) ADMIN Unlocked (0)
(—] ASTROHMANN Always Always Dialog (4) DEVELOPER Unlocked (0)
Q@ CAL Always Alvays Dialog (4) DEVELOPER  Unlocked (0)
(-] CHECKAUD Always Always System (B) REVISION  Locked by incorrect logons (128
(-] oIC Always Always System (E) SUPER Unlocked (0)
(] DEVELOP Always Always Dialog (4) DEVELOPER Unlocked (0)
(] DEVELCP1 Always Always Dialog (4) DEVELOPER  Unlocked (0)
(-] DEVELOP10 Always Always Dialog (4) DEVELOPER Unlocked (0)
@ DEVELOPT1 Always Always Dialog (4) DEVELOPER  Unlocked (0)
(-] DEVELOP12 Always Always Dialog (4) DEVELOPER Unlocked (0)
(-} DEVELOP2 Always Always Dialag (4) DEVELOPER  Unlocked (0)
(-] DEVELOP3. Always Always Dialog (4) DEVELOPER Unlocked (0
(-] DEVELOP4 A | Aways Always Dialag (4) DEVELOPER  Unlocked (0)
(-] DEVELOPS Always Always Dialog (4) DEVELOPER Unlocked (0)
DEVELOPG Alwavs Alwavs Dialoa (4) DEVELOPER | Unlocked (0) -

Authorizatien origins for user "ASTROHMANN (Strohmann, Arne)”:

4 [ Application authorizations.

“fy S,RZL,ADthw:‘m‘CM& System Administration
4 J° & SAP_ALL S_RZL_ADM & Generierte Berechtiqung zu Profil SAP_ALL
4 5] &sAPALLS Generiertes Teilprofil zu SAP_ALL
« [[@ sap AL [E Alle Berechtigungen im SAP-System
L 2sTROHMANN 2] Strohmann, Arme
b /9 T-E255037700, S.RZLADM [ RZ-Leitstand: System-Administration
Transaction authorizations
b [ S_TCODE(TCD='RZ10') [ Transaction Code Check at Transaction Start

Figure 144 - Accessible details window

The example below shows a details window for an single role:

1] parameters | [ Tables |




Single Role: IBS_FI_K STAMM BK1000 | Snapshot: EO2, 70D [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: Single Role: IBS_FI_K_STAMM_BK1000

WLl Authorizations

This single role is assigned to the following 9 users:

@ Assignment filter: 9/ 9 Data records

| all ||§f direct || via reference user || via composite role
User T Forename T Surname T Valid from T Valid through T Type T Group T Lock T Department
E ABRINKMAMNN . Albrecht - Brinkmann .Always .Always . Dialog {.\’-\). PERSONAL. Unlocked (ﬂ].
& ABRINKMANN b [£] 1BS_FI_K_STAMM_BK1000
E HKAMDERA Heinz Kandera Always Always Dialog (&) FINANZ Unlocked ()
E MFRIEDRICH | Mark Friedrich Always Always Dialog (&) FINANZ Unlocked (0)
E MTEILER Manuela Teiler Always Always Dialog (&) FINANZ Unlocked (0)
E PMEIER Peter Meier Always Always Dialog (&) FINANZ Unlocked (0)
E SARINA Susanne Arina Always Always Dialog (&) FINANZ Unlocked (0)
E ULINDMER Ute Lindner Always Always Dialog (&) FINANZ Unlocked (0)
E WILDEM Wilhelm lidem Always Always Dialog (&) FINANZ Unlocked (0)
E WLORAUT Wermner Loraur Always Always Dialog (&) FINANZ Unlocked (0)
4+ »

Figure 145 - Example of a details window

The information shown and its arrangement depend on the details window selected. Basic
information is shown in all windows if it is available.

1 - Window information: The window information shows which role, user, profile or
similar of the examined snapshot the information currently displayed belongs to.

2 - Tab pages: Tab pages allow you to display various types of information about your
selection.

3 - History: Fields with blue text allow the associated object to be displayed in its own

details view. A history is kept starting with the first details window called up. Thus it is possible to
refrace your steps, and you can jump back to the previous information or even to the very first
details window opened at any time.

4 - Assignment filter: The assignment filter allows the displayed information to be
filtered by various criteria.
5 - Ad hoc filter for the table view: the filter provides a number of different filter modes.

(For more information, see the chapter Custom Layouts for the Table Display.)

6 - Expanding information: You can use the %and = buttons to display and hide
additional information.




lll - 4.1.6 Details window - Authorization

Tab page: General

The General tab page contains information on the authorization and the authorization object. The
single role / single profiles in which the authorization can be found are listed on the right-hand side
of the details window. Click on the object with blue text to navigate to the corresponding details

window.

Authorization: T-E255031300, F_LFA1_BUK | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:4T [ohne Parameter] —Ox

History: Authorization: T-E255031300, F_LFA1_BUK

General R LRI

Authorization

T-E255031300

Authorization - Description

Kreditor: Berechtigung fir Buchungskreise
Authorization Object

F_LFAT_BUK

Authorization Object - Description
Vendor: Authorization for Company Codes

This authorization is contained in the following single role:

Single Role T Description T Obsolete T

IBS_FIK_STAMM_BK1000 | AP Master Data Region.. no

This authorization is contained in the following single profile:

Single Profile T Description T

T-E2550313 Profil zur Rolle IBS_FI_K_STAMM_BK1000

Figure 146 - Authorization details window

Tab page: Field values

The Field values tab page shows the fields and field values belonging to the authorization.




Authorization: T-E255031300, F_LFA1_BUK | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:4T [ohne Parameter] —Ox

History: Authorization: T-E255031300, F_LFA1_BUK

[ =l Field values

This autherization contains the following 7 field values:

Field T Description T From T Te T
ACTVT Vendor: Autherization for Company Codes 01

ACTVT Vendor: Authorization for Company Codes 02

ACTVT Vendor: Authorization for Company Codes 03

ACTVT Vendor: Authorization for Company Codes 05

ACTVT Vendor: Authorization for Company Codes 06

ACTVT Vendor: Authorization for Company Codes 0a

BUKRS Vendor: Authorization for Company Codes 1000

Figure 147 - Authorization details window

lll - 4.1.7 Details window - Single profile

Tab page: General and authorizations

The General and authorizations tab page shows information on the single profile and the
authorizations contained in it as well as their descriptions. Click on the object with blue text to
navigate to the corresponding details window.




Single Profile: T-E2550313 | Snapshot: E02, 700 [IBS Prisentation] - 2017-06-07 09:12:4T7 [ohne Parameter]

LR ELLE TGS Wl Profiles and roles | Users | Authorizations
Single Profile
T-E2550313

Single Profile - Description
Profil zur Relle 1BS_FI_K_STAMM_BK1000

History: Authorization: T-E253031300, F_LFAT_BUK » Single Profile: T-E2550313

This single profile contains the following 7 authorizations:

Authorization T Description T

T-E255031300, F_LFAT_AEN
T-E255031300, F_LFA1_APP
T-E255031300, F_LFAT_EEK
T-E255031300, F_LFA1_BUK
T-E255031300, F_LFA1_GEN
T-E255031300, F_LFA1_GRP
T-E255031300, 5_TCODE

Kreditor: Anderungsberechtigung fir...
Kreditor: Anwendungsberechtigung
Kreditor: Kontenberechtigung
Kreditor: Berechtigung fir Buchungs...
Kreditor: Zentrale Daten

Kreditor: Kentengruppenberechtigung
Prifung auf den Transaktionscode be..

Figure 148 - single profile details window (general and authorizations)

Tab page: Profiles and roles

The Profiles and roles (Profile und Rollen) tab page contains information about whether the
individual profile is contained in composite profiles. The assignment filter allows filtering of the
composite profiles based on the following criteria: All, Direct, via composite profile. In addition, it

can be determined whether the single profile is contained in a single or composite role. Expand

E

the composite role to see the paths with which the profile is contained in a composite role. Click on
the object with blue text to navigate to the corresponding details window.




Single Profile: T-E25502803 | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: Authorization: T-E253028000, S TCODE  » Single Profile: T-E25502803

(R ENLEM IR Profiles and roles R R T

This single profile is not contained in any composite profile, This single profile is contained in the following compaosite rale:
Composite Role T Description T Obsolete T
% IBS:DISPLAY_ALL Display all incl. HR no

This single profile is contained in the following single role:

Single Role T Description T Obsolete T

IBS_DISPLAY _FI_LOGISTIK | Display authonizations f... no

Figure 149 - single profile details window (profiles and roles)
Tab page: Users

The Users tab page lists all of the users assigned to the selected single role. The assignment filter
allows filtering of the composite profiles based on the following criteria: All, Direct, via reference
=

users, via composite role, via single role, via composite profile. Expand .a user to see the single

role or composite role from which that user receives its profile, as well as the single roles and
profiles it contains. Click on the object with blue text to navigate to the corresponding details window.




Single Profile: T-E25502803 | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

eneral and authorizations = Profiles and roles

History: Authorization: T-E255028000, 5_TCODE

This single profile is assigned to the following 32 users:

@ Assignment filter: 32 / 32 Data records

» Single Profile: T-E25502803

Bl Authorizations

|V’ all | | direct | | via reference user | | via composite role | | via single role | | via composite profile
User T Forename T Surname T Valid from T Valid through T Type T Group T Lock -
E ADAMKE .Anke . Danke . Always . Always . Dialag [A) . PERSOMNAL . Unlocke
& aoanke b & REF ANZEIGE b [[Z] iBs:DISPLAY ALL b [2] 1BS_DISPLAY_FI_LOGISTIK » Mg T-E25502803
E AUDITOR Auditor 2005-09-01 9999-12-31 Dialag (A) REVISION | Unlocke
2 culucH Claus-Dister  Lillich Always Always Dialog (A)  BERATUNG Unlocke
=) GBORCHERT Gerald Borchert Always Always Dialog (A)  BERATUNG Unlocke
= HBRUECKNER  Helga Briickner Always Always Dialog (A)  BERATUNG Unlocke
=] HKLINDTWORTH Holger Klindtworth Always Always Dialog (A)  BERATUNG Unlocke
= 1Bso1 Schulungsteilnehmer Always 2010-03-09 Dialog (A)  SCHULUNG Unlocke
= 1Bso2 Schulungsteilnehmer Always 2010-03-08 Dialog (A)  SCHULUNG Unlocke
= 1sso3 Schulungsteilnehmer Always 2009-09-09 Dialog (A)  SCHULUNG Unlocke
= 1Bso4 Schulungsteilnehmer Always Always Dialog (&)  SCHULUNG Unlocke
= 1Bsos Schulungsteilnehmer Always Always Dialog (&)  SCHULUNG Unlocke
= 1Bs0s Schulungsteilnehmer Always Always Dialog (A)  SCHULUNG Unlocke
= 1sso7 Schulungsteilnehmer Always Always Dialog (A)  SCHULUNG Unlocke +
| ’

Tab page: Authorizations

Figure 150 - single profile details window (users)

The Authorizations tab page shows information on the authorizations contained in the profile,

including any authorization objects or fields and field values. Expand

=

an authorization contained

in the profile to see where the authorization gets its authorization field values from. Click on the
object with blue text to navigate to the corresponding details window.




Single Profile: T-E25502803 | Snapshot: ED2, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: Single Profile: T-E25502803

eneral and authorizations = Profiles and roles | Users ETGlelEat el

Complete authorization field values (422 data records):

Authorization * T Authorization Object T Field T Description T From T To T
2 T-E255028000, S_TABU_LIN S_TABU_LIN - ORG_FIELD4 ' Authorization for Organizationa... P ' -
2 T-E255028000, S_TABU_LIN S_TABU_LIN ORG_FIELDS  Authorization for Organizationa...
2 T-E255028000, S_TABU_LIN S_TABU_LIN ORG_FIELDE  Authorization for Organizationa...
2 T-E255028000, S_TABU_LIN S_TABU_LIN ORG_FIELD7  Authorization for Organizationa... *
2 T-E255028000, S_TABU_LIN S_TABU_LIN ORG_FIELDS  Authorization for Organizationa... *
=) T-E255028000, S TCODE S TCODE TCD Transaction Code Check at Trans... UT* z*
LLTCco » J° T-E255028000, 5 TCODE b Mg T-E25502803
E T-E255028000, S_TCODE 5_TCODE TCD Transaction Code Check at Trans...  P0* o=
% T-E255028000, S_TCODE 5_TCODE TCD Transaction Code Check at Trans.., 0% g+
[iTco » J® T-E255028000,5 TCODE » Mg T-E25502803
'@ T-E255028000, S_TCODE 5 TCODE TCD Transaction Code Check at Trans... FBE* PFCF* .
'@ T-E255028000, S_TCODE 5 TCODE TCD Transaction Code Check at Trans.., T* UR*
'@ T-E255028000, S_TCODE 5 TCODE TCD Transaction Code Check at Trans... §*
'@ T-E255028000, S_TCODE 5 TCODE TCD Transaction Code Check at Trans... A P*
'@ T-E255028000, S_TCODE 5 TCODE TCD Transaction Code Check at Trans.., @*
'@ T-E255028000, S_TCODE 5 TCODE TCD Transaction Code Check at Trans... PFCH* R*

Figure 151 - singlel profile details window (authorizations)

lll - 4.1.8 Details window - Composite profile

Tab page: General

The General tab page contains information about the composite role and the single profiles
contained in the composite profile as well as descriptions of them. Click on the object with blue text
to navigate to the corresponding details window.




Composite Profilez: SAP_ALL | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: Composite Profile: SAP_ALL

Composite Profile

SAP_ALL

Composite Profile - Description
Alle Berechtigungen im SAP-System

This composite profile contains the fellowing 10 single profiles:

@ Assignment filter: 10 / 10 Data records

| all ||§f direct || via composite profile

Single Profile T Description

E- & SAP ALL Generiertes Teilprofil zu SAP_ALL
E & SAP ALLA Generiertes Teilprofil zu SAP_ALL
E & SAP ALL 2 Generiertes Teilprofil zu SAP_ALL
E & SAP ALL 3 Generiertes Teilprofil zu SAP_ALL
E & SAP ALL 4 Generiertes Teilprofil zu SAP_ALL

% & SAP ALL S Generiertes Teilprofil zu SAP_ALL
% & SAP ALL B Generiertes Teilprofil zu SAP_ALL
% & SAP ALLT Generiertes Teilprofil zu SAP_ALL
% & SAP ALL & Generiertes Teilprofil zu SAP_ALL
% & SAP ALL S Generiertes Teilprofil zu SAP_ALL

Figure 152 - Composite profile details window (general)

Users and Authorizations tab pages: the same as the description in the chapter Details Window —

Individual Profile

Il - 4.1.9 Details window - Single and composite roles

Tab page: General

The General tab page contains information about the single role, such as a description, who created
it, etc. The right-hand side of the details window shows which composite roles or profiles contain the
single role. Click on the object with blue text to navigate to the corresponding details window.




Single Role: IBS FI ALL | Smapshot: EO2, 700 [IBS Prasentation] - 2017-06-07 09:12:4T [ohne Parameter]

History: Single Role: IBS_FI_ALL

Single Role

IBS_FI_ALL

Single Role - Description
All Authorizations for FI

Created by
TOMTIEDE

Created on
2003-11-03
Changed by
TOMTIEDE
Changed on
2009-10-13

Obsolete

nein

This single role is not contained in any compaosite role.

This single role contains the following 2 single profiles:

Single Profile T Description

T-E2550287 Profil zur Rolle IBS_FI_ALL
T-E25502871 Profil zur Rolle IBS_FI_ALL

Users and Authorizations tab pages: the same as the description in the chapter Details Window —

Single Profile

Il - 4.1.1(Details window - Users

Tab page: General

The General tab page contains extensive information on the selected user, including name, validity,
user type, efc.

Figure 153 - Composite profile details window (general)




User: IBS01 | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: User: IBS01

[ELLCCN Roles  Profiles | Users | Authorizations

User Account ID Forename

1BS01 not specified not specified

Valid from Creator Surname

Always TOMTIEDE Schulungsteilnehmer
Valid through Created Reference User
2010-03-09 2003-11-19 REF_AMZEIGE

Type Last logon date Department

Dialog (A) 2008-11-11 not specified

Group Last logon time Function
SCHULUNG 09:05:56 Benutzer fir externe Schulungen
Lock CUA user template Cost center
Unlacked (0) not specified not specified
Incorrect logons User groups

0 not specified

Figure 154 - User details window (general)
Tab page: Roles

The Roles tab page shows which single or composite roles are assigned to the user. The assignment
filter allows filtering of the assigned roles by the following criteria: All, Direct, via reference user, via
=

composite role. Expand the corresponding role to see whether an single role comes from a

composite role or whether reference users exist. Click on the object with blue text to navigate to the
corresponding details window..




User: IBS01 | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: User: IBS01

LCIEN Profiles  Users | Authorizations

The following compaosite role is assigned to this user: The following 5 single roles are assigned to this user:
@ Assignment filter: 1/ 1 Data records @ Assignment filter: 5 / 5 Data records
|Qf all || direct || wvia reference ussr w all || direct || via reference ussr
Composite Role T Description T Obsolete T
'@' IBS:DISPLAY_ALL ' Display all incl. HR ' na Single Role T Description T Obsolete T
E. IBS_BC_ENDUSER - Basic Authoriza... -no
E IBS_BC_IMG_AKTIVITAETEN = IMG Activities (... | no
E IBS_DISPLAY_BASIS Display Authori... no
E IBS_DISPLAY_FI_LOGISTIK | Display authori.. no
E IBS_DISPLAY_HR Display Authori... no

Figure 155 - User details window (roles)
Tab page: Profiles

The Profiles tab page shows which individual or composite profiles are assigned to the user. The
assignment filter allows filtering of the assigned profiles by the following criteria: All, Direct, via

EIthe

reference users, via composite role, via single role, via composite profile. Expand

corresponding profile to see, for example, whether an individual profile comes from a composite
profile. Click on the object with blue text to navigate to the corresponding details window.




User: IBS01 | Snapshot: E02, 700 [IBS Prasentation] - 2017-06-07 09:12:47 [ohne Parameter]

History: User: IBS01

General | Roles JECHIEEE Users | Authorizations

No composite profiles are assigned to this user. The following 9 single profiles are assigned to this user:
@ Assignment filter: 9/ 9 Data records
IV all || direct || via reference user |
| via composite role | | wvia single role |
| via composite profile |

Single Profile T Description T

E. T-E2550264 . Profil zur Rolle IBS_BC_ENDUSER
E T-E2550266 Profil zur Rolle IBS_BC_IMG_AKTIVITAET...
E T-E2550276 Profil zur Rolle IBS_DISPLAY_BASIS
E T-E2550280 Profil zur Rolle IBS_DISPLAY_FI_LOGISTIK
E T-E25502801 Profil zur Rolle IBS_DISPLAY_FI_LOGISTIK
E T-E25502802 Profil zur Rolle IBS_DISPLAY_FI_LOGISTIK
E T-E25502803 Profil zur Rolle IBS_DISPLAY_FI_LOGISTIK
'@ T-E25502804 Profil zur Rolle IBS_DISPLAY_FI_LOGISTIK
'@ T-E2550282 Profil zur Rolle IBS_DISPLAY_HR

Figure 156 - User details window (profiles)

Users and Authorizations tab pages: the same as the description in the chapter Details Window —
Individual Profile.

lll - 4.2 Results display for an authorization query (HANA DB)




lll - 4.2.1 Authorized users tab

The following results window shows the standard table view for an authorization query for authorized
HANA DB users:

ees

[N | * New project x

BR[n- ~|F & =@- eDchbRBDE

£
filter ‘@ %76 edod Maintaining users g
g
< | 76" N ject g
I 761" Newproje Results R L ey o wpp——. &
[% 761" 64 0L Maintsining users K
(s R =
— Il 2
Drag 2 column header and drop it here to group by that column =-l[z
=
T Isattributed T | User T Comments T Usergroup T usered |[E
-] _S¥SDILSU svsDizsvsol LocaL | ||| §
i
(-] _SYS_REPO Loca (| &
5
casC2 Locat ||| £
e
(-] GRC_CC LOCAL
[-] SYSTEM LOCAL
(-] XSSQLCC_AUTO_USER_3094F258A8076F7AT558E080DI4CES00B0T72804AA2663AF6058A40DT 19CAT2D EXTER
+ I— 2

Figure 157 - Authorization query table view: Authorized users

In the table, you can display additional information for the columns by moving the mouse over the
different fields.

Drag a column header and drop it here to group by that column =

T Isattributed T | User T Comments T Usergroup T Userrg
° SYS.OLSU g:;’:ar‘;u:uurce: SYS.USERS.USERGROUP_NAME 0! HocAL
(-] _SYS_REPD LOCAL
(-] casc2 LocaL
(-] GRC_CC LOCAL
(-] SYSTEM LocAL
° XSSQLCC_AUTO_USER_3094F258A8078F7AT558E080D94C8500B0772804AA2663AF6058A40DT19CAT2D EXTERN

Figure 158 - Detailed information about the columns

By default, the query result is displayed only as a table. To display the origin of the authorization
objects contained in the query for any user in the table, click the table line for the user in question to
open a details window containing the authorization origins in the lower area:




ees

[ YR (W - New project x
BR v- - F & =+ QODCRLGRBDE
Filter ‘@ B 6ok Maintaining users

4 [H 76" New project

=
)
T
G 7eP 4 08 [EEMEY Query | Analyzation settings | User attribution | Risk management | Documentation S
% 76/ 6& 0L Maintaining users 5
(o ters EEEY 2l
g
Drag a column header and drop it here to group by that column =~ g
T Isattributed T | User Y Comments T Usergroup v use~||[E
] _SYs.DIsu _SYS_DIF.SYsS DI oG £
(-] _SVS_REPO 10G §
-] cAsC2 L0C) i
=

) GRC.CC LG

-] SYSTEM L0C)

] XSSQLCC_AUTO_USER _3094F258AB978F7A7556E080D94CB500B0772804AA2663AF6058A40DT19CAT2D EXTE =

4 [ System privileges
b W 'USERADMIN' ., _S¥S_REPC
b W 'USER ADMIN' ', SYSTEM

Figure 159 - Result display including authorization origins for a selected user

By default, the origins of the authorizations are displayed by privilege type:

Application privileges
System privileges
Package privileges
Analytic privileges
Object privileges

Expand the tree to see the full list of that user's authorizations and their origins:

Pl Systemn privileges
- a 'USER ADMIN' .5 _SYS_REPO
4 g sap.gro.piacroles:SAP_GRC_PILADMIN 5 _SYS_REPO
L GrC_cC
- E 'USER ADMIN' .5 SYSTEM
L crocc

Figure 160 - Origin and value of an authorization object

he following symbols are used to represent authorization origins:

¥ | System privilege

" | Object privilege

E | Package privilege

T | Application privilege

(& | Analytic privilege

Role (generic)




Repository role

Catalog role

Hana Deployment Infrastructure role

Grantor

i

Object owner

Grantable

As an alternative to the standard display of authorization origins subdivided into application and

transaction authorizations, the

roles:

3

button can be used to switch to the view of the participating

4 o sapgropiacrolessSAP_GRC PILADMIN .5 _SYS_REPO
a 'USER ADMIN' .5 _SYS_REPO
¥ 'USERADMIN' ', SYSTEM

Figure 161 - Authorization origin of a user from the view of the participating roles

The results are displayed in short form in the analysis project:

[:-"Jv o0 31 L 0L Assign passwords for users

1 2 3 4 5

1 - Symbol for calculated query incl. color-coding according to score

2 - Calculated score (0 = low system security and 100 = high system security)

3 - Number of technically authorized users (not legitimized according to target
specification)

4 - Number of technically authorized users (legitimized according to target
specification)

5 - Name of the query

lll - 4.2.2 Authorized users tab compairing snapshots

The results of a HANA DB query using a snapshot comparison is similar to the procedure described
in chapter Authorized users tab compairing snapshotsi| ¢




lll - 4.2.3 Authorized roles tab

Use the Roles tab to create a table displaying the roles that fully include the queried authorization,
regardless of whether the role is assigned to any users:

ees

(=l W - New project
Bela- ~|F & @ ehrRrlE

Filter |® [% 76" 6& 0& Maintaining users
4 [H 76" New project

=

£

T

Results [folfd alyzation settings | User atiribution | Risk management | Documentation (=]
1% 76" 6& 0L Maintaining users s
I e | o]
- 8

Drag a column header and drop it here to group by that column =2
=

Schema T Role T |Roletype T Comments T Assigned T Userrole mode T Creator T Created ]
sap.gre.pi.acroles:SAP_GRC_PI_ADMIN RepositoryRole 2 LOCAL _SYSREPO | 2/10/2021 440 ||| §

©

hi IfService.admin. i it 1 LOCAL _SYS_REPO  1/12/2018 2:4( g

h IiServic: it 2 LOCAL _SYS_REPO | 1/12/2018 2:4(

s »

—ﬂ English ll

Figure 162 - Authorization query table view: Authorized roles

When you select a role, you can display the origins of the authorizations for this selected role.

ees

] Parameters | [0 Tables [ [7] Queries | B Tn

(=l W - New project
Bela- ~|F & @ ehrRrlE

Filter |® [% 76" 6& 0& Maintaining users
4 [H 76" New project

LEWEY Query | Analyzation settings | User attribution | Risk management | Documentation

1% 76" 6& 0L Maintaining users

Drag a column header and drop it here to group by that column =-
Schema T Role T |Roletype T Comments 7T Assigned T User role mode T Creator T Created

| sapigrepiacroles:SAP GRC_PI ADMIN RepositoryRole 2 LOCAL SYsREPO | 210/2021 4t

i 1 LOCAL _SYSREPO  1/12/2018 2:40

b iServic it 2 LOCAL _SYSLREPO  1/12/2018 2:4(

.| »
Authorization origins

4 5 System privileges
+ W 'USERADMIN' [, _SYS_REPO

Figure 163 - Origins of the authorizations of a composite role
By default, the origins of authorizations are displayed by authorization type.
Autharization origins

Pl Systern privileges
- a 'USER ADMIN' -5 _SYS_REPO

@z sap-hanaxs.selfService.admin.roles:USSAdministrator

Figure 164 - List of authorizations in a role

Select the Users tab to list all the users defined in the composite role.




Authorization origins RV

Drag a column header and drop it here to group by that column =

Is attributed T User 7T Comments T Usergroup T Userrolemode T Userexternal identity T Creator T Created T Valid from T Valid ui
e _SYS_REPO LOCAL SYSTEM 2018-01-12T14:37:49 2018-01-12 Always

+ I—— »

Figure 165 - Users assigned to the composite role

You can display the role assignment path of the individual users by selecting the user in question.

Drag a column header and drop it here to group by that column =
Is attributed T User T |Comments T User group T Userrole mode T User external identity T Creator T Created
@ _SYS_REPO LOCAL SYSTEM 2018-01-12T14:3

Role assig 1t paths
’7@3 sap.hana.xs.selfService.admin.roleszUSSAdministrator B l _SYS_REPO

« I 4
Figure 166 - Role assignment path of the user

lll - 4.3 Results display for a table query

The results display for a table query is also a table:

(2} CheckAud for SAP Systems -
W |E - New project x
B&eln- |7 ez | CeGooroh

Filter |© | B3 0™ 1188 Users with SaP_aLL
« [H 0" New project
4 B 0" BC - Quick Audit Basis component
b 3 Client Maintenance

ees

[0 parameters | PR Tables [ (51 Queries [ T T

11 Data records

b 5 Lagon Security Drag a column header and drap it here to group by that column

- iUP‘ User and authorization administration ASSESSMENT T AUTH.USR02Z.BNAME T AUTH.USRO2.GLTGV T AUTH.USROZGLTGE T AUTH.USRO2Z.USTYP T AUTH.U
b 75 SAP standard users

_ (-] ARINNE Service (S) ADMIN
4 [ 0" User administration

B User Master Data (-] ASTROHMANN Dialog (A) DEVELO
[ User Master Data Checklist e CHECKAUD =) System (B) REVISION
[P All users (-] DDIC System (B) SUPER
F3 Valid users with dialog capability [-] NHERMKES =5 Dialog (&) SUPER
E% Users with reference users e NOTEALL Distog (A) SUPER
% Customizing for reference users X
[% Reference users with incorrect user type e OKkoRTS = senice () ADMIN
E Valid users with dialog capability that have not logged in for a long| L] Dl =5 ) £
B Valid users with dialog capability using incorrect logins [) SGERON £ Dialog (4) PERSON
[% Create users (] STEFFEN Dialog (A) ADMIN
[% Change users (-] TOMTIEDE =] Dialog (4) ADMIN

[% Delete users
[% Lock/unlock/assign passwords to users
% Valid dialog users and their roles
[ SAP standard roles used
[% Assign roles to users
[% Create or change users AND assign roles
[ Authorization Checks for User Administration (S_USER_SAS)
[% Assign all roles to all users
3 Compasite Profile SAP_ALL
EP 0" 1155 Users with SAP_ALL
[% Assign the SAP_ALL profile to users
[% Read tables with password hash-data in the database
b 5 Authorization administration
v 5 Table access

b {3 Development in SAP systems

b 3 RFC Security

b £ General Administrative Authorizations
v T Prohibited access rights

Figure 167 - Results display for a table query(ABAP table)




[ e o - [

[N | * New project x
BRn- ~|F

Filter

o0chabRrRR

Bao 7183 List of all user accounts

|| =~

[©)

4 [H New project
EF 7165 List of all user accounts

[ Guery | Analyzation settings | A nt

71 Data records.

Documentation

Drag a column header and drop it here to group by that column

ASSESSMENT T AUTH.SYS.USERS.USER_NAME
= s¥S

SYSTEM

_SYS_STATISTICS

_SYS_EPM

_SYS_REPO

_SYS_SQL_ANALYZER

_SYS_TASK

_SYS_AFL

_SYS_WORKLOAD_REPLAY

_SYS_TABLE_REPLICAS

XSSQLCC_AUTO_USER_3094F258A8978F7A7558E080D94C8500B0772804AA2663AF6058A40D719CAT2D
XSSQLCC_AUTO_USER_D5D3BOCAF06A79377BEOD4198763ECSEDEBC14ES0D1BB1BBABAID3BSF3C4ADTA

XSSOICT AITO 1ISER SF24Q2NRCNENAFARF:

T AUTH.SYS.USERS.USERGROUP_NAME T AUTH

|TE Parameters | [ Tables | [%1 Queries [ T2

182E0y

[ERETE

Figure 168 - Results display for a table query(ABAP table)

In the table, you can display additional information for the columns by moving the mouse over the

different fields.

The Assessment column shows whether the table entry meets the requirements:

Assessment criterion not fulfilled

Assessment criterion fulfilled

v

The table entries can be assessed on the Assessment (Bewertung) tab page. For more detailed
information, see the chapter Custom Table Queries.

You can use the button to display additional information about the selected table entry (only

available for ABAP tables).

lll - 4.4 Evaluating user statistics

In order to evaluate user statistics in CheckAud, the data must first be extracted with the help of

CheckScan (see Chapter Il 5.5 and 5.6 ).

It is possible to evaluate the user statistics in a

personalized or anonymized way. For this purpose, four tables are available in the table sets
IBS_STATISTICS (anonymized) and IBS_USER_STATISTICS (personalized).




Filter

Show: unlicensed queries
b 53 Table queries
4 [ Table sets
4 T3 ABAP

b (7 AUTH

b (7 IBS_AUTH_ADVANCED

b 57 IBS_FI

b 7 IBS_GDPR

b [ 1BS_HCM

b 7 IBS_MM

b (3 IBS_PARAMETERS

b 3 1BS SD

4 (77 1BS_STATISTICS
] ARGUMENTS
T RFC_CLIENT
7] RFC_SERVER
7] TCODES
1 WEBS

b 17 IBS_SYSTEM

b [ IBS_USER_STATISTICS

Figure 169 - Tables anonymized user statistics




Filter

Show: unlicensed queries
b 53 Table queries
4 [ Table sets
4 T3 ABAP
b [ AUTH
b (7 I1BS_AUTH_ADVANCED
b IBS_FI
b (3 IBS_GDPR
b [ IBS_HCM
b 3 1BS_MM
b (3 IBS_PARAMETERS
b 9 1BS_SD
b (33 IBS_STATISTICS
b ﬁ IBS_SYSTEM
4 [ IBS_USER_STATISTICS
7] ARGUMENTS
7] RFC_CLIENT
FTT] RFC_SERVER
] TCODES
1] WEBS

Figure 170 - Tables personalized user statistics

ARGUMENTS table

In the Arguments table the deducted months (always shown with the first of the month) are output. In
the SAP standard, the transaction calls of the last 90 days are logged, which means that there are
usually four entries in the table. However, this does not mean that the four months are completely
included but only affected.




1 4E8 ARGUMENTS

GVl Query  Analyzation settings  Assessment | Documentation

4 / 4 Data records

Drag a column header and drop it here to group by that column

ASSESSMENT T IBS_STATISTICS.ARGUMENTS.DATE T

- 2022-11-01
- 2022-10-01
- 2022-09-01
- 2022-08-01

Figure 171 - ARGUMENTS table
Tables RFC_SERVER and RFC_CLIENT
In SAP, for each RFC call, the system logs which user as RFC client or RFC server executed the

call. The respective RFC calls are output in the RFC_SERVER and RFC_CLIENT tables. In the
personalized usage statistics, the user is also output in the anonymized one not.

Table TCODES
In the table TCODES the used transaction codes are displayed. In the anonymized statistics the

number of users per transaction is displayed and in the personalized statistics the user per
transaction code is displayed. The Entry-Job column shows whether the call was made via SAP-job.

[ 9432 1C0DES

=Vl Query | Analyzation settings | Assessment | Documentation
043 / 943 Data records
Drag a column header and drop it here to group by that column
ASSESSMENT T IBS_STATISTICS.TCODES.ENTRY_NAME 7T IB5S_STATISTICS.TCODES.ENTRY_JOB T IBS_STATISTICS.TCODES.ENTRY_TYPE T IBS_STATISTICS.TCODES.COUNT T
- SE16 T 50
- SESSION_MANAGER T m
- DBACOCKPIT T 13
- SAPMSYST R 51
- SE16M T 39
- /BEV1/TSMA T 1
- AWO0TN T 1
- BD&T T 1

Figure 172 - Table TCODES anonymized




il-4.5

M 2.797& TCODES

Figure 173 - Table TCODES personalized

Table WEBS
All Fiori app calls are displayed in the WEBS table.

Results display for a parameter query

(£} CheckAud for SAP Systems

[P [ - New project x

BB|a~- -|F || @ o[DcLGRREDR
Filter ‘@ @ 3" 188 288 Restrictions for single sign-on are configured
New project

ettings | Documentation

SNl Query | Analyzation settings | Assessment | Documentation
40 f 2.797 Data records
Drag a column header and drop it here to group by that column
ASSESSMENT T IB5_USER_STATISTICS.TCODES.ACCOUNT T IBS_USER_STATISTICS.TCODES.ENTRY_NAME T
- . AUDIT_00 . SESSION_MANAGER .
- AUDIT_01 SEN
- AUDIT_01 SE16H
- AUDIT_0 SE16M
- AUDIT_01 SE84
- AUDIT_01 SESSION_MANAGER
- AUDIT_01 SE13
- AUDIT_01 SE16
- AUDIT_01 SECPOL_CHANGES

X
ees

™ 168 2 Restrictions for single sign-on are configured

Guideline not met [}

2
1
o
3

Figure 174 - Results display for a parameter evaluation

No Guideline 0
Parameter sum 1
Score T Status T Name T T Guideline T Impact T Systemdefault T DEFAULT instance T Instance "EC3_D!
100 % loginfaccept sso2 ticket | @) | equal true Medium 1 1
50 ©  login/create sso2 ticket | @) | equal 1 Medium 3 2
100 + loginfticket_expiration_time @ | equal 8 Medium 800

[ B Parameters | 3 Tables | [<] Queries | T= Tr

Fulfilled requirements are flagged with the v symbol after the analysis is performed. If the default
values defined in CheckAud differ from the parameter values set in the SAP system, they are

flagged with a 0 symbol.



Consistent Mot consistent Parameter sum
Guideline met 1 1 2
Guideline not met 0 1
No Guideline 0 0 a
Parameter sum 1 2 3

Figure 175 - Summary

The parameters defined in the parameter queries are summarized in a matrix

Requirement is fulfilled and consistent

The requirement is fulfiled and the parameter is
consistent on all SAP system instances

Requirement is fulfilled and inconsistent

The requirement is fulfiled and the parameter is not
consistent on all SAP system instances

Requirement is not fulfilled and is

consistent

The requirement is not fulfiled and the parameter is
consistent on all SAP system instances

Requirement is not fulfilled and is

inconsistent

The requirement is not fulfiled and the parameter is
not consistent on all SAP system instances

No requirement and consistent

No requirement is maintained and the parameter is
consistent on all SAP system instances

No requirement and inconsistent

No requirement is maintained and the parameter is
not consistent on all SAP system instances




Il -4.6

il-4.6.1

@ Checkhud for SAP Systems - o X
y:

eI |G| # OOCRGDREDD

Fler | | [ 221> 188 28 Restrictions for single sign-on are configured

Not consistent | Parameter sum

4 [H 2" NewProject
Consistent
LOGIN/CREATE 5502 TICKET x
Parameter u
login/create sso?_fcket

[ 22> 188 288 Restrictions for single sign-on are configured
Score T Status ¥ Name

0 2
0 1
0 0
0 3

[ B0 paremeters | 0 Tables | (21 Queries | B Trees

Impact T Systemdefault Y DEFAULTinstance Y Instance 'EC DVEBMGSO0 CIEC3' T
100 W loginjaq Yo can e Single Medium 1 1
50 0  iogin/a
100 v loginfid oo

Medium 3 2

Medium 200

The SSO tickets are significantly smaller without the certificate.
Application Area

Logon

Default Value

3

Who is permitted to make changes?
Customer

« login/ticket_on
~login/ticket only to host. ~

Figure 176 - SAP documentation for a parameter

The o icon opens the SAP documentation for the selected parameter. The detailed information
included in the documentation was read out and transferred from the SAP system.

Note: parameter queries are only available for ABAP systems.

Custom layouts for the table display

The layouts of the table views for the various result displays for authorization queries, table queries
and parameter queries can be customized.

Sorting in a table view

Results can be sorted by column by clicking the desired column header. Each time that you click,
the option changes between:

No sorting --> Sorting in ascending order --> Sorting in descending order --> No
sorting
User T User = i User T User T

You can only ever sort by one column in the table. Alternative, you can use the context menu to
configure the sorting (by right-clicking the column in question):




EEQVEC N (0 Composite Roles | 3 Single Roles

Drag a column header and drop it here to group by that colurn

Is attributed T User I T Type T Group T Lock T Incorrect lc

1 T Sort ascending by "User” b i i i 1

(] ARINME L Sort descending by "User" Service (5) ADMIN Unlocked (0) 0
(] ASTROHMANN o | Dialog (&) DEVELOPER  Unlocked (0) 0
(-] CAL R Dialog (&) DEVELOPER Unlocked (0) O
(-] DEVELOP Unaroun all columns | Dialog (&) DEVELOPER  Unlocked (0) 0
(] DEVELOP1 N ,, . Dialog (&) DEVELOPER | Unlocked (0) 0
(] DEVELOP10 , ; ;I . | Dialog (&) DEVELOPER Unlocked (0) 0
(-] DEVELOP11 — Dialog (&) DEVELOPER | Unlocked (0) 0
(—] DEVELOP12 o - , | Dialog (&) DEVELOPER  Unlocked (0) 0
(] DEVELOPZ Dialog (&) DEVELOPER  Unlocked (0) 0
-] DEVELOP3 | Dialog (&) DEVELOPER Unlocked (0) ()
[—] DEVELOP4 Dialog (&) DEVELOPER | Unlocked (0) 0
(—] DEVELOPS ) | Dialog (&) DEVELOPER  Unlocked (0) 0
(-] DEVELOPG e e —enmrars Dizlog (&) DEVELOPER  Unlacked (0) 0
(] DEVELOPT Always Always Dialog (4) DEVELOPER  Unlacked (0) 0
(] DEVELCPS Always Always Dialog (&) DEVELOPER | Unlocked (0) 0

Figure 177 - Context menu for sorting based on a column

Il - 4.6.2 Changing the order of the columns
You can drag and drop a column header to change its order in the table columns.

Isattributed T User || Vlid from T Valid throug : Lock
e ARINMNE Always Always Service (5) ADMIN Unlocked (0]
() ASTROHMANN Always Always Dialag (&) DEVELOPER  Unlocked (0)
e CAL Always Always Dialog (A) DEVELCPER | Unlocked ()
e CHECKAUD Always Always System (B) REVISION  Locked by incorrect logons (128)
(] DDIC Always Always System (B) SUPER Unlocked (0)
(—] DEVELOP Always Always Dialog (4) DEVELOPER  Unlocked (0)
(] NEVEIOR A | Alwaus Alwaus Mialnn (4 DEYEIORER | Lnlncked
Is attributed T User T | Group T Valid from T Valid through T Type T Lock -
e .ﬁRINNE ADMIN lAIways lAIways l Service (5) l Unlecked (0)
(] ASTROHMANN DEVELOPER  Always Always Dialog (&) Unlacked (0)
Q CAL DEVELOPER | Always Always Dialog (A) Unlacked (0)
e CHECKAUD REVISION  Always Always System (B) Locked by incorrect logons (128)
(] DDIC SUPER Always Always System (B) Unlacked (0)
(-] DEVELOP DEVELOPER  Always Always Dialog (A) Unlacked (0)
a NEWELNDA @ NEVEINDER | Alurzue Alwizue Nizlm~ TAY | lmlmrlean M

Figure 178 - Changing the order of columns

Note: You cannot change the order of some of the column headers in the tables.




Il - 4.6.3 Showing and hiding columns

If necessary, you can temporarily hide columns that are not required in the result table. To do so,
open the context menu by right-clicking the column header in question:

=Tl Query | Analyzation settings | User attribution = Risk management = Documentation

EAWEEERV-C L O Composite Ro
Drag a column header and drop it here to group by that column
Is attributed T User T | Valid from T Valid through T Type A% Group T Llock Incorrect I«
a ASTROHMANN Always Always Dialog (&) Sort ascending by "Type 0
) .L Sort descending by "Type®
(—] CAL Always Always Dialog (&) ! 0
Clear sorting by "Type"
() DEVELOP Always Always Dialag (&) 1 ne s 0
m Clear all sortings
(—] DEVELOPA Always Always Dialag (&) 0
3 Group by "Type"
a DEVELOP10 Always Always Dialog () | B3 ~TouR Y WRE 0
U ngroup all columns
(—] DEVELOP11 Always Always Dialag (&) - 0
[~ DEVELOP12 Always Always Dialog (A) T Clearfiter 0
) @ Clear all filters
(] DEVELOP2 Always Always Dialag (&) 0
(-] DEVELOP3 Always Always Dialog (4) E] tide column “Type 0
Restore all columns
(] DEVELOP4 Always Always Dialog (&) 0
Visible columns k
(-] DEVELOPS Always Always Dialag (&) o
Restore column order
(] DEVELOP6 Always Always Dialog (&) 0
e DEVELOP? Always Always Dialog (&) | LA Save current layout 0
Rest d layout
a DEVELOPS M s Dialog (A} HB Restore saved layo 0
@ Reset layout
(] DEVELOPS Always Always Dialag (4) o
— R — — ————— e = B - P -

|gl-1-re 179 - Hidih_g columns that are not required

F

To show the columns again, open the context menu and choose Visible columns:




T & e o« [

BE|n- ~|F 82|

@ QLR

[ Fitrer

IW 0> New project

[% o[> 354 04 Custemer maintenance AND post customer invoi|

Results Jelt%

ESJULLR O Com)

attribution | Risk management | Documentation

|® [% 0 35& 0& Customer maintenance AND post customer invoices/credit memos AND payment run

Drag a column header and drop it here to group by that column

Sort ascending by "Is attributed”
Sort descending by “Is attributed”

M Show all columns

TFH Hide all columns

Valid from

v
v

¥ Valid through

v Type

¥ Group

¥ lock

¥ Incorrect logons
¥ Account ID

¥ Creator

¥ Created on

¥ Lastlogon date
v Lastlogon time
¥ CUAuser template
v Forename

v Surname

¥ Department

v
v

Function

00000000000004

4

i T User

ARINNE
ASTROHMANMN
CAaL
CHECKAUD
DDIC
DEVELOP
DEVELOP1
DEVELOP10
DEVELOP11
DEVELOP12
DEVELOPZ
DEVELOP3
DEVELOP4
DEVELOPS
DEVELOPE
DEVELOP?
DEVELOPS
DEVELOPO
GSCHROTT
JBERGMAN
JHOST
KLORE
KPETZOLD
MBENTHIN
MBUTTKAU
NHERMKES
MNOTFALL

o e N N N = = = = R O 0 O 0 O = O = M B W

Valid from T Valid through T Type

Ahways Ahways Senvice (5)
Ahways Always Dialog (4)
Ahways Ahways Dialog (4)
Ahways Always System (B)
Always Always System (B)
Ahways Always Dialog (4)
Always Always Dialog (4)
Always Always Dialog (4)
Always Always Dialog (4)
Ahways Ahways Dialog (4)
Always Always Dialog (4)
Ahways Ahways Dialog (4)
Always Always Dialog (A)
Ahways Ahways Dialog (4)
Abways Always Dislog (4)
Ahways Ahways Dialog (4)
Abways Always Dislog (4)
Ahways Ahways Dialog (4)
Ahways Always Dislog (4)
Always Always Dialog (A)
Always Always Dialog (4)
Always Always Dialog (A)
Always Always Dialog (4)
Always Always Dialog (A)
Ahways Ahways Dialog (4)
Always Always Dialog (A)
Ahways Ahways Dialog (4)

T Group T
ADMIN
DEVELOPER
DEVELOPER
REVISION
SUPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
DEVELOPER
BERATUNG
DEVELOPER
ADMIN
ADMIN
VORSTAND
FINANZ
DEVELOPER
SUPER
SUPER

Lock
Unlocked (0)
Unlocked ()
Unlocked (0)
Locked by incorrect loge
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked ()
Unlocked (0)
Unlocked ()
Unlocked (0)
Unlocked ()
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked ()
Unlocked (0)
Unlocked ()
Unlocked (0)
Unlocked ()
Unlocked (0)
Unlocked ()
Unlocked (0)

Figure 180 - Showing hidden columns again

lll - 4.6.4 Ad-Hoc filter in the table view

4 Cost center »
¥ Usergroups

Ad hoc filters let you filter the results quickly and can be used in addition to the analysis
filters described in the chapter Analysis Settings. You can define ad hoc filters using the

icon in the respective column headers. The table component provides some standard
criteria for creating ad hoc filters.




[] ARINNE
[] ASTROHMANN
[l cHECKAUD
[Jooic

[] MHERMKES
[] NOTFALL
[] okorTs
[] OTHULKE
[1sGERON
[ sTEFFEN
[]TomTIEDE

] ARINNE

[] ARINNE

[ ASTROHMANN
CHECKAUD
DoIC

] NHERMKES
NOTFALL
] OKORTS
[] oTHULKE
[ sGERON
[ STEFFEN
[] ToMTIEDE

[] ASTROHMANN
Ccal

[ pEVELOP
[] peveLort
[l DEVELOP1O
[ pEVELOP11
[ pevELOPI2
[ peveLOR2
[ ] pEvELORZ
[] DEVELOPA
[] DEVELOPS

|

Show rows with value that

IShow rows with value that

[Show rows with value that

|Is equal to 1= cquaito s equal o
| | [ 20

| And ~|[ And ]| And

||sequa|ln <[ 1 equal 0 .Ilsequalm

| [ | PE

| Fer || crearfiter | Fter || ClearFiter ||  Fier || Clearfilter |

Il - 4.6.5 Grouping results

You can make groupings in the results display table. To do so, for example, you can drag and drop
the desired column header to the row Drag a column header and drop it here to group by that

column above it::

(%t CheckAud for SAP Systems. o X
Che |& 1BS Example Check SAP x §
Blo- |7 g 2 oorrRRDE ]
Flter © | [%0/" 328 0& Customer maintenance AND post customer invoices/credit memos AND payment run n
< [ 26" 18S Example Check SAP 2
Ebilazr b ;eﬂenmmw ttings | User attribution | Risk management | Documentation gl
5 Rollenauswertungen =l Ste Rl —
075 281 rofibied scces rights Drag a column hesder and drop it here o group by that column ERIE
A-Lu-?,l':ufssia 202 Cosomer i | |15t ¥ ser | Valid from ¥ Valid through T Type Y Group Y Lock Y | Incorectlogons Y | AccountID Y Creator Y Createdon Y Lastlogon date v 2]
b 55 0/ Finanzbuchhaltung ) ARINNE Always Always Senice (5) ADMIN  Unlocked () |0 TOMTIEDE & 2017-06-06 Never | 12
(-] ASTROHMANN Always Always Dialog (&) DEVELOPER  Unlocked (0) 0 OKORTS 2005-08-20 2010-04-27 £
) AL Avays Alvays Dialog (&) DEVELOPER Unlacked (0) 0 OKoRTs & 2005-08-20 2014-08-21
=) DEVELOP. Always Always Dialog (&) DEVELOPER Unlocked (0) 0 sap 2005-11-03 2007-08-28
[-] DEVELOP1 Always Aiways Dialog (&) DEVELOPER  Unlocked (0} 0 OKORTS ) 2005-09-20 2005-09-21
) DEVELOP10 Alvays Always Dialog (&) DEVELOPER Unlocked (0) 0 ToMTIEDE & 2005-11-19 Never |
) DEVELOPT1 Always Always Dialog (&) DEVELOPER Unlocked (0) 0 TOMTIEDE & 2005-11-19 Never |
) DEVELOPT2 Tmp [ Dislog (3) DEVELOPER Unlocked ) 0 TOMTIEDE R 20051118 Never |
) DEVELOPZ Always Always Dialog (A) DEVELOPER  Unlocked (0) |0 TOMTIEDE & 2005-11-19 Never |
(-] DEVELOP3 Always Always Dialog (&) DEVELOPER  Unlocked (0) 0 TOMTIEDE 2005-11-19 Never i
) DEVELOP4 Avays Alvays Dialog (&) DEVELOPER Unlacked (0) 0 ToMTEDE B 2005-11-19 Never |
(-] DEVELOPS Always Always Dialog (8) DEVELOPER  Unlocked (0) 0 TOMTIEDE 2005-11-19 Never l
[-] DEVELOPS Always Aiways Dialog (&) DEVELOPER  Unlocked (0} 0 TOMTIEDE (5] 2005-11-19 Never |
) DEVELOP? Alvays Always Dialog (&) DEVELOPER Unlocked (0) 0 ToMTIEDE & 2005-11-19 Never |
=) DEVELOPE Aways Always Dialog (&) DEVELOPER Unlocked (0) 0 TOMTIEDE & 2005-11-19 Never I
) DEvELOPS Tmp [ Dislog (3) DEVELOPER Unlocked ) 0 TOMTIEDE R 20051118 Never b
) GSCHROTT Always Always Dialog (A) BERATUNG  Unlocked (0) |0 TOMTIEDE & 2005-11-19 2009-06-16
) JBERGMAN Always Always Dialog (&) DEVELOPER Unlocked (0) 0 OKORTS 2005-00-20 20121130
) HOST Avays Alvays Dialog (&) ADMIN  Unlocked @) |0 ToMTEDE B 2005-11-19 2006-03-13
=) KLORE Always Always Dialog (&) ADMIN  Unlocked (@) 0 TOMTIEDE [ 2005-11-19 2006-03-13
[-] KPETZOLD Always Aiways Dialog (&) VORSTAND  Unlocked (0) 0 TOMTIEDE ] 2005-11-19 2006-03-13
) MBENTHIN Alvays Always Dialog (&) FINANZ  Unlocked (@) 0 ToMTIEDE & 2005-11-19 2006-03-13
« S 1

Figure 181 - Examples of ad hoc filters
An active ad hoc filter is indicated by the colored T icon in each column header.

Figure 182 - Drag and drop to group columns




Alternatively, you can also right-click the column header to open the context menu and make a
grouping based on columns:

|_~?§" 0l” 35& o0& Customer maintenance AND post customer invoices/credit memos AND payment run

Results

35 Users

Query = Analyzation settings

0 Composite

User attribution

Documentation

Risk management

Drag a celumn header and drop it here to group by that column

Is attrik

i T lser

h i | Valid fro

T Sort ascending by "Valid from”
.l, Sort descending by "Valid from"

00000000000000000000000000090

DEVELORT R | Always
DEVELOPS Always
DEVELOPS Always
GSCHROTT Always
JBERGMAN Always
JHOST Always
KLORE Always
KPETZOLD Always
MBENTHIN Always
MBUTTKAU Always
NHERMEKES Always
NOTFALL Always

T Valid through T Type

Always

Service (5)
Always Dialog (A)
Always Dialog (A)
Always System (B)
Always System (B)
Always Dialog (A)
Always Dialog (&)
Always Dialog (A)
Always Dialog (&)
Always Dialog (A)
Always Dialog (4)
Always Dialog (&)
Always Dialog (4)
Always Dialog (A)
Always Dialog (4A)
Always Dialog (A)
Always Dialog (4)
Always Dialog (A)
Always Dialog (4)
Always Dialog (A)
Always Dialog (A)
Always Dialog (A)
Always Dialog (A)
Always Dialog (A)
Always Dialog (&)
Always Dialog (&)
Always Dialog (A)

4 I————

YT Group T
lADMIN l
DEVELCPER
DEVELOPER
REVISION
SUPER
DEVELOPER
DEVELCPER
DEVELOPER
DEVELCPER
DEVELOPER
DEVELCPER
DEVELOPER
DEVELCPER
DEVELOPER
DEVELCPER
DEVELCPER
DEVELCPER
DEVELOPER
BERATUNG
DEVELOPER
ADMIN
ADMIN
VORSTAND
FINANZ
DEVELCPER
SUPER
SUPER

=
Lock
Unlocked (0)
Unlocked (0)
Unlocked (0)
Locked by incerrect logons (128)

Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)
Unlocked (0)

3

Figure 183 - Context menu for grouping columns




(2} CheckAud for SAP Systems
IR | - New project %

[% 0" 35& 04 Customer maintenance AND post customer invoi
35 Users [l

BBln- -|F B @ eDrGRERE

|F‘"e’ |® Lcé 0™ 354 04 Customer maintenance AND post customer invoices/credit memos AND payment run
o N

I8 0P Newprject Results 0T T L e p—

|
=]
X

2 Groups, grouped by: Type T = FRERS-
Isattributed T User Y|\talidlmm T Valid through T Group T Lack T Incorrect |
» Type:Dialog () 31 Userls)
v Type: System (8) 2 User(s)
-] CHECKAUD Always Alweays REVISION  Lacked by incorrect logons (128) 0
(-] DDIC Always Always SUPER Unlocked (0) 0
v Type:Senvice (5) 2 User(s)
(-] ARINME Always Always ADMIN Unlocked (0) 0
(-] OKORTS Always Always ADMIN Unlocked (0) 0

Parameters | [T Tables | (%] Queries | T Trees

Figure 184 - Results display with grouping

To remove the grouping, you can use drag and drop or click the “X’ that appears.




Il - 4.6.6 Saving a layout

You can save your created layout as a default layout for other result tables in the analysis project.
This layout is then automatically used for each result table.

XMl Query | Analyzation settings | User attribution

ESNU ) (0 Composite Roles | 3 Single Roles

Risk management Documentation

Drag a column header and drop it here to group by that column EE % Eﬁ = -
Is attrihuteﬂ—'—uﬂ'—d—m—ﬁﬂ-i‘ T Valid through T Type Y Group T Lock -
5o ending by "Valid from I I I
e o Always Service (8) ADMIN Unlocked (0)
e ¢ Sort descending by "Valid from" [
Always Dialog (&) DEVELOPER  Unlocked (0)
'N, Clear sorting by "Valid from™ & 2
Al Dialog (A DEVELOPER | Unlocked (01
e & Clear all sortings [ s f2log (4) nlocked (0)
° Always System (B) REVISION Locked by incarrect logons (128)
EQ; Group by “Valid from™
e ! Always System (B) SUPER Unlocked (0)
Ungroup all columns
° [ Always Dialog (A) DEVELOPER  Unlocked (0)
Clear filter
e N I Always Dialeg (A) DEVELOPER  Unlocked (@)
Clear a e
° [ Always Dialog (A) DEVELOPER  Unlocked (0)
El:ﬁ Hide colurmn "Valid frem™
e - I Always Dialog (A) DEVELOPER | Unlocked (0)
° ible colurnns N [ Always Dialog (A) DEVELOPER Unlocked (0)
e - Always Dialog (A) DEVELOPER | Unlocked (0)
Restore column order
° Always Dialog (A) DEVELOPER Unlocked (0)
Save current layout
e Always Dialog (A) DEVELOPER | Unlocked (0)
Restore saved layout
° Always Dialog (A) DEVELOPER Unlocked (0)
Reset layout
e Always Dialog (A) DEVELOPER | Unlocked (0)
e CEVELORY Always Always Dialog (A) DEVELOPER  Unlocked (0)
e DEVELOPS Always Always Dialog (A) DEVELOPER | Unlocked (0)
e CEVELOPO Always Always Dialog (A) DEVELOPER  Unlocked (0)
e GSCHROTT Always Always Dialog (A) BERATUNG | Unlocked (0)
e JBERGMAN Always Always Dialog (A) DEVELOPER  Unlocked (0)
e JHOST Always Always Dialog (A) ADMIN Unlocked (0)
() KLORE Always Always Dialog (A) ADMIN Unlacked (0}
e KPETZOLD Always Always Dialog (A) VORSTAND | Unlocked (0)
e MBENTHIN Always Always Dialog (A) FINANZ Unlocked (0)
e MBUTTKAU Always Always Dialog (A) DEVELOPER | Unlocked (0)
e NHERMEKES Always Always Dialeg (A) SUPER Unlocked (0)
e NOTFALL Always Always Dialog (A) SUPER Unlocked (0) -
4 I ———— >

Figure 185 - Saving the layout

The context menu includes an option to save the layout. This saves the groupings, adjustments to the
column order, shown/hidden columns and the sorting options. It does not save any filter adjustments

in the columns. Choose the

Ex

Reset layout

button to return to the initial
view. If you have made changes since you last saved the layout, you can choose the

% Restore saved layout

button to revert to the last save point.

The layout can also be saved, reset, or restored in the table header.




After the grouping is configured and saved, the layout can be exported. That allows you to add the

-5

layout import and the created grouping to additional projects.

(7 Checkhud for SAP Systems — x
[l (W - New project x 5
H
: &
BE|ln~- ~|F @ @ eboaoknR n
|F‘“E' |® |_~(§5 ol* 354 0& Customer maintenance AND post customer inveices/credit memos AND payment run F]
I o] N ject 5
ew proj
prel [P Query | Analyzation settings | User attribution | Risk management | Documentation 3
[% 0/ 354 0L Customer maintenance AND post customer invoi |
35 Users (e es | 3 Single Roles
I 3
Drag a column header and drop it here to group by that column [y i) =
Isattributed T User T | Valid from* ¥ Valid through T Type T Group T Lock & e
| 5 Export ...
@ ARINNE Always Always Service (5) ADMIN Unlocked (0) -
-] ASTROHMANN Always Always Dialog (A) DEVELOPER Unlocked (0) £
5
-] CAL Always Always Dialog (A) DEVELOPER  Unlocked (0)
@ CHECKAUD Always Always System (8) REVISION  Locked by incorrect logans (128) —
-] DDIC Always Always System (B) SUPER Unlocked (0)
@ DEVELOP Always Always Dialog (4) DEVELOPER Unlacked (0)
(-] DEVELOP1 Always Always Dialog (4) DEVELOPER  Unlacked (0)
(-} DEVELOP10 Always Always Dialog (4) DEVELOPER Unlacked (0)

Figure 186 - Importing/exporting the created layout

Note: The layout of the table view also has an effect on the Excel exports created from the results.
They use the same column orders, sorting, and so on, as the ones defined in the table layout in
CheckAud.

Exporting the results

You can export the results of an evaluated analysis project for each individual queries, for multiple
queries in a subproject or for the whole analysis project. For the partial or full export, an HTML
overview is created that provides a link to the individual result files (Excel documents).




lll - 5.1 Exporting an authorization query

An authorization query must be evaluated and selected for the result export. You use the button
to start the export. A dialog box for selecting the storage path appears:

s Speichern unter X
i « v » Dieser PC » Lokaler Datentriger (C:) » _IBS » Export [N J) "Export" durchsuchen o
Organisieren » Neuer Ordner EEEN 4 o
A Name Anderungsdatum Typ GraBe

. » 3 Schnellzugriff
© 5 (3 CheckAud
"> @ OneDrive

I ~ W Dieser PC
" “J 2D-Objekte
5 &=/ Bilder
> I Desktop
» |5 Dokumente
' » ¥ Downloads
> b Musik
>
s

i Videos

i 5 Lnbaler Natentes ¥

Es wurden keine Suchergebnisse gefunden,

Dateiname: | Delete table change logs

Dateityp: | Excel workbook

# Ordner aushlenden

| Speichern | | Abbrechen

Figure 187 - Specifying the storage path for the result export

The result file is created as an Excel workbook (*.Xisx) by default and contains multiple

spreadsheets:

Authorized users

List of authorized users

Authorization origins user

List of authorized users and the origins of their authorizations

Authorized composite roles

List of composite roles that fully grant the authorization, origin of
authorization

Composite roles

List of the authorized composites roles with the composite/single
roles or authorization objects contained

Authorized single roles

List of single roles that fully grant the authorization, origin of
authorization

Single roles

List of the authorized single roles with the authorization objects
contained

Query

Technical composition of the authorization query

Analysis settings

Overview of the check settings

User attribution

List of legitimate users for this query

Risk Management

Settings for this query from Risk Management




Authorized users

tiake

Authorization origins User |

Authorized CompositeF... (@ : [«[ ]

Documentation Information from the documentation for this query

a1 R x v £ |
A A \ B \ c \ D [ B | F \ G \ H \ \ J L[-]
1

2| User count (by filter / total)

3| 61/ 61 users

4| 0/ 0 attributed users

5 | k  61/61not attributed users

6 | Score: 39

7 |Isat d E‘ User E‘ Valid from E‘Vaid ug| Iz‘ Type E Group E‘ Lock E‘ logons E‘ A 1D E‘Cmtor E‘
8 |false ABRINKMANN 1900-01-01' 90999-12-31 A “PERSONAL  Unlocked (0) 0 TOMTIEDE
9 |false AKAUERT 1900-01-01" 9999-12-31' A TFINANZ Unlocked (0) 0 TOMTIEDE
10 |false ARINNE 1900-01-01" 9999-12-31 S " ADMIN Unlocked (0) 0 TOMTIEDE
11 |false ASTROHMANN 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 OKORTS
12 |false BSCHWARTAU 1900-01-01" 9999-12-31 A Y FINANZ Unlocked (0) 0 TOMTIEDE |
13 |false CAL 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 OKORTS

14 |false CKOCH 1900-01-01" 9999-12-31 A TFINANZ Unlocked (0) 0 TOMTIEDE
15 |false CURBAN 1900-01-01" 9999-12-31 A TFINANZ Unlocked (0) 0 TOMTIEDE
16 |false DEVELOP 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 sAP*

17 |false DEVELOP1 1900-01-01" 9999-12-31' A "DEVELOPER  Unlocked (0) 0 OKORTS
18 |false DEVELOP10 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
19 |false DEVELOP11 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
20 |false DEVELOP12 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
21 |false DEVELOP2 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
22 |false DEVELOP3 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
23 |false DEVELOP4 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
24 |false DEVELOPS 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
25 |false DEVELOPS 1900-01-01" 9999-12-31' A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
26 |false DEVELOP7 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
27 |false DEVELOPS 1900-01-01" 9999-12-31 A "DEVELOPER  Unlocked (0) 0 TOMTIEDE
28 |false DEVELOP9 1900-01-01" 9999-12-31 A “DEVELOPER  Unlocked (0) 0 TOMTIEDE
29 |false GSCHLUTER 1900-01-01" 9999-12-31 A T FINANZ Unlocked (0) 0 TOMTIEDE
30 |false GSCHROTT 1900-01-01" 9999-12-31 A “BERATUNG  Unlocked (0) 0 TOMTIEDE
31 |false HKANDERA 1900-01-01" 9999-12-31 A TFINANZ Unlocked (0) 0 TOMTIEDE
32| HSTFITER N L N

Figure 188 - Result table: List of authorized users




d - c@-§- - Create vendor (centrally).xlsx - Excel 53] - X
Stat  Einfigen  Seitenlayout  Formeln  Daten  Uberprifen  Ansicht  Hilfie  FoxitReaderPDF Q' Wasmochten Sietun? £ Teilen

Al |- e User v
A | B C D E F G H 1
1 [user [~ User ~|C ite Role | ~ | Single Role '~ | Composite Profile | iate Composite Profile  +|Single Profile [+ ization Object |~ Authorizatio
2 ABRINKMANN IBS_FI_K_STAMM_BK1000 T-E2550313 F_LFA1_APP T-E25503130
3 |ABRINKMANN IBS_FI_K_STAMMN_BK1000 T-E2550313 F_LFA1_APP T-E25503130
4 | ABRINKMANN IBS_FI_K_STAMM_BK1000 T-E2550313 F_LFA1l GEN T-E25503130
5 |ABRINKMANN IBS_FI_K_STAMM_BK1000 T-E2550313 F_LFA1l GRP T-E25503130
6 ABRINKMANN IBS_FI_K_STAMM_BK1000 T-E2550313 5_TCODE T-E25503130
7 AKAUERT IBS_FI_K_STAMM_BK2XXX T-E2550314 F_LFA1_APP T-E25503140
8 AKAUERT IBS_FI_K_STAMM_BK2XXX T-E2550314 F_LFA1_APP T-E25503140
9 |AKAUERT IBS_FI_K_STAMM_BK2XXX T-E2550314 F_LFA1l GEN T-E25503140
10 AKAUERT IBS_FI_K_STAMM_BK2XXX T-E2550314 F_LFA1l GRP T-E25503140
11 AKAUERT IBS_FI_K_STAMM_BK2XXX T-E2550314 S5_TCODE T-E25503140
12 |ARINNE IBS_BC_ADMIN_ALL T-E2550252 S5_TCODE T-E25502520
13 |ARINNE IBS_BC_ADMIN_ALL T-E2550252 S_TCODE T-E25502520,
14 ARINNE IBS_SAP_ALL REDUCED T-E25503773 F_LFA1 APP T-E25503770
15 ARINNE IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770
16 ARINNE IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770
17 |ARINNE IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770,
18 ARINNE IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1l GEN T-E25503770
19 ARINNE IBS_SAP_ALL REDUCED T-E25503773 F_LFA1l GRP T-E25503770
20 ARINNE IBS_SAP_ALL_REDUCED T-E25503778 S5_TCODE T-E25503770
21 |ARINNE IBS_SAP_ALL_REDUCED T-E25503778 S5_TCODE T-E25503770,
22 | ARINNE SAP_ALL & _SAP_ALL 3 F_LFA1_APP & SAP_ALL
23 ARINNE SAP_ALL & SAP_ALL 3 F_LFAI_APP & SAP_ALL
24 |ARINNE SAP_ALL & SAP ALL 3 F_LFAl APP & SAP_ALL
25 |ARINNE SAP_ALL & SAP_ALL 3 F_LFA1_APP & SAP_ALL
26 | ARINNE SAP_ALL & SAP_ALL 3 F_LFA1_GEN & SAP_ALL
27 |ARINNE SAP_ALL & SAP_ALL 3 F_LFA1_GRP & SAP_ALL
28 |ARINNE SAP_ALL & SAP ALL 8 S TCODE & SAP_ALL
29 |ARINNE SAP_ALL & SAP_ALL 8  5_TCODE & SAP_ALL
30 ASTROHMANN IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770
31 ASTROHMANN IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770,
32 ASTROHMANN IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770
33 ASTROHMANN IBS_SAP_ALL REDUCED T-E25503773 F_LFA1l APP T-E25503770
34 ASTROHMANN IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_GEN T-E25503770
35 |ASTROHMANN IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_GRP T-E25503770,
36 ASTROHMANN IBS_SAP_ALL_REDUCED T-E25503778 S_TCODE T-E25503770
37 ASTROHMANN IBS_SAP_ALL REDUCED T-E25503778 S_TCODE T-E25503770
38 | ASTROHMANN SAP_ALL & SAP_ALL 3 F_LFA1_APP & SAP_ALL
39 | ASTROHMANN SAP_ALL & SAP_ALL 3 F_LFA1_APP & SAP_ALL
40 | ASTROHMANN SAP_ALL & SAP_ALL 3 F_LFA1_APP & SAP_ALL
41 ASTROHMANN AP_AlL & SAP All 3 E_IEA1 _APP & SAP All El
» | Authorized users | Authorization origins User | Authorized Composite Roles |  Auth. origin ... @ © [¢] ]

Figure 189 - Result table: List of authorized users and the origins of their authorizations

lll - 5.2 Exporting an authorization query - compairing snapshots

If you have selected a second snapshot for comparison for the evaluation of an authorization, the
comparison results are included as an additional table in the Excel export;

[Comparison “Jsattributed - user - validfrom - Validthrough - Type - Group -

ously authorized and deleted JHERRMANN  1500-01-01 9999-12-31 A
nchaged Ise JLERCH 1900-01-01 9995-12-31 A )
ewly authorized Ise TEST2 1900-01-01 9999-12-31 A °
reviously authorized TOMTIEDE 1900-01-01 9999-12-31 § " SUPER
chaged Ise WE-BATCH 1900-01-01 9995-12-31' B “supER

Figure 190 - Result table: Comparison of two snapshots

If the snapshots to be compared have different SAP system release levels or changed customizing
settings, the authorization query in question may be evaluated with a different definition. This is the
case for release-independent authorization queries (authorization queries that are evaluated with
different object compositions/definitions based on the SAP system release). For more information,
see the chapter Release-Independent Authorization Queries. This is displayed as follows on the
Query tab in the export:
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Query (Target snaphshot)

|

W e

(

S_ADMI_FCD{S_ADMI_FCD = 'TLCK')

and

S_TCODE(TCD ANY ('SMO1_DEV', 'SM01_CUS"))
)

i il

o @~
il |

10 Query (Comparisen snaphshot)
11 (
12 |

13_ S_ADMI_FCD(S_ADMI_FCD = 'TLCK')
14 | and

15 S_TCODE(TCD = 'SM01')

16 )

17 |}

» .| Authorized Composite Roles | Auth. origins Composite Roles | Authorized Single Roles | Auth. origins Single Roles \Query | Analyzation settings | Use .. & : «]

Figure 191 - Query display in the export: Comparison of two snapshots

Exporting a table query

A table query must be evaluated and selected for the result export. You use the button to start
the export. A dialog box for selecting the storage path appears. The result file is created as an Excel
workbook (*.xsx) by default and contains multiple spreadsheets:

Results

List of the results of the table query

Query

Technical display of the table query, list of tables, table fields and
select and join criteria

Analysation settings

Overview of the check settings

Assessment

Display of the criteria for assessing the content of the table
queries (requirements fulfilled/not fulfilled)

Documentation

Information from the documentation for this query




-5.4

AL B £ | ~|
A A B C | D E -
1
2|
3 | Data record count (by filter / total)
4 | 11/ 11 data records
5 |
6 | Score: 0
7 |- | AUTH.USR02.BNAME | - | AUTH.USR02.GLTGV | - | AUTH.USR02.GLTGB |- AUTH.USRO02.USTYP |- |AUTH
8 |Criteria not satisfied ARINNE & ADMI
9 |Criteria not satisfied ASTROHMANN A DEVE
10 |Criteria not satisfied CHECKAUD B REVIS
11 |Criteria not satisfied DDIC B SUPE
12 |Criteria not satisfied NHERMKES A SUPE
13 |Criteria not satisfied NOTFALL A SUPE
14 |Criteria not satisfied OKORTS 5 ADMI
15 | Criteria not satisfied OTHULKE A ADMI
16 |Criteria not satisfied SGERON A PERS!
17 | Criteria not satisfied STEFFEN A ADMI
18 |Criteria not satisfied TOMTIEDE A ADMI
19 |
20 |
21 |
22 |
23
24|
25|
26 |
27 |
28 |
29 |
£ L_J
31
27 | -]
PRS Results | Query | Analyzation settings | Assessment | Documentation .. &) : [«[ ] [v]

Figure 192 - Exporting a table query

Exporting a parameter query

A parameter query must be evaluated and selected for the result export. You use the button to
start the export. A dialog box for selecting the storage path appears. The result file is created as an
Excel workbook (*.Xsx) by default and contains multiple spreadsheets:

Results List of the results of the parameter query

Analysation settings Overview of the check settings

Documentation Information from the documentation for this query
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Figure 193 - Exporting a parameter query

lll - 5.5 Partial / Whole export of an analysis project

You can also perform a partial or full export of the analysis project with multiple authorization queries

using the & button. To do so, you must first select a subtree in the analysis project or the overall
project itself together with multiple evaluated queries:




(" CheckAud for SAP Systems

CheckAud E * New project %

BBlvn- ~|F

GBlav=a DRl B

Filter

©

& 71> New project

4 [E 71" New project
4 T 71" MM - Quick Audit Materials management
@ Purchasing process (without returns processing)

4 T3 23|* Purchasing

4 [ 90" Purchase order
L%! 100[* 0 & 0. Release purchase order
L% 93 |" 71 0& Maintain purchase requisitions
L%! 92|* 7.4 0L Mass maintenance purchase requisition
L% 92 |" 81 0& Maintain purchase orders
L%! 72|* 74 0.1 Mass maintenance purchase order
P72 |" Master data
4 T3 21| Goods movement

[% 921 7 & 0L Performing return deliveries and amendments

@ 92|* 7 & 0L Create goods receipts for purchase orders
@ 93 |" ?1 D& Create, change, post outbound deliveries
[% 72/ 74 0L Shift period
@ 30" 74 0L Allow retroactive posting in previous period
I £ 26" Invoice verification
4 i g Inventory
1 £ 77| Material master
b T 24 |* Segregation of duties

@ 93 |" ?1 D& Post goods movement as an initial entry of stock balani|

@ a7 0L Receiving or sending goods after the end of the month

REJUIcl Analyzation settings

r Combined score

User attribution

Documentation = Export options

 Subitem scores

MM -
Quick
Audit
Materials
manageme

X

| [it] Parameters |@Tables | H Queries |ETrees

Figure 194 - Selecting a subtree within the analysis project

If you now click the & button for the export, the standard dialog window for specifying the storage

path opens again:

@Z- Speichern unter
4 Bl » DieserPC » Desktop

Organisieren Meuer Ordner

Mame

! Dieser PC
“J 2D-Objekte
Bilder
| Desktop
Dokumente
* Downloads
D Musik
m Videos
ES System (C) v

Anderungsdatum  Typ

Inhalt des Ordners wird aufgelistet...

O

"Desktop” durchsuchen

Bz

Dateiname: | (S22 EETG

Dateityp:  HTML-Datei (*.htm;*html)

~ Ordner ausblenden

[ speichern | | Abbrechen ‘

Figure 195 - Dialog window for storing the partial export

Unlike the export of an individual query, HTML is specified as the file format for partial or full exports.
An HTML overview page is generated and a subdirectory with the individual Excel documents for




each query included in the partial export is automatically created in the same storage location. In the
HTML overview, links to this storage location are then set so that you can conveniently open your
desired export from the familiar analysis project structure.

You can use the generated HTML overview to select the individual result exports:

5 71 [* MM - Quick Audit Materials management
User e}(l‘._‘OI'T as .ceviile
Role E}CEOI'T as .csviile
Audit Report
User authorization matrix

Composite role authorization matrix
Single role authorization matrix

General
Analyzed were: Users, Composite Roles, Single Roles

(default)

System Id: PJ1

Client: G66

Snapshot 2019-10-29 09:44:16

[ show analyzation settings |

Show user attribution

[F3 Purchasing process (without returns processing)

77 22 |* Purchasing

T2 20 [* Purchase order

1% 100 [* 0 & 0 % Release purchase order

Show documentation

1% o2 |* 7 & 0 % Maintain purchase requisitions

Show documentation

1% oo |* 7 & 0 % Mass maintenance purchase reguisition

Show documentation

1% o2 |* & & 0 1 Maintain purchase orders

Show documentation

%72 |* 7 L 0 1 Mass maintenance purchase order

Show documentation

Figure 196 - HTML overview of a partial export




Freen
&)

ieser PC
 3D-Objekte
[&] Bilder

[ Desktop

Dokumente
¥ Downloads
b Musik
B Videos
System (C)

2 Elemente

Avﬁ'ht

« ~ 4 I » DieserPC » Desktop

A Name

|| Bestellung_files
. Bestellung.html

Anderungsdaturm

09.01.201909:24
09.01.2019 09:24

Typ

Dateiordner

Firefox HTML Doc...

v | O

Grobe

56 KB

Wahlen Sie eine Datei fir die Vorschau aus.

3

"Desktop” durchsuchen »

Figure 197 - Storing the export in the file system

D. | B = = | Abfrageergebnisse

Start Freigeben Ansicht
<« v B + DieserPC » Desktop » Bestellung_files » Abfrageergebnisse
- ~
[ Dieser PC Mame
: 3D-Objekte Bestellanforderung pflegen xlsx
& Bilder Bestellung freigeben xls:
lsx
[ Desktop - v *
Massenpflege Bestellungen.xdsx
Dokumente o
Pflege der Bestellungen.dsx
¥ Downloads
b Musik
B Videos
i3 System (C)
5 Elemente

Anderungsdaturm

09.01.2019 09:24
09.01.2019 09:24
09.01.2019 09:24
09.01.2019 09:24
09.01.2019 09:24

Typ

Microsoft Excel-Ar...
Microsoft Excel-Ar...
Microsoft Excel-Ar...
Microsoft Excel-Ar...
Microsoft Excel-Ar...

Grobe

B3 KB
51KB
43KB
51KE
116 KB

Wahlen Sie eine Datei fir die Vorschau aus.

"Abfrageergebnisse” durchsu.. 0

[E=

Figure 198 - Storing the export in the file system

During the partial or full export, additional composite exports are generated that aggregate multiple
individual exports. You can access them from the HTML view:




I o |* New project
User export as .csvfile
Role export as .csvfile
Audit Repaort
User authorization matrix

Composite role authorization matrix
Single role authorization matrix

General
Analyzed were: Users, Composite Roles, Single Roles

(default)

System Id: EOZ2

Client: 700 [IBS Presentation]

Snapshot: most recent (2017-06-07 09:12:47) [without Parameter]

| Show analyzation settings |

| Show user attribution |

%% 0 [* BC - Quick Audit Basis component

Figure 199 - Overview of composite exports
The following composite exports are generated:

List of all the evaluated authorization queries together

User export (csv-file) with all the authorized users

List of all the evaluated authorization queries together

Role export (csv-file) with all the authorized roles (composite and single
roles)

Audit report (docx-file) Results as a formatted Word report

User-authorization-matrix (xIsx-file) Comparison of users to authorizations

Single-role-authorization-matrix x (xIsx-
file)

Composite-role-authorization-matrix
(xIsx-file)

Comparison of single roles to authorizations

Comparison of composite roles to authorizations




il-5.5.1

il -5.5.2

User export - csv

Al | X N S Folder

A A | B | C | D { E | F | G | H | I | J | K | L | M | N

1 |Folder Query Is attributed  User Valid from  Valid through Type Group Lock Incorrect logc Account ID  Creator Created on  Last logon dat Last

z il ARINNE 01.01.1900 31.12.9999 § ADMIN 0 0 TOMTIEDE 06.06.2017 01.01.1900
3 |Purchase orde Maintain purc No ASTROHMAN| 01.01.1900 31.12.9999 A DEVELOPER o o OKORTS 20.09.2005 27.04.2010
4 |Purchase orde Maintain purc No CAL 01.01.1900 31.12.9999 A DEVELOPER 0 0 OKORTS 20.09.2005 21.08.2014
57 Purchase orde Maintain purc No CHECKAUD 01.01.1900 31.12.9999 B REVISION 128 o TOMTIEDE 02.12.2013  14.06.2016
6 _|Purchase orde Maintain purc No DDIC 01.01.1900 31.12.9999 B SUPER 0 0 TOMTIEDE 19.11.2005 01.01.1900
T_ Purchase orde Maintain purc No DEVELOP 01.01.1900 31.12.9999 A DEVELOPER 0 0 SAP* 03.11.2005 28.08.2007
8 |Purchase orde Maintain purc No DEVELOP1 01.01.1900 31.12.9999 A DEVELOPER o 0 OKORTS 20.09.2005 21.09.2005
9 |Purchase orde Maintain purc No DEVELOP10 01.01.1900 31.12.9999 A DEVELOPER o 0 TOMTIEDE 19.11.2005 01.01.1900
1@ Purchase orde Maintain purc No DEVELOP11 01.01.1900 31.12.9999 A DEVELOPER 0 o TOMTIEDE 19.11.2005 01.01.1900
11 |Purchase orde Maintain purc No DEVELOP12 01.01.1900 31.12.9999 A DEVELOPER 0 0 TOMTIEDE 19.11.2005 01.01.1900
IZ_ Purchase orde Maintain purc No DEVELOP2 01.01.1900 31.12.9999 A DEVELOPER 0 0 TOMTIEDE 19.11.2005 01.01.1900
13 |Purchase orde Maintain purc No DEVELOP3 01.01.1900 31.12.9999 A DEVELOPER 0 0 TOMTIEDE 19.11.2005  01.01.1500
14 |Purchase orde Maintain purc No DEVELOP4 01.01.1900 31.12.9999 A DEVELOPER o 0 TOMTIEDE 19.11.2005 01.01.1900
15; Purchase orde Maintain purc No DEVELOPS 01.01.1900 31.12.9999 A DEVELOPER o0 o TOMTIEDE 19.11.2005 01.01.1900
16 |Purchase orde Maintain purc No DEVELOPB 01.01.1900 31.12.9999 A DEVELOPER o 0 TOMTIEDE 19.11.2005 01.01.1900
‘lz Purchase orde Maintain purc No DEVELOP7 01.01.1900 31.12.9999 A DEVELOPER 0 0 TOMTIEDE 19.11.2005 01.01.1900
18 |Purchase orde Maintain purc No DEVELOPE 01.01.1900 31.12.9999 A DEVELOPER ] 0 TOMTIEDE 19.11.2005  01.01.1900
19 |Purchase orde Maintain purc No DEVELOPS 01.01.1900 31.12.9999 A DEVELOPER o o TOMTIEDE 19.11.2005 01.01.1900
20 |Purchase orde Maintain purc No GSCHROTT 01.01.1900 31.12.9999 A BERATUNG o 0 TOMTIEDE 19.11.2005 16.06.2009
ZL Purchase orde Maintain purc No JBERGMAN 01.01.1900 31.12.9999 A DEVELOPER o o OKORTS 20.09.2005 30.11.2012
22 |Purchase orde Maintain purc No JHOST 01.01.1900 31.12.9999 A ADMIN 0 0 TOMTIEDE 10.11.2005 13.03.2006
23 |Purchase orde Maintain purc No KLORE 01.01.1900  31.12.9999 A ADMIN 0 0 TOMTIEDE 19.11.2005  13.03.2006
24 |Purchase orde Maintain purc No MANSKAT 01.01.1900 31.12.9999 A SCHULUNG o 0 TOMTIEDE 19.11.2005 13.03.2006
25 MALITTKALL 01011000 21.17.0000 A NEVELODER a n
«

“AuthorizedUsers | ®

-[I] M -+ 100%

Role export - csv

Figure 200 - Example of a user export

ET3 haca nrrc Mace maintan

IBS_SAP_ALL_All Authorizations except Au

IRS-RECHMLIA AL Asth, frr A

7 TOMTIEDE.

21:27-20 TOMTIEDE

Al =i x « fi | Folder

A A | B | c | D | E | F | G | H | I | J | K | L | M | N

1 |Folder lquery Composite Rc Role Description  Parentrole  Assigned Created by Createdon Created Changed by Changed on Changed Attributes  Obsa
2 |Purchase orde Maintain purc No IBS_MM_ALL All Authorizations for Mater 1 TOMTIEDE 19.11.2005 19:26:31 TOMTIEDE 08.09.2010 12:13:40 no
3 Purchase orde Maintain purc No IBS_SAP_ALL SAP_ALL-Role (all Authorizal 7 TOMTIEDE 19.11.2005 19:36:25 TOMTIEDE 07.12.2008 11:27:03 no
4 |Purchase orde Maintain purc No IBS_SAP_ALL_All Authorizations except Au 18 TOMTIEDE 19.11.2005 19:45:50 TOMTIEDE 06.06.2017 16:28:07 no
5_ Purchase orde Mass mainten No IBS_SAP_ALL SAP_ALL-Role (all Authorizat 7 TOMTIEDE 19.11.2005 19:36:25 TOMTIEDE 07.12.2006 E no
6 |Purchase orde Mass mainten No IBS_SAP_ALL_AIl Authorizations except Au 18 TOMTIEDE 19.11.2005 19:45:50 TOMTIEDE 06.06.2017 no
7 | Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plant 1000 4 TOMTIEDE 20.11.2005 00:32:04 TOMTIEDE 12.05.2006 no
8 |Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plant 1100 4 TOMTIEDE 20.11.2005 00:33:01 TOMTIEDE 12.05.2006 na
Qﬁ Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plant 1200 4 TOMTIEDE 20.11.2005 00:33:48 TOMTIEDE 12.05.2006 no
10 | Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plant 1300 5 TOMTIEDE 20.11.2005 00:34:24 TOMTIEDE 08.03.2010 no
11 Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plant 1400 4 TOMTIEDE 20.11.2005 00:34:55 TOMTIEDE 12.05.2006 no
12 Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plants 2xxx 5 TOMTIEDE 20.11.2005 00:35:26 TOMTIEDE 12.05.2006 na
13 Purchase orde Maintain purc Yes 1BS:MM_BESTPurchase order Plants 3xxx 5 TOMTIEDE 20.11.2005 00:36:10 TOMTIEDE 12.05.2006 no
14 Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plants 4xxx 5 TOMTIEDE 20.11.2005 00:36:36 TOMTIEDE 12.05.2006 no
15 Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plants 5xxx 5 TOMTIEDE 20.11.2005 00:37:07 TOMTIEDE 12.05.2006 no
IS_ Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plants 6xxx 5 TOMTIEDE 20.11.2005 00:37:33 TOMTIEDE 12.05.2006 no
17 | Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plants 7xxx 5 TOMTIEDE 20.11.2005 00:37:59 TOMTIEDE 12.05.2006 no
18 | Purchase orde Maintain purc Yes IBS:MM_BEST Purchase order Plants A-Z 5 TOMTIEDE 20.11.2005 00:38:30 TOMTIEDE 12.05.2006 no
19 | Purchase orde Maintain purc Yes IBS:RECHNUN All Authorizations for Accou 7 TOMTIEDE 19.11.2005 21:27:20 TOMTIEDE 13.10.2009 no
20_ Purchase orde Maintain purc No IBS_FI_K_ZAH AP Payment run 3 TOMTIEDE 19.11.2005 19:18:00 TOMTIEDE 13.10.2009 no
21 | Purchase orde Maintain purc No IBS_IM_ALL  All Authorizations for Invest! 7 TOMTIEDE 19.11.2005 19:26:25 TOMTIEDE 12.05.2006 no
22 Purchase orde Maintain purc No IBS_MM_ALL All Authorizations for Mater 1 TOMTIEDE 19.11.2005 19:26:31 TOMTIEDE 08.09.2010 no
23  Purchase orde Maintain purc No IBS_SAP_ALL SAP_ALL-Role (all Authorizat 7 TOMTIEDE 19.11.2005 19:36:25 TOMTIEDE 07.12.2006 no
24 Purchase orde Maintain purc No 18 TOMTIEDE 19.11.2005 19:45:50 TOMTIEDE 06.06.2017 no

12 102000 100215

M RuithorizedRoles | ()

10,11 2008

»
-l]] -+ 00%

Figure 201 - Example of a role export



lll - 5.5.3 Audit report - docx
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Figure 202 - Example of a audit report

lll - 5.5.4 User-authorization-matrix - xlsx

AL P X v & -

[

Score
Authorized users
attributed

not attributed

|

User =
191 SEIDLER
192 SFREDSEN
193 SGERON
194|SGIESE
SJODLICH
SRAKAN
SSCHREIBER
STAMMER
STANGE
STEFFEN
SWEDEKIND
SWOHLAUF
TANDERS
TBECKER
THECK
TKANBERS
TMELMANN
TOMTIEDE
TONASCH
TSCHNEIDER

coc

User authorization matrix @ K| 0
Bereit - @ -+ %
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EEEREE

o
=)

<O X X 3 3 M X X X X X X X X X X X X X X

Figure 203 - Example of a user-authorization-matrix




lll - 5.5.5 Composite-role-authorization-matrix - xIs
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Authorized Composite Roles
ite Roles - izatic -
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[uit=
0 s W
1
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Figure 204 - Example of a composite-role-authorization-matrix

lll - 5.5.6 Single-role-authorization-matrix - xIs
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IBS_AUDITOR_TAX
1BS_BC_ADMIN_ALL
1BS_BC_ADMIN_BASIS
1BS_BC_ADMIN_BENUTZER_ALL
1BS_BC_ADMIN_BENUTZER_PERSONAL
1BS_BC_ADMIN_BENUTZER_TRAINING
1BS_BC_ADMIN_ROLLEN_ALL
1BS_BC_ADMIN_ROLLEN_MENUE
1BS_BC_ADMIN_SYSTEM
1BS_BC_AUDITLOG_CONFIG
1BS_BC_AUDITOR

1BS_BC_DBADMIN
1BS_BC_DEBUG_REPLACE
1BS_BC_DELETE_CHANGEDOCS
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Figure 205 - Example of a single-role-authorization-matrix

Il - 5.5.7 Exports in a matrix view - linked Excel documents

-

The matrix view does not show the details of the origins of authorizations for individual users or
roles. However, the matrix documents are linked to the detailed individual Excel exports and provide
additional information in this way if necessary:
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Figure 206 - User-authorization-matrix
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To open the detailed list of authorization origins for a user (in this example) in the user/authorization
matrix, you can select the cell where the user and authorization intersect I by clicking it.
The individual export for the authorization in question opens together with the user selected
beforehand and the origins of his or her authorizations:




H S &5 Create vendor (centrally).xlsx - Excel = - x

Start  Einfigen  Seitenlayout  Formeln  Daten  Uberprafen  Ansicht  Hilie  FoxitReader PDF Q) Wesmachten Sietun? £ Teilen
|A77 -| : ‘ x f;H DDIC v‘

A | B [ D 3 F G H 1 [4]
1 User [~] User ~|C ite Role | ~ | Single Role [ ite Profile -/ i ite Profile +|Single Profile [+ ization Object |~ Authorizatio
68 |CKOCH 1BS_FI_K_STAMM_BK3000 T-E2550315 F_LFA1 APP T-E25503150)
69 |CKOCH IBS_FI_K_STAMMN_BK3000 T-E2550315 F_LFA1_GEN T-E25503150
70 |CKOCH 1BS_FI_K_STAMM_BK3000 T-E2550315 F_LFA1_GRP T-E25503150)
71 |CKOCH 1BS_FI_K_STAMM_BK3000 T-E2550315 S_TCODE T-E25503150
72 |CURBAN 1BS_FI_K_STAMM_BK3000 T-E2550315 F_LFA1 APP T-E25503150)
73 CURBAN IBS_FI_K_STAMM_EK3000 T-E2550315 F_LFA1 APP T-E25503150
74 |CURBAN IBS_FI_K_STAMM_BK3000 T-E2550315 F_LFA1_GEN T-E25503150
75 |CURBAN 1BS_FI_K_STAMM_BK3000 T-E2550315 F_LFA1_GRP T-E25503150
76 CURBAN 1BS_FI_K_STAMM_BK3000 T-E2550315 S_TCODE T-E25503150)
77 |pDIC SAP_ALL & SAP_ALL 3 F_LFA1 APP & SAP_ALL
78 |DDIC SAP_ALL & SAP_ALL 3  F_LFA1_APP & _SAP_ALL
79 |DDIC SAP_ALL & SAP_ALL 3 F_LFA1_APP & SAP_ALL
80 |DDIC SAP_ALL & SAP_ALL 3 F_LFA1 APP & SAP_ALL
81 |DDIC SAP_ALL & SAP_ALL 3 F_LFA1 GEN & SAP_ALL
82 |DDIC SAP_ALL & SAP_ALL 3  F_LFA1 GRP & SAP_ALL
83 |DDIC SAP_ALL & SAP_ALL 8  S_TCODE & SAP_ALL
84 |DDIC SAP_ALL & SAP_ALL 8  S_TCODE & SAP_ALL
85 |DEVELOP IBS_SAP_ALL REDUCED T-E25503773  F_LFAL APP T-E25503770
86 | DEVELOP IBS_SAP_ALL REDUCED T-E25503773  F_LFAL APP T-E25503770)
87 |DEVELOP IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770,
88 DEVELOP IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770
89 |DEVELOP IBS_SAP_ALL_REDUCED T-E25503773  F_LFAL GEN T-E25503770
90 |DEVELOP IBS_SAP_ALL REDUCED T-E25503773  F_LFAL GRP T-E25503770)
91 |DEVELOP IBS_SAP_ALL_REDUCED T-E25503778  S5_TCODE T-E25503770
92 DEVELOP IBS_SAP_ALL_REDUCED T-E25503778 S_TCODE T-E25503770
93 |DEVELOP1 IBS_SAP_ALL_REDUCED T-E25503773  F_LFAL_APP T-E25503770
94 |DEVELOP1 IBS_SAP_ALL REDUCED T-E25503773  F_LFAL APP T-E25503770)
95 |DEVELOP1 IBS_SAP_ALL_REDUCED T-E25503773  F_LFAL APP T-E25503770
96 | DEVELOP1 IBS_SAP_ALL REDUCED TE25503773  F_LFAL APP T-E25503770
97 DEVELOP1 IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_GEN T-E25503770,
98 |DEVELOP1 IBS_SAP_ALL_REDUCED T-E25503773  F_LFAL_GRP T-E25503770
99 |DEVELOP1 IBS_SAP_ALL REDUCED T-E25503778 S5 _TCODE T-E25503770
100 DEVELOPL IBS_SAP_ALL REDUCED T-E25503778  S5_TCODE T-E25503770)
101 DEVELOP10 IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770,
102 DEVELOP10 IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_APP T-E25503770
103 DEVELOP10 IBS_SAP_ALL REDUCED T-E25503773  F_LFAL APP T-E25503770
104 DEVELOP10 IBS_SAP_ALL REDUCED T-E25503773  F_LFAL APP T-E25503770)
105 DEVELOP10 IBS_SAP_ALL_REDUCED T-E25503773  F_LFA1 GEN T-E25503770
106 DEVELOP10 IBS_SAP_ALL_REDUCED T-E25503773 F_LFA1_GRP T-E25503770
107 DEVELOP1O IRS SAP_All _BEDUCED. T-F2550377 TCODE T-E25503770 El

E Authorized users | Authorization origins User Authorized Composite Roles ‘ Auth. origin .. B ¢ [4] |

Figure 207 - Released linked individual export for purchase orders for DDIC users

Note: This function is also provided in the single-role-matrix and the composite-role-matrix.

lll - 5.6 Encryption of export files

The export of single results will be started with the butten
encrypted for safe data storage:

. If necessary, the export files can be

r Format
Excel file Excel file
v No encryption. Mo encryption.
Encrypted Excel file Encrypted Excel file
@ Password required to open the file. v @ Password required to open the file.
r Encryption r Encryption
Password: | | Password: . e |
Password repetition: | | Password repetition;  sssessssss
r Path r Path
Filename: | CAUsers\cwolf\Documents\Assign passwords 1| Iz‘ Filename: |C:\User5\cwo|f\Documen13\Assign passwords 1| Iz‘

Figure 208 - Selection for encrypting an export file
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For a paratial or whole result export, there is also a possibility to encrypt the export files. Instead
encrypting every single file, a encrypted ZIP archive will be created during this export:

- Format

Separate files
No encryption.

ZIP archive

Ne encryption.

Encrypted ZIP archive

<
CIFCIECIES

Encrypted ZIP archive

Third party ZIP software required for opening!

Weak encryption (ZipCrypto), compatible with Windows Explorer.

Strong encryption (AES236), incompatible with Windows Explorer.

r Format

1)

Separate files
No encryption.

ZIP archive

No encryption.

Encrypted ZIP archive

Encrypted ZIP archive

<
CIECIECIE

Third party ZIP software required for apening!

Weak encryption (ZipCrypto), compatible with Windows Explorer.

Strang encryption (AES256), incompatible with Windows Explorer.

- Encryption
Password:

Password repetition: |

- Encryption

Path

Path
’V :ilename: CA\Users\cwolf\Desktop\IBS Sample Audithtml | E‘ ’7 Filename: |[CAUsers\cwolf\Desktop\IBS Sample Auditzip | E‘

Figure 209 - Selection for encrypting an export file
Note: Encryption of ZIP archives:

The Windows Explorer compatible ZipCrypto encryption computes with the password a 40bit key
which is used to encrypt the archive. This procedure is susceptible for simple brute force attacks.

The stronger encryption AES256 uses block ciphers based on the Rijndael algorithm and is
classified as the most used and most safe encryption method. To use this encryption you'll need
3rd-party products. It's advisable to encrypt the exports from CheckAud with the AES256 method

and a complex, long password.

Displaying the last exported files

After you export results, the most recent exports are listed in chronological order in the lower area of
the program window. This allows for convenient and quick access to files that have already been

exported.




(C+ CheckAud for SAP Systems

E * Fl - Financial accounting % _

BRelan- -|F &2 | IDEEII‘PD;EBDE;
Filter |®

4 |8 221® FI - Financial accounting
4 % 42|" FI - Finandial accounting
4 T3 24> Central tasks
[% 0" 404 0L Maintaining company codes
[% 0/* 414 0L Open and close posting periods
E%é 34 6 L 0L Display financial statements
b‘(é 0™ 39L& 0L Maintain exchange rates
[%'7 o™ 40l ol Maintaining automatic account determination

@ How are the parameters for update terminations set?
[%'7 53 474 0L Update administration
[% 27® 26 & 0L Display update data

I i 57 [* Master data

b 53 54 post

I i o> Payment

I i s0> Dunning notice

I i o Segregation of duties

b 53 47 I* Customizing

> B 77 ® Archiving

Last exports: g How are the parameters f... * . Fl - Financial accounting.h... *

Figure 210 - Quick access to the last exports performed

Click the * button next to each export to remove the corresponding quick access items from the

view. If necessary, you can close the quick access bar using the * putton in the bottom right
program window.

Last exports: E How are the parameters f... * B Fl - Financial accounting.h... % E‘

Note: The list of recently exported results is restricted to the analysis project file that is currently
open. When you close the project file, the quick access items displayed beforehand are removed.
The saved exports remain available at the storage path.

lll - 5.8 Options for partial/full export

For partial and full exports, you can configure project-specific settings for the individual and
composite exports created. To do so, you must select the root of an open analysis project. Display
in the Export options tab in the main window:




[N [ BS Sample Audit x Y
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B| - | F |glaw-=200CGEEREDR o
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g
4 [ 185 Sample Audit - ]
= - i es! on settings | User attribution | Documentation [Siedelaiiliy &
b 7 Overall Queries |
b T Basis Component Use global export options —
b 9 Financial Accounting [ Single exports H
| Authorization queries ) Parameter queries =
| Table queries | PDF documents E
2
~Composite exports 2
! Himl outline < Audit Report §
5
¥| Append thicket suffix @) ¥| User authorization matrix a
| User export as csv file ¥ Role authorization matrices
| Role export s csv file
- ion matrices Excel exports
Export all users (resp. roles) @ /! Create explanatory comments ()
Export filtered users (resp. roles) @
/! Divide the user authorization matrix into multiple files (@
[ Engish &

Figure 211 - Configuring partial/full exports

Single exports:

You can use the individual flags to control which single export files are to be generated during the
partial or full export. For example, if you deactivate the Authorization queries flag, then no Excel
export files are generated for the evaluated authorizations in the next partial/full export..

Composite exports:

You can use the individual flags to control which composite export files are to be generated during
the partial or full export. For example, if you deactivate the Audit report flag, then no audit reports
are generated as Word documents in the next partial/full export.

Note: Thicket directory

If activated, the “_files” suffix is appended to the name of the export directory. This automatically
connects the directory to the corresponding export file (HTML overview). If deactivated, the
“_contents” suffix is used instead. This is useful if you do not want the export file and export
directory to be connected automatically. You can deactivate this option, for example, if you want to
upload the exports to a SharePoint server (the thicket directory would not be visible there).

Authorization matrices:

You can use these flags to control how the various authorization matrices (user-authorization-matrix,
single-role-authorization-matrix and composite-role-authorization-matrix) are to be structured.

If activated, all the analyzed users (or roles) from the SAP system are

Export all users (or added to the authorization matrix.

oles) If deactivated, only users (or roles) that have an entry (authorization) arg

exported. Users (or roles) without authorizations are excluded.




|[User filters can be set during the analysis. These filters cause some userg
(or roles) to be excluded from the analysis.

Export filtered users (or |If activated, the users (or roles) that are filtered out of the analysis are stil
roles) included in the authorization-matrix (and marked with a “ - ).

|if deactivated, the users (or roles) that are filtered out of the analysis are
not included in the authorization-matrix.
The user-authorization-matrix is generated as an Excel file. However

Divide the user since it is difficult to work with very large Excel files, the export is divideg
authorization matrix intolinto several smaller files by default. The Excel files each contain 3
multiple files maximum of 50,000 data records. If you do not want the file to be divided

you can deactivate this setting here.

\While generating Excel files, comments can be created that point ou
specific issues. For instance, not all date information can be displayed ir
Excel. If the date is converted automatically, an explanatory comment ig
added to the cell. If you do not require comments, you can deactivate this
option.

Add explanatory
comments

Note: If you activate the Use global export options setting, then the export options from the
CheckAud program settings are applied for this open project (see the chapter Settings). If you set
your own options that differ from the global export options for the open analysis project, you must
deactivate the Use global export options flag.

Results | Analyzation settings | User attribution = Documentation [33slshdelailelt

[ Use global export options

—Single exports
Authorization queries Parameter queries
Table queries PDF documents
~ Composite exports
# Html outline Audit Report
Append thicket suffix 0 User authorization matrix
User export as .csv file Role authorization matrices

Role export as .csv file

~ Authorization matrices Excel exports
[ Export all users [resp. roles) o Create explanatory comments 0
[] Export filtered users (resp. roles) @@
Divide the user autharization matrix into multiple files o

Figure 212 - Custom configuration for partial/full exports

If you activate the Use global export options flag again, the global program export settings are
applied with immediate effect.

Rights origins and query compositions can be found in the settings under Individual exports and
Excel exports.




(+ CheckAud for SAP Systems

Checkfud

E Project

?ﬁ Snapshot

% Settings

o About CheckAud

B et

% Settings

—General

Default language: |H English

Dislogs: | sz it A Afelre

—Server

IP address / hostname: |Ioca|host

Port | S
Password: | Password saved | I:I
—Single exports
izati i Parameter queries
Export authorization origins PDF documents
Table queries

—Composite exports
| Hitml outline
Append thicket suffix )
User export as .csv file
Role export as .csv file

Audit Report
User authorization matrix
Role authorization matrices

—Authorization matrices

Export all users (resp. roles) o
| Export filtered users (resp. roles) o
Divide the user authorization matrix into multiple files o

— Excel exports

Create explanatory comments o

I Export query compaosition I

Figure 213 - Authoriziation origins and Export query composition
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Risk management

Introduction

CheckAud is an important component of risk management. It provides a unique perspective on the
results of authorization checks and is an efficient solution for assessing system security. As well as
technical authorization assignments, you can also include organization-specific characteristics such
as technical and organizational exception rules in your assessments. CheckAud uses this
information to calculate scores for all your queries, which can then be submitted to your
management team in graphical form, for instance. These scores let you document the function and
effectiveness of your risk management system, create targeted reports and notifications (event-
driven reporting) or highlight improvements or impairments to system security in authorization
projects.

Definition — What is a risk?

Company decisions are made with risk management in mind, and actions are taken with due
consideration of their potential positive or negative effects. Companies take prevailing conditions into
account as precisely as possible in order to safeguard these decisions and actions and minimize
negative effects to the greatest extent possible. In such cases, risk is measured based on its
likelihood of occurring and, if it does occur, its potential damage. These estimates form the basis for
the use of CheckAud within the context of risk management.

Configuring risk management

IV - 3.1 Description and documentation of risks

The basis for the risk management system is the technical description of the risk related to the
query selected. IBS supplies predefined risk descriptions (in German or English) for its standard
queries. These descriptions can be used and adapted to company-specific characteristics where
necessary. Documentation is used to provide a detailed description of the risk, and includes
keywords and recommendations for defining actions




IV - 3.1.1 Risk description & documentation for the authorization query

To open the risk description for an authorization query, you must select the authorization query in
the analysis project. The risk description and other related settings can be found on the Risk
Management tab page in the main window.

(7 CheckAud for SAP Systems - o
J& 125 Bxample Check SAP x

B&ln~ -5 @l @ obDocarREDR

Frer J© | % 100> 0& 0% Vendor maintenance AND post vendor invoices/credit memos AND payment run

1BS Example Check SAP

DIF General queries
100" Parameters

P Risk management

[ [ parameters | FE3 Tebles | 121 Queries | B Trees X

1001 Tabular evaluations [This combinati i leof ized outflows of enterprise values and thus eroneous financial reporting. -
100[” Legally critical authorizations. I these authorizstions are given to a single person, then it is possible that the requisite security criteria for data processing (integrity and suthorization) will not be fulflled.

bl Basic As a result, compliance wi for correctness, ndi fling set forth in 239 of the German Commercial Code) may be compromised.

PP Financial accounting No personal data as defined by GDPR and BDSG (nF) is processed here.

100> Central functions

100" Master data

100/™ Seperation of duties

(% 100/~ 0& 0% Vendor post vendor

% 100/~ 04 0% Customer maintenance AND post customer invoices/credit

TR
’7\ Nore I Very low I Low Il Medium I High Il Very high [ citial |

- Organizational mitigation control

[ Mitigation control defined

Resprsise | | s | \
.

{ | T | = [ — o | R T
" Descript

Figure 214 - Risk description

On the Documentation tab, you can enter additional information for each authorization query in
CheckAud and use it to better classify the priority of the query for risk management.

SAP Systems - 0O

185 Example Check AP
BEB|ar -] F & ® OoGBRRDD
Fleer J© | % 100 0& 0L Vendor maintenance AND post vendor invoices/credit memos AND payment run

1BS Example Check SAP

DI General queries

P Documentation

100" Parameters Tags B

1001 Tabuiar valustions Asap and Role aBaP igung- und ABAP Editor, Account Data, Bank Detils, Bankverbindung, Basic Functions, BC-ABA-LA, BC-DWE-SEM, BC-DWE-TOO, BC-
DWB-TO0-ABA, BC-DWB-TOO-ENH, BC-DWB-UTL-BRR, BC-SEC-AUT-PFC, Beleg, Besetzung, BW-WHM-DST, CA-EUR-CNV, Compiler, Creditor, Data Staging, Document, Enhancement Tools, Fl, Fl-AA-AA, FI-AR-AR, Fi- .

10017 Legally crites| suthorizations

bl Basic Scope B

bIP Financial accounting [This authorization can be used to create fictitious vendors and unauthorized accounting vouchers (invoices) without logistcs references. Unauthorized invoices may be settied by the manual vendor payment run,
resulting in erroneous reporting of costs and commitments in the profit snd pany

100[™ Central functions
100" Master data Authorization holders in collusion with vendors and having fraudulent intentions are in a pesition to initiste unauthorized outgoing payments. These authorizations in combination can be used to fraudulently|
manipulate the company balance shet.

[ [ parameters | T Tables [ (51 Queries | B Trees

100]” Seperation of duties

[% 100/~ 04 0L Vendor maintenance AND post vendor invoices/credit mem| | || \hen issued this critical comb ons, an indivi 1o the company in this respect.
% 100/" 04 0% Customer maintenance AND post customer invoices/credit
Th de of the potential d the ] ons of th holder.
This may aceur intent
~Objectives Bf
Cbjective: -
The objective of this control 1 assets as well a5 to safeguard the regularity and security of data processing in the company's financial reporting.
Specifications:

Only correct and authorized accounting documents are to be processed by payment run. The fundamental principle of separating the functions for these inc ile activities must be upheld. The

|verification mechanisms are to be documented as part of a target state design.

Risk management:
Risk avoidance:
The individual autheri to be distributed various responsible persons. (Separation of functions)

Risk recuction:
Monetary approval limits for the authorization holders are to be determined according to the level of risk.

If it should be necessary for a single authorization holder to keep the critical combination of authorizations, then organizational measures are to be implemented to compensate, Some risk of fraudulent activity
remains.

Transfer of risk:
Transferring Accounting and/or Logistics functions does not suffice to obviate the ri Tocation at which the d y occur.

Assumption of risk:

«
53 engish [

Figure 215 - Documentation and recommended actions




Tags
You can enter keywords separated by commas in this free text field. This enables searches within

the analysis project or in the overview of all the authorization queries in CheckAud 2025.2. The tags
can be entered in German and English, if you switch the language using the language selection.

You enter one or several keywords and various key terms and the relevant queries that contain
these terms are displayed in a list.

Queries

S
transport e @

Show: [ ] obsolete queries unlicensed queries

M... T Name Impact T -
| EC | Change ABAP programs | High |
EC Create and transport ABAP programs High
BC Import all requests into target system Very high
BEC Change the RECCLIENT in the SAP systemn group Very high
BC Release tasks Lo
BC Release requests Medium
BC Create Customizing reguests High
EC Release Customizing requests High
sD Maintain customers AND maintain conditions AND m...  Critical
EC Import individual requests into target system High
BC Approve transports to production system High
MM Create inventory count (remove materials) Medium
BC Create local requests High
.

Figure 216 - Search using keywords

Scope

In this free text field, you can describe the intended scope of this query. This helps you to better
organize and assess the query. The information can be entered in German and English, if you
switch the language using the language selection.

Objectives

You can define the objective of the query in this free text field. It lets you describe the purpose of
the query and the intended goal of the improvements based on the query results in more detail. The
information can be entered in German and English, if you switch the language using the language
selection.




IV - 3.1.2 Risk description & documentation for the table query

In contrast to authorization queries, only the documentation can be maintained for table queries:

(2} CheckAud for SAP Systems

IR | - New project %

BE|ln-

M 2|

Filter

|®

4 [H New project
4 B BC - Quick Audit Basis companent

b 3 Client Maintenance
b 75 Lagon Security
ser and authorization administration
b [ SAP standard users
4 T3 User administration
[ User Master Data
[ User Master Data Checklist
[P All users
[ Valid users with dialog capability
E% Users with reference users
% Customizing for reference users
[ Referance users with incorrect user type.
[ Valid users with dialog capability that have not logged in for
E Valid users with dialog capability using incorrect logins
[% Create users
[% Change users
[% Delete users
[% Lock/unlock/assign passwords to users
% Valid dialog users and their roles
[ SAP standard roles used
[% Assign roles to users

[% Create or change users AND assign roles
[ Authorization Checks for User Administration (S_USER_SAS)
[% Assign all roles to all users
3 Compasite Profile SAP_ALL
3 Users with SAP_ALL
[% Assign the SAP_ALL profile to users
[% Read tables with password hash-data in the database
b 5 Authorization administration
b B Table access
b 55 Development in SAP systems
b 55 RFC Security
b £ General Administrative Authorizations
v T Prohibited access rights

-

CcGRRREE

E% Users with SAP_ALL

14 Documentation

X

ees

rTogs [

‘ Benutzer, Profile, profiles, Sandardprofile, SAP_ALL, standard profiles, User

Scope [

The composite profile SAP_ALL contains virtually all of the autharizations in the SAP system. This would enable circumvention of all security
mechanisms. Adequate pretection of SAP data cannot be guaranteed.
This table contains all users who have been assigned the collective profile.

- Objectives

This table should be empty. The collective profile SAP_ALL should not be used.

Figure 217 - Documentation for a table query

Parameters | [T Tables | (%] Queries | T Tn




IV - 3.1.3 Risk description & documentation for the parameter query

In contrast to authorization queries, only the documentation can be maintained for parameter
queries:

7+ CheclAud for SAP Systems
[l [ - Mew project x

BRln- | E [y eYayeTrieis)
Filter |® [i% Complexity rules for passwords

a |H New project
4 B BC - Quick Audit Basis component

e Documentation

b £ Client Maintenance rTegs [
4 B Logon Securty Anmeldung, Kennwart, login, Login, b multi login, Parameter, password, Password
% Lagan Parameters
[1% Complexity rules for passwords [ Scope [
[} Backwards compatibility of passwords Riski The password is simple and can be guessed with few login attempts. The user repeatedly uses the same password. The user circumvents

[P The validty of a pessword i restrcted the system's attempt to force a password change when either no password history, or & password history that is too short, s selected.

[t Making it more difficult to try out passwords
[t% Prevention of muliiple logins
[ Unautherized use of an open SAP session
[% Change logon parameters
[% Read the tables containing user logon data
[% Lock the system against logens

b B User and authorization administration

b 5 Table access

[ Parameters | P ables | 2] Queries | T Trees

b 3 Development in SAP systems

b 5 RFC Security

b T General Administrative Authorizations
b 3 Prohibited access rights

- Objectives [Bf

The system parameters for the login contrals are set up to ensure that they provide appropriate access protection in their combined effect. The
desired password quality is ensured by automated presets. Protection against passward attacks is being configured.

Figure 218 - Documentation for a parameter query

IV - 3.1.4 Changing the risk description and documentation
The free text fields for the risk description and on the Documentation tab can be amended if

necessary. You can click the |%’button to edit the relevant free text field.
~Risk description B
This authorization can be used to delete all change documents (which ensure the traceability of changes to master data and transaction =
data). As a result, the traceability that is required by law is no longer guaranteed.

Figure 219 - Modifying the risk description




r Risk description
o Risk description medified from original value. Reset
This authorization can be used to delete all change documents (which ensure the traceability of changes to master data and transaction =
data). As a result, the traceability that is required by law is no longer guaranteed.

Own text: here you could find some individual risk dmiptiuns!l

Figure 220 - Amending the risk description

The 2193l hutton displays the original risk description in a separate popup window. The amended

risk description remains unchanged. You can use the HEsEt, button to reset the edited risk
description to the default value.

Original risk description

This authorization can be used to delete all change documents (which ensure the traceability of changes to =

master data and transaction data). As a result, the traceability that is required by law is no longer

guaranteed. hd
Figure 221 - Default value of the risk description

Note that any amendments to the risk description apply only within the current project. The text fields
on the Documentation tab can be edited using the same procedure described above.




IV - 3.1.5 Customer documentation
The documentation tab can be extended with tabs for customer's own documentation. This concerns
any element in a project, tables, trees, queries, parameters.

(2 CheckAud for SAP Systems

|H * New project x
BBla- -|F “- QOBLRBRRDDE
Filter |® |§§" Change ABAP programs

- E New project
[\.{;': Change ABAP programs

S|

B

Risk management |

1 © Add new tab | = Global template ~ |

User attribution

Results | Query = Analyzation settings

Default

"Tags @

ABAP, Auftrag, Basis, BC, development, Entwicklung, NetWeaver, program, Programm, request, transport, Transport

—Scope @
Changes in the development environment (for example, changes to reports, function modules, etc) are usually
made in the development system. The transport medium for such changes is a request that is created in the
development system and released there after the user has completed the relevant developer activity. This request
must then be imported into subsequent systems, including the production system.

The relevant system change option can be set in such a way as to protect the system against changes in the
development environment. In addition, the user requires a developer key in SAP ERP for most developer activities.
The developer key is no longer required in SAP S/AHANA,

| “ Parameters | %Tables | E Cueries | I&Trees x

—Objectives [5
Only emergency users are to be granted the right to change ABAP programs.

Figure 222 - Customer documentation

Via the button "Global template" the documentation setting (the arrangement of tabs and text fields)
can be saved and deleted as a template for newly created CheckAud® projects.

HEGUELERT LY Documentation

€9 Add new tab] | == Global template ~ |

Results | Query = Analyzation settings | User attribution

New tab 5 Q |
New text @r 0

Figure 223 - Set up Global Template




IV - 3.2 Effect of the risk
IV - 3.2.1 Effect of the risk - authorization queries

The effect describes the level of damage if the risk occurs. This estimate is based on the
experiences of the company and must therefore be individually defined. Appropriate estimates of
damage are preset for the IBS standard queries and can be individually changed if necessary.

Impact
ﬁ None || Verylow || e [ Medium || High || Veryhigh ||V Criical |

Figure 224 - Default value for the risk description

These settings influence the calculated score. More detailed information can be found in the chapter
The Analysis Project Score.

You can also document a compensating control in CheckAud in addition to the effect of the
authorization query risk. If it is not possible to technically safeguard a critical process using
authorization assignments in the SAP system, you can configure a non-technical control.

~Risk description B

This combination of authorizations poses a risk of unauthorized outflows of enterprise values and thus erroneous financial reporting. -

If these authorizations are given to a single person, then it is possible that the requisite security critena for data processing (integrity and
authorization) will not be fulfilled.

As a result, compliance with the requirements for correctness, completeness, and filing set forth in §239 Handelsgesetzbuch (section 239 of
the German Commercial Code) may be compromised.

Mo personal data as defined by GDPR and BDSG (nF) is processed here.

~ Impact
| None || Veylow || Low | Medium || High || Veryhigh ||V Crical |

 Organizational mitigation control

Mitigation control defined

Responsible: |Mr. Srith | Substitute: |Mrs. Albert |
 Residual impact

| None ||V Veylow || Low || Mediim || High || Veyhigh ||  Critical |
— Description

Segregation of duties:

- every accounting process more than 2.500,- € are to be approved

Figure 225 - Documentation for a compensating control

You can individually define the effect of a risk in the usual way. Use the Mitigation control defined
flag to activate the Residual impact setting. The compensating control is intended to compensate for
the actual damaging effect through the definition of an organizational action. Therefore, the
Residual impact defined must be lower than the initial effect without the compensating control. A
technical description including a rule with regard to responsibilities helps to document this non-
technical control measure. The definition of this compensating control and the reduced damage




effect associated with it improves the score calculated for this authorization query. More detailed
information can be found in the chapter The Analysis Project Score.

IV - 3.2.2 Effect of the risk - table queries

Effects of risk are not maintained for table queries.

IV - 3.2.3 Effect of the risk - parameter queries

The effects of risk are also maintained through the usual steps for system parameters. If the
parameter queries are based on the queries delivered as standard by IBS Schreiber GmbH, the
effects are predefined and cannot be changed.

|
o
x

(73 CheclAud for SAP Systems

ees

[l [ - Mew project x

BRln- |7 || [y eYayeTrieis)
Filter ‘@ [ Complexity rules for passwords

a |H New project
4 B BC - Quick Audit Basis component

b 55 Client Maintenance

4 [ Logen Security
% Logon Parameters o Not yet analyzed .
[t% Complexity rules for passwards Analyze now
[} Backwards compatibility of passwords
[ The validity of a password is restricted

RENER Analyzation settings | Documentation

[ Parameters | P ables | 2] Queries [ T T

[t Making it more difficult to try out
[F3 Prevention of multiple lagins Score T Status T Name T T Guideline 7| impact | System default T DEFAULT instance T
[ Unauthorized use of an open SAP session login/min_password_ing greater or equal & Medium
% Change logan parameters
£ Change legen pa login/passwerd_charset greater or equal 1 Medium
[% Read the tables containing user logon data
[% Lock the system against logons login/min_password_digits greater or equal 1 Medium
b 5 User and authorization administration login/min_password_specials greater or equal 1 Medium
> W Teble nccess login/min_password_diff greater or equal 3 High
b 5 Development in SAP systems
b B REC Secuity login/passwerd_history_size greater or equal 15 Medium
b £ General Administrative Authorizatians login/min_password _letters greater or equal 1 Medium
b 5 Prohibited access rights login/min_password lowercase greater or equal 1 Medium
login/min_password_uppercase greater or equal 1 Medium

(< Engish |8
Figure 226 - Effect of risk in parameter queries

You can configure the effect of risks for queries that you define yourself. For more information, see
the chapter Adapting the Analysis Project.

IV - 3.3 User attribution in authorization queries

You can use the user assignment to define exception rules (target specifications) for the
authorization queries. Users with high-level authorizations (technical users, user users) that should
not be used for the risk assessment are often included in the results. In addition, there are users
that are legitimate for a queried authorization based on the organizational structure. These users
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must also be excluded from the risk assessment, because they require the authorization to fulffill their
tasks. With that in mind, you can define rules that can be used to identify users as legitimate for the
query. The differentiated definition of users has a direct influence on the calculation of the score.

Click to add a user assignment for the applicable authorization query. If multiple
individual criteria are logically combined in one criteria block, you can create them one after the

other using the button. Individual criteria can be linked with a logical OR and/or AND. Multiple
criteria blocks are always created as OR links.

Results = Query = Analyzation settings [USghalMGLN Risk management = Documentation

—Attribution criteria

[ Inherit attribution criteria

| € Add criterion | | € Delete all crteria

|Group - ||equal A || finance H§| @ .
|Depar1ment - || like ¥ || *accounting® H§|
= O

|Cost center ~ || equal - || 0e15 -] [x)

Figure 227 - User attribution

You can use the following SAP user account attributes for the rules:
e User (user ID)
o Type

e Lock

¢ Valid from
Valid to
Group
Department
Role

Cost center
User Groups

You can use the following HANA DB user account attributes for the rules:
o User

¢ Valid from

¢ Valid to

e Restricted

¢ Deactivated

o User group

The attributes can be selected with the following relational operators, depending on the attribute:
Equal

Not equal to

Like

Unlike

Includes (enthalt)

Does not include (enthalt nicht)

Less than




e Greater than
o Less than or equal to
e Greater than or equal to

You can use * as a wildcard for the comparison values Like and Unlike.

As a basic principle, the rules are inclusion rules; that is, users that fulfill the rule are legitimate for
the authorization. Any users that do not fulffill the rule are not legitimate. Rules can be inherited in
specific ways within a project.

The example below shows how to legitimize specific users for an authorization query:

Results = Query = Analyzation settings [USghalMGLN Risk management = Documentation

— Attribution criteria
[ Inherit attribution criteria

| € Add criterion | | € Delete all crteria
|Group + || equal - || sueer .| @ .

Figure 228 - All users in the group SUPER are legitimate for the authorization query

Results  Query | Analyzation settings JUEEEELGITELN Risk management | Documentation

— Attribution criteria
[ Inherit attribution criteria
| € Add criterion || €) Delete all crteria
|Gr0up - ||unequa| - || SUPER | @ -

Figure 229 - All users apart from users in the group SUPER are legitimate for the authorization query




BNl Query  Analyzation settings | User attribution | Risk management = Documentation
ELYICLN () Composite Roles | 3 Single Roles
Drag a column header and drop it here to group by that column =~
Is attributed T User T | Valid from T Valid through T Type T Group T Lock -
(] . DEVELOP3 Always .Always . Dialog (A) . DEVELOPER . Unlocked (0)
e DEVELOP4 Always Always Dialog (&) DEVELCPER | Unlocked (0)
(] DEVELOPS Always Always Dialog (A) DEVELOPER.  Unlacked (0)
e DEVELOPS Always Always Dialog (&) DEVELOPER | Unlocked (0)
(] DEVELOP7 Always Always Dialog (A) DEVELOPER.  Unlacked (0)
e DEVELOPS Always Always Dialog (&) DEVELOPER | Unlocked (0)
e DEVELOPS Always Always Dialog (&) DEVELOPER  Unlacked (0)
e GSCHRCTT Always Always Dialog (4) BERATUNG | Unlecked (0)
e JBERGMAN Always Always Dialog (&) DEVELOPER  Unlacked (0)
° JHOST Always Always Dialog (4) ADMIN Unlacked (0)
(] KLORE Always Always Dialog (A) ADMIN Unlacked (@)
° KPETZOLD Always Always Dialog (4) VORSTAND | Unlocked (0)
(] MBEMTHIN Always Always Dialog (&) FINANZ Unlocked (0)
° MBUTTKAL Always Always Dialog (4) DEVELCPER | Unlocked (0)
v NHERMEKES Always Always Dialog (&) SUPER Unlocked (0)
L NOTFALL Always Always Dialog (&) SUPER Unlacked (0)
(] OKORTS Always Always Service (S} ADMIN Unlacked (@)
° OSCHARFENEER Always Always Dialog (&) DEVELCPER. | Unlacked (0)
- OTHLIKE =] AT Almave Rialnn (81 ANKAIN linlarkad ()

Figure 230 - Results display with user assignment

Note: A newly created user assignment is activated only once the authorization query is evaluated
again.

M
I it~ . .
You can use the button to load or save user assignments. An import of user

attributions from a TXT file will also be available for selection. The TXT file may contain only one
user ID per line:

) User-Attribution.be - Editor - m] x

Datei  Bearbeiten Format  Ansicht  Hilfe

TEST1 ~
TEST2

TEST3

CHECKAUD

SAP

AUDIT]

Windows (CRLF) Zeile 6, Spalte 6 100%
Figure 231 - Importing a TXT file for a user assignment

You can use the button to open a dialog window for selecting predefined user
assignments. Here, the file format must be changed from *.causeattribution to *.txt:




Results  Query = Analyzation settings JESELlaNEUN Risk management | Documentation

—Attribution criteria
[ Inherit attribution criteria

| € Add criterion| | €3 Delete all criteria
|User « || equal v || Tesm el .
|User + || equal v || tes2 |@
|User + || equal - || tes3 |@ . @
|User « || equal ~ || cHeckaup - el
|User ~ || equal HED N
|User « || equal - || auprror el

Figure 232 - User assignment based on an imported TXT file

Note: A line surrounded by a red box indicates that the value entered (in this case, for the user
name) is not included in the snapshot of the analysis project.

IV - 3.4 Import user attribution via user-authorization-matrix

For a precise analysis of assigned authorizations, it is sometimes necessary, to define users which
are allowed to have access to critical rights or critical combination of rights. Such a user attribution
can be configured via two possibilities. First one is to assign single users on the User attribution tab
on each authorization query. This has to be done manual for each user or each authorization query
and should only be used in individual cases. Another way is to use mass import functions to set up
multiple user assignements on several authorization queries. This could be necessary during first
implementations of CheckAud or due to organizational changes in the company or in the internal
processes. This import function can be found in the menu bar or via context menu in an analysis
project.
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71| Analyze

Export analyzation results

Rename F2

Impaort user attribution

Cut contents
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New

Delete contents

IBS intern

Figure 233 - start import

The mass import is based on the user-authorization-matrix which can be generated as a result
report of an analysis project:

—{]
.
[1]z] 4 A N [o) P Q
85
N
1 F
3| Score
4 | Authorized users
5 | attributed
6 | not attributed
7 |User ~ |Authorizations Iz‘ [ E‘X
8_ ALEREMOTE 0 X
9 |ARINNE 2 X
10 |BMEEDER 2 X
i DDIC 2 X
12 |DDIC_0O2 0 X
i DTESCHE 2 X
14 |ETD_BATCH 0 X =

Figure 234 - Original Benutzer-Berechtigungs-Matri




The new assignment can be done by changing the field values of the matrix from "X" to "O". Thus,
users are now defined as legitimate for the authorization.

— 1]
B
alz] 4 A | N Lo | P | Q
&
S5
N
1 ‘o& $
Z Score
4 | Authorized users
5| attributed
6 not attributed
- 7 User E‘ Authorizations E‘ (o Iz‘ X
8 ALEREMOTE 0 X
9 |ARINNE 2 X
10 | BMEEDER 2 X
11 DDIC 2 X
12 | DDIC_002 0 X
13 DTESCHE 2 X
14 ETD_BATCH 0 X

Figure 235 - Configured user-authorization-matrix

The next step is to import the prepared user-authorization-matrix in CheckAud. During this step,
each authorization query will set up with the new user attribution.

cecoi IR |
BRBln~- ~-|Ff O |[@lav=oDEacREEE

Filter |© [ 35/ 183
4 [H 35 183 —
[% 711> 29& 04 Open closed periods
[% 0> 294 04 Open and close posting periods ' Delete all criteria)
User | equal ~ || ARINNE A<} -
User | |equal || BMEEDER (-)E @
User | equal ~ || DTESCHE .8l

User attribution successfully applied X

v The attribution was successfully imported.

Figure 236 - Due to import, user attribution is set up

After import and a new evaluation of the analysis project, due to the ne user attribution all legitimated
users will be marked with a "green" label.




B 5 -
BRlo- | 8 Rlav=efCREREEH

Filter |© | =37 183
4 -
E 3‘7‘| IE3 LESTICRNETENIEENNEY User attribution
% 741> 26, @ pen closed periods -
- N criteria
[%oP 25 Qen and close posting periods [ EEiEmmi € Delete al riteria
User ~|[equal ~ || ARINNE ()] N
User v || equal || BMEEDER |Q| e |§‘
User ~|[equal ~ || orescre )]

Figure 237 - Result incl. user attribution

IV - 3.5 Inheriting the user attribution

Like the analysis settings, user attributions can also be inherited by subelements within the analysis
project. User assignments can be made at project, folder or query level:

i Project level: User assignments are inherited to all subelements.

-

- Folder level: User assignments are adopted from the inheritance; alternatively, the
inheritance can be interrupted at folder level. In such a case, the new user assignments are
inherited to all lower-level elements starting from this level.

[:{3* Query level: User assignments are adopted from the inheritance; alternatively, the
inheritance can be interrupted at query level.In such a case, separate user assignments then apply
for these queries.

You can interrupt the inheritance to the individual subelements in general by removing the flag
Inherit attribution criteria.

Results | Query | Analyzation settings RUE&ERgLNGLN Risk management = Documentation

— Attribution criteria
Inherit attribution criteria I

Figure 238 - Inheriting the user assignment

Results  Query = Analyzation settings JESEhglanGUl Risk management - Documentation

— Attribution criteria

[ Inherit attribution criteria

| € Add criterion| | €) Delete all criteria

| Group - || equal - |[ Finance .| o N
|Department A || like A || Vendor® ||§|

Figure 239 - Interrupting the inheritance of the user assignment




To make it easy to identify inheritance interruptions in the analysis project, you can change the view
in the analysis project. .

[

(2

project

Default analysis project view

BR|ln- ~|F 8| DCeGGE
| Filter ©

4 | 9| Neues Projekt
- 5‘) 9|* BC - Quick Audit Basis component
4 T 0|* Client Maintenance
Ep Clients
EE: Client Change Cptions
% Client Checklist
& 0|* 13E8 System change options per client

EE: 0[* 14E= Client change options
[:"Ja- o 398 0L Create new clients
[% 0]* 398 0L Change the settings of existing clients
% o]* 204 04 Delete Client
b 55 0[* Logon Security
4 B 9|® User and autharization administration
4 75 0" SAP standard users
E# SAP Standard Users
% 3E Standard users
@ SAP* user
85 DDIC user
[% 0" 654 04 Call report RSUSRO03 (Passwords of standa
E}: 0* 264 0L Delete users in the SUPER group
E{;’: o™ 264 04 lock/unlock/set passwords for users in the
[+ 0|* 264 0L Change users in the SUPER group

Figure 240 - Default analysis project view

Making interruption of transmission in the user assignment known in the tree view of the
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BE an~- ~|F E3 ODERrREEE
Filter O %% Delete table ch
“ E%‘mﬂckaUd_ . Results  Query Anal
Fi - t it
) Quic ‘ s compane — Attribution criteria —
[ Inherit attribution
|= Import/export ~
User
+)
[

I =7 User and authorization administration
[

[

[

I T3 General Administrative Authorizations
4 T3 Prohibited access rights

L:{;': Delete table change logs

Figure 241 - Displaying the interrupted inheritance of the user assignment in the analysis project

If the inheritance of the user assignment is interrupted in individual queries or folders, this can be
seen in the tree view with this setting.

IV - 3.6 Project views for displaying changes in risk management configuration

Any changes in risk description, impact, assassement criterias (on tabular queries) and
documentation overriding the standard can be displayed in the analysis project using project views.
Relating to the view, the changed queries will be marked in the analysis project.




[ i General Administrative Authorizations
4 T3 Prohibited access rights
L:{;': Delete table change logs

BR|ln- ~|F E-
Fitter ®
4 | New project
« B BC - Quick Audit Basis companent
a “lient Maintenance

DERFRERDE

L%EF Delete table ch

Results

Query | Anal

— Attribution criteria —
[ Inherit attribution

|=meWm'|

[] |User
@

Figure 242 - visualizing changes in risk management configuration of queries

For each view there are corresponding buttons in the menu bar:

|E = 1BS sample Audit %

Ao~ | R Ev=Q00 G

Figure 243 - Buttons for project views

[p visualize changes in impact of authorization queries

! visualize the definition of mitigation controls of authorization queries

[ Msualize changes in assessment criterias of tabular queries




o visualize changes in documentation of authorization queries

IV-4 The analysis project score

The analysis project score is a quantitative statement on system security based on the settings for
the damage effect, the user assignment and the compensating controls in combination with the
results (= authorized found users) for each authorization query, table query and parameter query
included in the project. The score is a value between 0 (= low system security, high risk) and 100
(high system security, low risk).

The score is calculated based on the total of all the queries in an analysis project. As part of the
process, the individual scores for each directory and/or individual query in the project are
determined. Each query can achieve a maximum score of 100. This score is achieved either if the
query is not relevant in terms of its effect (the effect is set to None (Keine)) or if the result meets the
target specifications, taking all the settings into account.

If deviating results are determined (= authorized but not legitimate users, deviating parameter

settings, deviating results in the table queries), a penalty factor is calculated and then deducted from

the maximum score of 100. The lowest possible score is 0, so any penalty factor, however high, can

never result in a score lower than O for a query or project.

The penalty factor is comprised of the following parts:

o Likelihood of occurrence (= the number of technically authorized users in an authorization query)
The number of users found to be authorized determines the likelihood of occurrence. The more

users that are technically authorized, the higher the likelihood that the queried authorization will be
used, and the higher the calculated penalty factor as a result.

o User attribution (= exception rules for users found to be authorized in an authorization query)
If technically authorized users are legitimate users for the queried authorization, these users are
not used to assess the likelihood of occurrence. Only users who are technically authorized but not
legitimate are used to calculate the penalty factor.

o Effect (= individual priority based on estimated damage)

The higher the damaging effect, the higher the penalty factor and the greater the reduction in the
score if it occurs.

e Compensating control
If no technical safeguards can be provided in the SAP system, the original damaging effect can
be reduced by defining this organizational control. In this case, the reduced effect is included in
the calculation of the penalty factor.

The number of users resulting in a score of 0 based on effect are shown below:

Critical 1
] 10

/\-//,eé/: Didh 25 Technically. authorized but not

Medium 100 legitimate users

Low 200




Very low 1000 |

None Unlimited

The cockpit view provides a quick overview of the score calculated for an analysis project, including
the respective sub-results of the check areas included in the project. In an analysis project, the
cockpit view is displayed when you select the project root or a subdirectory that includes evaluated

queries:

(7} CheckAud for SAP Systems

ees

[l [ - New project
AB|v- ~|F E1 o0rabohn
fler |® E} 42" F1- Financial accounting
a & 421F New project
4 T 42|F Fl - Financial accounting
4 [ 24]" Central tacks
[% 0l> 40& 0L Maintaining company codes
[% 0/* 41& 0L Open and clase posting periods
[% 34|* 664 0L Display financial statements
[% 0" 394 0L Maintain exchange rates
[% 0" 40& 01 Maintaining automatic account determinat]
[i% How are the parameters for update terminations set?
[% 531" 47.& 04 Update administration
[% 271" 264 0L Display update data
b T35 57|% Master data

b 55 541" Post 1
4 T3 0" Payment
4 5 0 Vendor
[% 0" 38 & 0L Execute vendor payment run
[% 0" 324 04 Vendor payments with report RFF110S
[% 0" 384 04 Vendor payment run: Edit parameters
[% 0> 38& 04 Vendor payment run: Create proposal
[% 0[* 384 04 Vendar payment run: Edit proposal
[% 0[" 38& 0L Vendor payment run: Delete proposal
[% 0|* 384 04 Vendor payment run: Run update
[% 0" 334 04 Vendor payment run: Delete update pa
[% 0> 38& 0L Vendor payment run: Create update pal
[% 0" 334 04 Vendor payment run: Delete update paj
v B 0P Customer \ 4 4
b B3 50]* Dunning notice LHE ,
3

Results [ T

r Combined score
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|_ri Parameters |@Tables | [#] Queries |En

Master data

Post

Payment

Dunning notice

b 75 0] Segregation of duties
b 5 47" Customizing

B 77> Archivin . .
P Aeciving Segregation of duties

Customizing

ISIOISIDISISIOl

-

£3 English n

Figure 244 - Cockpit view

1 Combined score: The score for the element selected in the analysis project, which is calculated
based on the respective subelements, is displayed here.

2 Scores of subitems: The respective scores of the direct subitems of the element selected in the
analysis project are displayed here.

3 Highest score indicator: Indicates the value range for the maximum score for the analyzed
authorization queries.

4 Lowest score indicator: Indicates the value range for the minimum score for the analyzed
authorization queries.

You can select elements in the analysis project to create a cockpit view for their subelements:
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Figure 245 - Examples of cockpit views
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Vv Modifying the analysis project
V-

1 First steps - creating a new project

Click the New project button on the CheckAud tab page to create a new analysis project. The
project view opens:

(" CheckAud for SAP Systems

Sy

Al o~ - R )
Filter ® | [l New project
E Mew project

Results | Analyzation settir

’rCcmbinEd scors

Figure 246 - New project in the project view

The following steps must always be performed before additional settings can be configured for the
new analysis project:

1. "Filing the empty project with analyses"

Add a template, individual query, table query or parameter evaluation to the new project using
drag and drop.




(2} CheckAud for SAP Systems

[N [ - New project %
BE&|a- -]
Filter |®

4 [H New project

v T BC - Basis comporent

EIEEE L A

W Neues Projekt

Results

Filter )

Show: [ obsolete trees [ unlicensed ¢

v Tz BC - Basis component

Subitem scores

g

Score

~

BC - Basis component

v = BC - Quick Audit Basis component
b ‘Fm BC - Technical dlients (e.g. 000)

v Tz BW - Business Warehouse

b = DSAG Data Protection Guidelines 54
v F= DSAG Audit Guideline SAP ERP 6.0 -
b E= DSAG Audit Guideline SAP ERP 6.0 (
b ‘T GDPR - data protection

v Ex Fl - Financial accounting

b Fm FI - Quick Audit Financial accounting
v Tz HCM - Human resources

b T HCM - Quick Audit human resource|
v Fx 1S-U - Industry Solution Utilities

b = I5-U - Quick Audit Industry Solution
b T LO - Logistics

v T MM - Materials management

b T MM - Quick Audit Materials manage
v Tz SAP Press - Security and auditing of|
b T& SD - Quick Audit Sales and distribut
v Fx SD - Sales and distribution

v T SoD - Segregation of duties

[ parameters | P abtes | [5] Queries

Figure 247 - Adding project contents using drag and drop

2. ,Filling the project filled with analyses with data“

B

Once you have added some project contents, you can select the snapshot you want to use to
perform the analysis on the Analyzation settings tab page. Attention: when using ABAP and
HANA DB queries in the analysis project, there has to be selected a snapshot for an ABAP as
well as for a HANA DB system. This can be done using the tabs ABAP and HANA DB.




V-1.1

(=l W - New project

BB|ln- ~|F |@|@ w-=00eacREonE

ees

e ‘@ E New project
4 [@ New project e
I v oy Results [EREary] User attribution | Documentation | Export aptions

b By BC - Basis component

ABAP | HanA DB ||

€D Clear all settings

y
To shorten the analyzation time of authorization queries, specific areas can be excluded:

W Users |[+ Composite Roles | [+ Single Roles |

|TE Parameters | [T Tables | [%1 Gueries | T Tn

Omit queries for: [ inexistent transaction codes [ ] locked transaction codes

(default) | No snapshot selected for comparison -e)
(Standard Gruppe)
E02, 700 [1BS]
Automatically use most recent snapshot
2015-08-11 15:42:05
2015-08-11 12:05:37 (Pseudonymization)
1B3. 800 [IBS]
Variables Automaticaily use most recent snapshot
= 2021-04-23 150215 :
| Import/exporf  5021-02-16 09:39:59 \wﬂ
2019-12-03 11:50:30 [TRDIR] =
BDCGROUPID F 2015-10-21 1401:23 I
2017-04-27 17:54:44 [inkl. Parameter]
2016-12-19 11:12:23
[ 543, 000 [S/4HANA]
Automatically use most recent snapshot
2020-03-27 13:06:13
2018-12-07 13:55:27
CC_PROFILE || 548, 000 [S48 000]
Automatically use most recent snapshot
2021-02-16 10:23:00
New group
CC_TARGET E02, 700
use most recent snapshot e

e @60000000B0B90 2017-06-07 09:12:47
e |

Figure 248 - Selecting the snapshot

Once the first two steps are complete, you can continue designing the new analysis project.

Creating new elements in the analysis project

You can create the following elements in an analysis project:

| New folder

Folders constitute the organizational containers within the project. A folder can inherit settings or be
assigned with new analysis settings by interrupting the inheritance. These new settings are then
inherited to its subelements. The element can be given any name in German or English.

Query (ABAP)

The query is the technical check of (fully customizable) combinations of authorization objects that a
SAP user may receive due to his or her assigned roles, profiles or reference users. This query
generally covers a risk that can be quantified by the check, including the assessments defined in
the query. The element can be given any name in German or English.

Query (HANA DB)

The query is the technical check of (fully customizable) combinations of authorization types that a
HANA DB user may receive due to his or her assigned roles. This query generally covers a risk that
can be quantified by the check, including the assessments defined in the query. The element can
be given any name in German or English.




To create these elements, you must select the project = in the menu bar, you can then use the
buttons

=
wll Create a new folder in the analysis project

Create a new query in the analysis project
to create your desired element:

(% CheckAud for SAP Systems

Ry

BB v~ ~|F & v=efohGbLhREDE
‘Fﬂm |@ Eﬂ New authorization query
“ E New Project LWl Query | Analyzation settings | User attribution | Risk

El New authorization query

Figure 249 - Creating new elements in your own analysis project

Alternatively, you can also use the context menu in the analysis project to create new elements:

] 6 e +

B |la~- ~-|F Rav=o 0oLl

Filter O I New folder
El M ject
] __E“" praj Results | Analyzation
4 7 Mew folder
—Combinad score —
&N F Analyze
=[1 Rename F2
M Cut Strg+X
E Copy Strg+C
1 New » | 53 Folder
g Delete element "E] Authorization guery
m TTTT

Figure 250 - Creating new elements in your own analysis project




Note: The new authorization query element in the analysis project is still empty; this means that you
have not yet defined authorization objects to be checked for this authorization query. This is

indicated by the exclamation mark on the o icon.

V - 1.2 Renaming new elements in the analysis project

You can rename your newly created elements. You must select the element in question to do so.

You can use the button =[ Rename the current selected element in the analysis project to rename
the element. The languages German and English are provided by default. For detailed information
about using multiple languages in your analysis project, see the chapter Analysis Projects.

B 6 oo « [
BB an- ~|F REw= 0BG
Filter @

A E Mew project
- i = | Mew folder

(- | Meues Verzeichnis

EZ MNew folder

Figure 251 - Renaming elements

Alternatively, you can also use the context menu in the analysis project to rename new elements:




(" CheckAud for SAP Systems

B - o - I

BE|ln- ~|F & z=a(hk

Filter

C

A E Mew project
A i Mew folder
a MNew authorization auens

f Analyze

=[ Rename F2

M Cut Strg+X
E Copy Strg+C
e Delete element

Figure 252 - Renaming elements

V - 1.3 Moving and arranging new elements in the analysis project

You can move and rearrange elements within the structures in the analysis tree using drag and
drop. If you drag and drop an element on a folder, the element in question becomes a subelement of

2 6 v o <

the folder:

Filter

BB|la- ~|F & z=e0Ck

®

- E Mew project
[0 New folder 1

55 Newfolderz &7 )
I E’J Mew authorization query 1

Mew authorization query 2

o'?l Mew authorization query 3
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BB - ~|F BRI X < )|

Filter ~

a4 E MNew project
0 New folder 1
4 [0 New folder 2
or.fj Mew authorization query 1

or-':l Mew authorization query 2
or-';l Mew authorization query 3

Figure 253 - Structuring a project using drag and drop

If you drop an element on the higher-level folder or the project, the element in question is then
added to the folder or project as the last element. This allows you to arrange the elements in the
project:

(" CheckAud for SAP Systems

T
BB~ o~ |F ARlau=Q DR E
Filter ® | | New project

- E Mew project
[0 New folder 1

Results | Analyzation settings

ol o —Combined score
B New folder

or-fj Mew authorization query 1
0"’_1 MNew authorization query 2
a Mew authorization query 3




oo [
BHE|ln~- ~|F REw=QDE G

Filter )
- E New project

T3 New folder 1

o'?l Mew authorization query 1

o'?l Mew authorization query 2
orzl Mew authorization query 3
T New folder 2

Figure 254 - Arranging elements using drag and drop

V - 1.4 Deleting elements in the analysis project

You can use the button Q Delete the current selected element in the analysis project to delete the
currently selected analysis project elements. When you select and delete a directory, all the
subelements in the directory are also deleted immediately.

B0 6 e o I
BAB|n~ ~|F AR@o=a0c G

Filter ~

e E MNew project
4 T3 New folder 1
or-';l Mew authorization query 1
4 [0 Mew folder 2
or-il Mew authorization query 1
4 77 New folder 3
o'?l Mew authorization query 1




oo Ry
BHE|ln~- ~|F REw=Q |0 G

Filter ~
o E Mew project
4 T Mew folder 1

or-’_] Mew authorization query 1

Figure 255 - Deleting elements

Alternatively, you can perform the deletion using the corresponding context menu item.

V-2 Using template projects
V - 2.1 Template projects

The standard authorization queries, table queries and parameter checks provided by IBS Schreiber
GmbH are sorted by theme in templates. You can use these templates or parts of them in your own
analysis projects. The following analysis tree templates are currently available in CheckAud:




Trees

Filter

Show: [ | obsolete trees unlicensed trees

b T= Audit Best Practice

B E BC - Basis component

I E BC - Quick Audit Basis component

b T BC - Technical clients (e.g. 000)

I E BW - Business Warehouse

I F= CO - Contralling

P E DSAG Data Protection Guidelines SAP ERP 6.0

I E DSAG Audit Guideline SAP ERP 6.0 - Version 2.0 (May 2015)
I T= DSAG Audit Guideline SAP ERP 6.0 (March 2009)
I B= GDPR - Data Protection

b T= Fl - Financial accounting

I E FI - Quick Audit Financial accounting

b T, FS-CD - Collections and Disbursements

I 'Eg F5-CML Corporate Mortgage Loans

I E HCM - Human resources

b T= HCM - Quick Audit human resources

I E 15-U - Industry Solution Utilities

[ E 15-U - Quick Audit Industry Solution Utilities

[+ E LO - Logistics

I E MM - Materials management

I E MM - Cuick Audit Materials management

I T= SAP Hacking

[ E SAP Press - SAP HAMA - Security and Authorizations
I E SAP Press - Security and auditing of SAP systems
I E 5D - Quick Audit Sales and distribution

b T= 5D - Sales and distribution

I E SoD - Segregation of duties

Figure 256 - Supplied standard templates




V - 2.2 Licensed template projetcs

According to the used license not all of the template projects will be available. You can identify
usable content with symbols in the Trees or Query toolbox.
I

Trees S |

| Fulter | @
Show: [ | obsolete trees unlicensed trees

8 E BC - Basis component
8 E BC - Quick Audit Basis component

[ E- BW - Business Warehouse

I+ DSAG Data Protection Guidelines SAP ERP 6.0

I+ E DSAG Audit Guideline SAP ERP 6.0 - Version 2.0 (May 2015)
I+ E DSAG Audit Guideline SAP ERP 6.0 (March 2009)

I F= GDPR - data protection

8 E FI - Financial accounting

[ ¢ - Cluick fud nancial accounting

I 2 F5-CD - Collections and Disbursements

8 E. F5-CML Corporate Mortgage Loans

I E. HCM - Human resources

8 E. HCM - Cuick Audit human rescurces

I E. 15-U - Industry Solution Utilities

8 E. 15-U - Quick Audit Industry Solution Utilities
B E- LO - Logistics

8 E. MM - Materials management

[ E MM - Quick Audit Matenals management

I e=m SAP hacking

- ity and auditing of SA

[

Pz S0 - Quick Audit Sales and distribution
D x,

I*

fole 1]

2 5D - Sales and distribution
5ol - Segregation of duties

Figure 257 - Licensed template projects

'5’ template project is available with the used license
., template project is not available with the used license




Queries

‘ Filter ‘ @
Show: [ obsolete queriesl unlicensed queries I
M... T Name Impact T ;
. BC | Change ABAP programs . High .
BC Create and transport ABAP programs High
BC Debug ABAP programs with Replace Critical
BC Create ABAP programs locally High
BC Maintain ABAP programs locally High
BC Install and execute ABAP source code via RFC Critical
Fl Open closed periods Medium
BC Adjust tables via RFC High
Eﬂg I5-U Define meter reader High
4 HCM Ending payrall High
[Z4 HCcM Releasing payroll High
EIH I5-U Billing AND write-off of receivables Critical
[?; HCM Releasing payroll for correction High
[F; 15-U Rewverse billing document Medium
E;'; 15-U Maintain billing calenfic values High
Eﬂg HCM Checking the payrall result Medium
[ HCM Simulating payroll run Medium
[FL HCcM Starting payroll run High -

Figure 258 - Licensed queries

query is available with the used license
I:'H query is not available with the used license

Unlicensed content will be shown but is not useable for own analysis projects.

To check, which content will be delivered with your license, you can use the About CheckAud
menu:




CheckAud

E Project ° About CheckAud

rﬁ Snapshot +

8 CheckAud®
R & for SAP Systems
% Settings

www.checkaud.de

ees

|TE Parameters | [T Tables [ [2] Queries | B Tn

Version: Copyright © 1998 - 2021 IBS Schreiber GmbH
0 About CheckAud Al rights reserved.,

Licensee: This product uses:

License ID:

RadControls for WPF (©2002-2013 by Telerik Corp)

m Exit B £PPlus (GHU Library General Public License)

License validity: DotiNetZip (Microsoft Public License)

Support contract: ANTIR 3 (82010 Terrence

Licensed ABAP users: Npgsql (©2002-2010 The Npgsdl Development Team)

Licensed HANA DB users: protobuf-net ($2002 Marc Gravell)

SAP_NET Connactor 3.0 (©2008-2013 by SAP AG)
SAP HANA Client 2.0 (£5AP AG)

iare Licznse)

MSth.NET Numerics (22002-2015 Math.NET)
Newtonsoft Json {©2007 James Newton-King)

/¥ BC - Basis Component

/P BW - Business Warehouse

A7 €O - Controlling

/¥ Fl - Financial Accounting

J FS-CD - Collections and Disbursements
/& FS-CML - Loans Management

/° HANA DB - HANA Database

/7 HCM - Human Capital Management

/5 15U - Industry Solution Utilities (obsolete)
O e e

Install new license Display license notes

CheckAud for SAP Systems is part of the CheckAud GRC Software product family by IBS Schreiber GmbH

IBS Schreiber GmbH o Suppert:
Zirkusweg 1 +49 (0) 40 696985 - 25
20359 Hamburg L S support@ibs-schreiberde
Germany .

Schreiber Display current log file
wwwi.ibs-schreiber.de Open log directay

< Engisn |8
Abbildung 259 - Lizenzinhalte

Conte The content delivered with the license will be shown here

nt
F - project template is delivered with the license and can be used in projects

- project template is not delivered with the license and can't be used in projects

Obsolete template projects / queries

The authorization queries supplied in CheckAud are subject to constant and extensive improvement,
which is vital due to the developments and changes in the SAP system. The templates and the
queries that they contain are constantly updated and amended based on new knowledge acquired
from the activities of IBS and the feedback received from CheckAud users. It is therefore inevitable
that templates and the queries they contain may need to be restructured and, if necessary,
replaced.

To ensure that old templates and the queries they contain can continue to be used, they are flagged
as obsolete as opposed to being deleted. They are no longer displayed under the Trees and
Queries tabs by default, but can be displayed additionally.

You can display obsolete trees and queries by clicking the Show obsolete trees checkbox or the
Show obsolete queries checkbox. The obsolete trees and queries are displayed in gray and can
now be accessed using the filter (keyword search).




Trees

Filter

Shows obsolete trees [ | unlicensed trees

I E BC - Basis component

I E BC - Quick Audit Basis component

b Tm BC - Technical clients (e.g. 000}

I E BW - Business Warehouse

s E DSAG Data Protection Guidelines SAP ERP 6.0

I E DSAG Audit Guideline SAP ERP 6.0 - Version 2.0 (May 2015)
I E DSAG Audit Guideline SAP ERP 6.0 (March 2009)
I B= GDPR - data protection

b T= Fl - Financial accounting

I E FI - Quick Audit Financial accounting

[ HCM - Human capital management

I E HCM - Hurnan resources

I HCM - Quick Audit Human capital management
b F= HCM - Quick Audit human resources

[ E 15-U - Industry Solution Utilities

I E 15-U - Quick Audit Industry Solution Utilities

b B= LO - Logistics

I E MM - Materials management

[ E MM - Cuick Audit Materials management

I OPSAP - Compliance and audit of the SAP system
I E SAP Press - Security and auditing of SAP systems
I E 5D - Quick Audit Sales and distribution

b T SD - Sales and distribution

I E SoD - Segregation of duties

Figure 260 - Obsolete template projects




Quernies

Filter @
Show: [¥] obsolete queries [Jiunlicensed queries
M... T Name Impact T -
| BC - Full administration of all roles | Very high |
BC Assign all roles to all users Wery high
BW Generate analysis authorizations Medium
BW Maintain analysis authorizaticns High
Bw Maintain analysis processes High
HCM Changing payrell-relevant master data via time man... Medium
HCM Changing all data related to payroll (without DCP) High
HCM Changing all other HCM master data, all infotypes (...  High
HCM Change all individual HCM master data (with P_PER... Medium
HCM Changing all individual HCM master data, all infotyp... High
BC Change all client-specific tables Wery high
HCM Changing all HCM master data, all infotypes (withou... Very high
BW Change all PSA tables Very high
BC Change all tables Very high
BC Change any tables High
BC Change existing authorizations High
BC Change ewisting authorizations for all print requests High .

Figure 261 - Obsolete queries

V - 2.4 Recommended table sets for using templates (ABAP & HANA DB)

Die ausgelieferten Vorlagenbdume fir ABAP- und HANA DB-Priifungen enthalten u. U. Abfragen
auf Tabellen und Parameter, welche nicht im Standard-Tabellen-Set enthalten sind. Um dennoch alle
Abfragen der Vorlagenbdume verwenden zu konnen, soliten bei der Erstellung der Snapshots
gemaf nachfolgender Auflistung die optionalen Tabellen-Sets mit aktiviert werden:

Name des Standard-Set Zusatzliche Sets Parameter
Vorlagenbaumes
Audit Best Practice ja
IBS_SYSTEM (ABAP),
AUTH (ABAP) IBS_AUTH_ADVANCED,
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IBS_FI, IBS_MM, IBS_SD,
IBS_BW, IBS_HCM

BC - Basis

IBS_SYSTEM (ABAP),

AUTH (ABAP) IBS_AUTH_ADVANCED
BC - Schnellpriifung Basis | AUTH (ABAP) IBS_SYSTEM (ABAP) ja
BC - Technische nein
Mandaten (z.B. 000) AUTH (ABAP) IBS_SYSTEM (ABAP)
BW - Business AUTH (ABAP) IBS_BW nein
Warehouse
CO - Contrallling AUTH (ABAP) IBS_CO nein
DSAG ja
Datenschutzleitfaden SAP | AUTH (ABAP) IBS_SYSTEM (ABAP)
ERP 6.0
DSAG Prifleitfaden SAP ja
ERP 6.0 - Version 2.0 (Mai| AUTH (ABAP) IBS_SYSTEM (ABAP)
2015)
DSAG Prifleitfaden SAP ja
ERP 6.0 (Marz 2009) AUTH (ABAP) IBS_SYSTEM (ABAP)
DSGVO - Datenschutz AUTH (ABAP) IBS_GDPR ja
FI - Finanzbuchhaltung AUTH (ABAP) IBS_FlI ja
FI - Schnellpriifung nein
Finanzbuchhaltung AUTH (ABAP) IBS_Fl
FS-CD - In- und Exkasso | AUTH (ABAP) - nein
FS-CML Corporate AUTH (ABAP) ) nein
Mortgage Loans
HCM - Personalwesen IBS_ HCM, IBS SYSTEM |nein

AUTH (ABAP) (ABAP)
HCM - Schnellprifung IBS_HCM, IBS_SYSTEM ] nein
Personalwesen AUTH (ABAP) (ABAP)
IS_—_U_ - Industry Solution AUTH (ABAP) IBS_ISU nein
Utilities
IS-U - Schnellprifung nein
Industry Solution Utilities AUTH (ABAP) IBS_ISU
LO - Logistik AUTH (ABAP) - nein
MM - Materialwirtschaft AUTH (ABAP) IBS_ MM nein
MM - Schnellpriifung nein
Materialwirtschaft AUTH (ABAP) IBS_MM
RE—FX_—' Flexibles AUTH (ABAP) ) nein
Immobilienmanagement
SAP Hacking AUTH (ABAP) IBS_SYSTEM (ABAP), ja

IBS_AUTH_ADVANCED

SAP HANA - Cockpit

AUTH (HANA DB)

IBS_SYSTEM (HANA DB)
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SAP HANA - -
ERP-/S/4AHANA-Tenant AUTH (HANA DB) IBS_SYSTEM (HANA DB)

SAP HANA - System-DB | AUTH (HANA DB) IBS_SYSTEM (HANA DB) |-
SAP Press - SAP HANA - -
Sicherheit und AUTH (HANA DB) IBS_SYSTEM (HANA DB)
Berechtigungen

SAP Press — Sicherheit ja
und Priifung von SAP- AUTH (ABAP) IBS_SYSTEM (ABAP)

Systemen

SD - _Schnellpr[]fung AUTH (ABAP) IBS_SD nein
Vertrieb

SD - Vertrieb AUTH (ABAP) IBS_SD nein
SOD - Funktionstrennung | AUTH (ABAP) IBS_FI, IBS_MM, IBS_SD ] nein

OLD_TEXT
The supplied templates sometimes contain ABAP nad HANA DB queries of tables and parameters
that are not included in the standard table set. To ensure that you can still use all the template
queries regardless, you should also activate the optional table sets based on the list below when

creating the snapshots:

Name of template project | Standard sets Additional sets Parameter
Audit Best Practice IBS_SYSTEM (ABAP),] yes
IBS_AUTH_ADVANCED,
AUTH (ABAP) IBS_FI, IBS_MM, IBS_SD,
IBS_BW
BC - Basis Components IBS_SYSTEM (ABAP),| yes
AUTH (ABAP) IBS_AUTH_ADVANCED
BC - Quick Audit Basis AUTH (ABAP) IBS_SYSTEM (ABAP) yes
53305 technical clients (e.G. AUTH (ABAP) IBS_SYSTEM (ABAP) no
BW - Business| yty (aBAP) IBS_BW no
Warehouse
CO - Controlling AUTH (ABAP) IBS_CO no
DSAG Data protection yes
quidelines SAP ERP 6.0 AUTH (ABAP) IBS_SYSTEM (ABAP)
DSAG Audit guideline SAP yes
ERP 6.0 - Version 2.0] AUTH (ABAP) IBS_SYSTEM (ABAP)
(May 2015)
DSAG Audit guideline SAP yes
ERP 6.0 (March 2000) | AUTH (ABAP) IBS_SYSTEM (ABAP)
GDPR - Data protection AUTH (ABAP) IBS_GDPR yes
FI - Financial accounting | AUTH (ABAP) IBS_FlI yes
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FI - Qujck audit financial AUTH (ABAP) IBS_FI no

accounting

FS-CD - Charge and|, H (ABAP) ) no

Disbursement

FS-CML Corporate| 5\ jrH (ABAP) ) no

Mortgage Loans

HCM - Human resources IBS HCM, IBS_SYSTEM|no
AUTH (ABAP) (ABAP)

HCM - Quick audit human IBS_HCM, IBS_SYSTEM]no

resources AUTH (ABAP) (ABAP)

IS_—_U_ - Industry Solution AUTH (ABAP) IBS_ISU no

Utilities

IS-U - Quick audit Industry no

Solution Utilities AUTH (ABAP) IBS_ISU

LO - Logistics AUTH (ABAP) - no

MM - Material management| AUTH (ABAP) IBS_ MM no

MM - Quick audit material AUTH (ABAP) IBS_MM no

management

RE-FX - Real Estate AUTH (ABAP) ) no

Management

SAP Hacking IBS_SYSTEM (ABAP),] yes
AUTH (ABAP) IBS_AUTH_ADVANCED

SAP HANA - Cockpit AUTH (HANA DB) IBS_SYSTEM (HANA DB) |-

SAP HANA - -

ERP-/S/4HANA-Tenant AUTH (HANA DB) IBS_SYSTEM (HANA DB)

SAP HANA - System-DB | AUTH (HANA DB) IBS_SYSTEM (HANA DB) |-

SAP Press - SAP HANA - -

Security and| AUTH (HANA DB) IBS_SYSTEM (HANA DB)

Authorizations

SAP Press — Security and yes

auditing of SAP systems AUTH (ABAP) IBS_SYSTEM (ABAP)

S_D - Qu_ick audit sales and AUTH (ABAP) IBS_SD no

distribution

SD - sales and distribution | AUTH (ABAP) IBS_SD no

gggs - Segregation  of} \\my (ABAP) IBS_FI, IBS_MM, IBS_SD |™
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V - 2.5 Referencing a template project

To integrate (reference) a template in your own project, you can drag the desired template from the
toolbox and drop it in your project:

- s

(Z} Checkud for SAP Systems.
-1

[N W Neues Projekt %

B[~

Filter

[ Neues Projekt e/—

Trees

lap =00 > Filter @
_—-/+@‘ . Show: [ ] obsolete trees unlicensed traes i
Neues Projekt [ 0 % BC - Basis companent | -

- Quick Audit Basis component
v T BC - Technical clients (e.g. 000)
v T BW - Business Warehouse E
3 E DSAG Data Protection Guidelines SAP ERP 6.0
b E= DSAG Audit Guideline SAP ERP 6.0 - Version 2.0 | -
v = DSAG Audit Guideline SAP ERP 6.0 (March 2009)
v ‘T GDPR - data protection c
v Fx Fl - Financial accounting E
v = Fl - Quick Audit Financial accounting
b F= HCM - Human resources
b = HCM - Quick Audit human resources
b T 1S-U - Industry Solution Utilities
> = 15U - Quick Audit Industry Solution Utilities
v T 1O - Logistics
b F= MM - Materials management
b = MM - Quick Audit Materials management
b ‘T SAP Press - Security and auditing of SAP system:
v = SD - Quick Audit Sales and distribution
v Ee= SD - Sales and distribution
b E= SoD - Segregation of duties

Resuts | Analyzation settings | User attribution [ e e

Subitem scores

~Combined score

Figure 262 - Adding a template to your project (as a reference)

The template is then added to the project as a reference:

(7 Checkhud for SAP Systems
Pl (W - New Project x
BE|n- -]

Filter

Filter ()

Show: [ obsolete trees (V] unlicensed trees

v Tz BC - Basis component

v = BC - Quick Audit Basis component

b = BC - Technical clients (.g. 000)

v Tz BW - Business Warehouse

v = DSAG Data Protection Guidelines SAP ERP 6.0
v = DSAG Audit Guideline SAP ERP 6.0 - Version 2.0
v = DSAG Audit Guideline SAP ERP 6.0 (March 2009)|
v F= GDPR - data protection
b Fm FI - Financial accounting

Rlav=eleaboBRE
|®

W New Project

a |B New Project
4 T BC - Basis component

[ERMT™ Analyzation settings | User attribution | Documentation | Export options

Combined score  Subitem scores

4 T System configuration
v T Operating System
b 5 Database
v 5 Support Packages
b B Parameters
b i Clients
4 T3 Logon security
B Logon Parameters
[ Complexity rules for passwords
[ Backwards compatibility of passwords

BC - Basis
component

[ B Parameters | 5 Tables | [] Queries

v Tz FI - Quick Audit Financial accounting

b F= HCM - Human resources

b = HCM - Quick Audit human resources

v Bz 15-U - Industry Solution Utilities

b E= 15-U - Quick Audit Industry Solution Utilities
b Tm LO - Logistics

v Tz MM - Materials management

[ The validity of a password is restricted
[ Making it more difficult to try out passwords
[ Prevention of multiple logins

b E= MM - Quick Audit Materials management
b ‘T SAP Press - Security and auditing of SAP system!
v E= SD - Quick Audit Sales and distribution

[ Unauthorized use of an open SAP session » X 5D - Sales and distribution
[} Change parameter settings b = SoD - Segregation of duties
[% Change table USR40 (forbidden passwords)
[% Assign passwords for users
[% Lock the system against logons
[% Read the tables containing user lkogon data
[% Read the tables of user login data via RFC
[% Read table USR41 (users currently logged on with TCP/I|
[% Maintain Security Policy
[% Assign Security Policys to users
b 5 Read Access Logging

J

Figure 263 - Added template
The name of the individual elements and the general structure and composition of the contents in the
referenced template cannot be changed. Only the risk management information (assessment,
description, user assignment), filters and variables can be given custom definitions.

The template can be edited only after removing the reference. For information about removing the
reference, see the chapter Removing Query References.




V - 2.6 Referencing a part of a template project

Alternatively, you can also only include part of a template, including individual template queries, in
your own project. Once again, you drag and drop it from the toolbox to do so:

7+ CheclAud for SAP Systems
[l [ - Mew Project x
BB n- -] | [se=00CarRREE
Filter ___-—--""T'@- New Project

B Newproject —" | Resuts [ Analyzation settings | User attribution

~Combined score bitem scores \

Filter ©

Show: [] obsolete trees [4] unlicensed trees
4 = BC - Basis component
4 [ System configuration
Operating System
Database
Support Packages
Parameters
Clients
4 = Logon security
Ep Logon Parameters
14 Complexity rules for passwords.
[} Backwards compatibility of passwords
[ The validity of a password s restricted
[t} Making it mare difficult to try out passwords
[ Prevention of multiple logins
[i4% Unauthorized use of an open SAP session
[% Change parameter settings
[% Change table USRA0 (forbidden passwords)
[% Assign passwords for users
[% Lock the system against logons
[% Read the tables containing user logon data
[% Read the tables of user login data via RFC
[% Read table USR41 {users currently logged on with TCP/IP
[% Maintain Security Policy
[% Assign Security Policys to users
T i Tiead Access Logaing
Administrative Services
RFC Security
User and authorization administration
Tables in SAP systems
Development in SAP systems
1> T Prohibited access rights
b T BC - Quick Audit Basis component
v = BC - Technical clients (e.g. 000)
© T BW - Business Warehouse
b = DSAG Data Protection Guidelines SAP ERP 6.0
3 E DSAG Audit Guideline SAP ERP 6.0 - Version 2.0 (May 2015)
b = DSAG Audit Guideline SAP ERP 6.0 (March 2009)
+ F= GDPR - data protection
I = Fl - Financial accounting
v T FI - Quick Audit Financial accounting
t = HCM - Human resources
b T HCM - Quick Audit human resources
v B 1S-U - Industry Solution Uilities
b = 15-U - Quick Audit Industry Solution Utilities
v = 10 - Lo
b = MM - Materials management
b T MM - Quick Audit Materials management

[% Queries

[ Tables

[ Parameters

v v v

-

P

Figure 264 - Adding part of a template to your project (as a reference)

The relevant sub-template is then referenced in your analysis project:

(% CheckAud for SAP Systems
(D (W - New Project
BE| v - @@= [EREEEDD [er — ]©
show: [] obsolete trees (4] unlice
Filter ‘@ | New Project 4 T= BC - Basis component 4
4 [ System configuration
b 5 Operating System
~Combined score Subitem scores —————————————— b 53 Database

[% Queries

a [B New Project
E:"" = Results
4 T Logon security

[ Logon Parameters
) Support Packages ||| »
[ Complexity rules for passwords. Parameters E
i+ Backwards compatibility of passwords N L . Clients H
[(% The validity of a password is restricted 0gon security 4 5 Logon security £
i} Making it more difficutt to try out passwords Er,‘?’ Logn Paramst | (=]
’ ) i} Complexity rule
{3 Prevention of muttiple |
[ ntion of muttiple logins [} Backwards com

B Unﬂuthn [ The validity of ¢
[% Change paramen 9 [t Making it mare
[% Change table USRAD (forbidden passwords) [7% Prevention of n

[t Unauthorized u

[% Assign passwords for users

. [% Change parame
[% Lock the system against logons [% Change table U
[% Read the tables containing user lagon data [% Assign passwor

[% Lock the systen

[ Read the tables of user login data via RFC
[% Read the tables

[% Read table USR41 (users currently logged on with TCP/IP address) A
) A % Read the tables

% Maintain S Foli
LL;“: A:-n :. Ec-um:“ " icy [% Read table USR
% Assign Security Policys to users [% Maintain Securi

[% Assign Security
b B Read Accace | aaai

Fighre 265 - Added part of a template




The name of the individual elements and the general structure and composition of the contents in the
referenced part of the template cannot be changed. Only the risk management information
(assessment, description, user assignment), filters and variables can be given custom definitions.

The template can be edited only after removing the reference. For information about removing the
reference, see the chapter Removing Query References.

Authorization queries
Authorization queries are the cornerstone of the CheckAud auditing software. You can use the

authorization queries in the standard IBS system (references) or fully create them yourself. A
graphical editor and text editor are provided to do so.

IBS standard queries

You can use the toolbox to choose from the whole range of authorization queries delivered with the
standard system and add them to your own analysis project. When doing so, you only set
references in the analysis project, so that the composition and settings of these queries are
automatically updated during IBS updates. The name and composition of referenced queries cannot
be changed. Only the risk assessment, risk description and user assignment can be customized.
You select an IBS standard query from the toolbox using drag and drop:

[N | * New project x g
BE|lna- | | [@e-=00cabRREE e "E’
- |@ E N et Show: [] obsolete queries [4] unlicensed queries —
B - = eW projec Sy T M.. T Name Impact T * é
s & Results | Analyzation =8 gbution JINZ ABAP BC Assign all roles to all users Veryhigh ™ ﬁ]

[ Combined score o= ABAP  BW Generate analysis authorizations Medium ol

ABAP  BW Maintain snslysis authorizations High ’§

ABAP BW Maintain analysis processes High &

HANA DB - Analytic privileges - display all (SY5_BLCP AL, Very high |=]

ABAP HCM  Changing payroll-relevant master data via time..  Medium
ABAP  BC Changing all data with function module SE16N_L.. ~ Critical
ABAP HCM  Change all individual HCM master data (with P_P... Medium

[ GO GGG

ABAP  BC Change all dlient-specific tables Very high
© ABAP BW Change all PSA tables Very high
ABAP  BC Change all tables Veryhigh |
ABAP BC Change any tables High
3 ABAP BC Change existing authorizations Kigh
ABAP  BC Change existing authorizations for all print reque... High
ABAP BC Change existing roles (including authorization val... High
ABAP  BC Change existing roles (excluding authorization va... High
ABAP BC Change existing transactions Very high

F Engisn |4
Figure 266 - Adding IBS standard queries in the analysis project

IBS standard queries are sorted in alphabetical order in the toolbox. You can also use the search
field to search for specific queries. It allows you to search for criteria such as parts of a name, tags,
transactions or authorization objects that are used in the queries:




FKO1 e @ prah\blted e @
Show: || obsolete queries [¥] unlicensed queries Show: || obsolete queries [¥] unlicensed queries
Sy.. T M.. T Name Impact T - Sy.. T M.. T Name Impact T
ABARFI Post assets AND update payment data on... Critical ABAP BC Debug ABAP programs with Replace Critical
ABAP MM Approve purchase requisition AND updat... Very high ABAP  BC Install and execute ABAP source code via RFC  Critical
ABAP MM Update purchase requisition AND update... Very high ABAP BC Changing all data with function module SE16...  Critical
ABAP FI Create vendor (company code) High ABAP BC Delete all change documents Critical
ABAP FI Create vendor (centrally) High ABAP BC Delete change documents (selective) Critical
ABAP FI Create vendor (centrally and company co..  High ABAP BC Delete table change logs Critical
ABARFI Maintaining vendor - payment data High ABAP BC Delete version histaries Critical
ABAP FI Creating or changing vendor master data High
ABAR FI Update payment data on the vendor AND... Critical
ABAP FI Update payment data on the vendor AND... Critical
ABAP FI Update vendor master data AND perform...  Critical
ABAP FI Vendor maintenance AND post vendor inv... Critical
ABAP MM Maintain creditors AND purchase orders High
ABAP MM Maintain fictitious vendors AND maintain... Critical
ABAP MM Maintain creditors AND maintain purchas... Critical -

s_develop e @

s_develop e @

Show: ] obsolete queries [¥] unlicensed queries Fiter by: | Name. [ Tags |[+ Objects [+ Transactions |
Sy.. T M.. T Name Impact T * B

ABAP BC ABAP Objects Runtime Analysis Medium I Show: [ obsolete queries [¥] unlicensed queries

ABAP BC Call ABAP Editor using function madule Critical Sy.. T M.. T Name Impact T i
ABAP BC Change ABAP programs High apsP BC apap Objects Runtime Analysis Medium
ABAP BC Create and transport ABAP programs High ABAP BC Call ABAP Editor using function module Critical
ABAP BC Debug ABAP programs with Replace Critical ABAP BC Change ABAP programs High
ABAP BC Create ABAP programs locally High ABAP BC Create and transport ABAP programs High
ABAP BC Maintain ABAP programs locally High ABAP BC Debug ABAP programs with Replace Critical
ABAP BC Install and execute ABAP source code via..  Critical ABAP BC Create ABAP programs locally High
ABAR FI Open closed periods in FI AND Post G/L a... Medium ABAR BC Maintain ABAP programs locally High
ABAP FI Open closed periods Medium ABAP BC Install and execute ABAP source code via..  Critical
ABAP HCM Simulating payroll run Medium ABAP FI Open closed periads in FI AND Post G/L a... Medium
ABAP HCM Starting payroll run High ABARFI Open closed periods Medium
ABAP  HCM Maintaining payrall schemas AND changi..  High ABAP  HCM Simulating payroll run Medium
ABAPFI Display depreciation/interest rates Low ABAP  HCM Starting payroll run High

ABAP FlI Display depreciation run log Low - ABAP HCM Mai ing payroll schemas AND changi.. High -

Queries can be pre-selected for special

modules or risk impacts. Therefore filters can be used to

select single or multiple queries regarding their dependencies to modules or iompacts.

Filter ®

Filter )

Show: [ obsolete queries  [¥] unlicensed queries

Show: [ obsolete queries [] unlicensed queries

Sy.. T M..| T |Name + Impact T ° « Impact T i
ABAP BC || Medium x | Very high
[% asar rscf |- - | ¥ critical | Medium

ABAP B [JBC- Basis Component High 4 [1BC - Basis Component Medium

[ BW - Business Warehouse . [ BW - Business Warehouse .

ABAP - BC 1M co - Controlling High Fl |0 co- controliing Medium

ABAP BC ] FI - Financial accounting Very high Fl || V| FI - Financial accounting Medium

azap gc || FS-CD - Collections and Disbursements High Bl [_1F5-CD - Collections and Disbursements Medium

[ T —— ] FS-CML - Loans Management Medi . ] FS-CML - Loans Management Ve

(] HCM - Human Capital Management um ] HEM - Human Capital Management um

ABAP B [[]15-U - Industry Solution Utilities High Fl [[115-U - Industry Solution Utilities WVery high

ABAP Fl [JLE- Logistics Execution Very high FI [ee- Logistics Execution Critical

MM - Materials M: nt MM - Materials M: nt
ABAP  BC E L eenas Henageme < | Medium ] E [ eenes enageme Very high
| | y | | Y
ase sc | P igh Fi J ' tigh
Fie Fite Clear i .
[ aeap  FsC Bl ST Very high Fl = e Critical
70 ABAP  FS-CML  Activate borrower's note loan reservation...  Very high Fl Archive customers High
LJ‘E ABAP FS-CML  Activate borrower's note loan reservation...  Very high FI Archive vendors High
[% ABAP  FS-CML _Activate borrower's note loan reservation... _Critical - Fl Asset acquisition - ic offsetting en... High -

Figure 267 - Filter by module

Figure 268 - Filter by modlue F



Another possibiliy to pre-select queries is via risk impact. In this example it is possible to enlist any
query which has a critical impact.

Filter (O]
Show: [ obsolete queries [¥] unlicensed queries
Sy.. T M. T Name
ABAP BC Call ABAP Editor using function module
ABAP  BC Debug ABAP programs with Replace [ Nene
ABAP BC Install and execute ABAP source code via RF D very low
ABAP I1s-U Billing AND write-off of receivables g Il:::iium
L:é ABAP Fs-CD Maintaining reconciliation keys AND paymen|[] High
ABAP  HCM  Activating/deactivating HCM authorization qogvery high
ABAP BC Changing all data with function module SE1
ABAP MM Change organizational structures in i S
ABAR QM Change organizational structures in QualityManagement Critical
ABAP BC Changing database tables from the SAP system Critical
ABAP Is-U Change of bank details and manual credit mema Critical
ABAP IS-U Change of bank details and triggering disbursement (in partic... Critical
70 ABAP  FS-CML  Maintain offer for general loan AND dishurse general loan Critical
L:i ABAP FS-CML  Maintain offer for general loan AND maintain general loan agr... Critical
|7 ABAP FS-CML___Maintain offer for general loan AND rescind general loan agre... Critical

Filters can be used single or in combination, for example to anlist queries from module financial
accounting with a critical impact.

Figure 269 - Filterung by impact

Filter @
Show: [ | obsolete queries unlicensed queries
Sy.. TM.. 7| Name < Impact
PR (] Apprave purchase order AND post outgoing payments Critical
ABAP FI Approve the credit limit AND handle incoming payments Critical
FETCI (] Company code: Assign chart of accounts Critical
ABAP FI Company code: Assign company Critical
FETCI (] Company code: Assign credit control area Critical
FETCI (o] Company code: Assign fiscal year variant Critical
ABAP Fl Company code: Change live indicator Critical
ABAP Fl Company code: Maintain address data Critical
ABAP Fl Company code: Maintain global data Critical
FETCI (o] Company code: Maintain posting periods variant Critical
FETCIE (] Create, modify, post outgoing goods consignment AND post i... | Critical
FETCI (o] Create, modify, past outgoing goods consignmeant AND post... | Critical
ABAP Fl Create/modify credit voucher AND post outgoing invoice Critical
FETCI (o] Customer maintenance AND post customer invoices/credit me... | Critical
[%]_Asap = Customer payment run: Create update payment medium i

Figure 270 - Filter by impact and module FI




To view a query in more detail in the toolbox before adding it to the project tree, right-click the
required standard query. Click the Details button to open a preview of the query.

V - 3.2 Preview of IBS standard queries

Queries -0
| Filter ‘ @
Show: [ | obsalete queries unlicensed queries

Sy. T M.. T Name Impact T *
ABAP BW Maintain analysis processes High
HANADE - Analytic privileges — display all {_SYS_BI_CP_ALL) Wery high
ABAP HCM Changing payroll-relevant master data via time management transactions Medium
ABAR BC Changing all data with function medule SE16N_INTERFACE Critical
ABAP HCM Change all individual HCM master data (with P_PERNR) Iedium
ABAP BC Change all client-specific tables Wery high
ABAP BEW Change all PSA tables Wery high
ABAR BC Change all tables Wery high
ABAP BC Change any tables, High
ABAP BC Change existing a High
ABAP BC Change existing authorizations for all print reguests High
ABAP BC Change existing roles (including authorization values) High

-

oy

Figure 271 - Opening the authorization query preview

This preview shows the query syntax, risk management, and documentation.




Change all tables

[0, Rick management | Documentation

Graphical view [ TR0

: (default) aS
© S_TABU_DIS- Table Maintena..  S_TABU_NAM- Table Access by...

ACTVT - Activity ACTVT - Activity
equal @2 or equal 82
DICBERCLS - Authorization Gro... TABLE - Table Name
equal * equal *
and

CLIIDMAINT - Indicator for cross-client maintenance
equal X

and

Figure 272 - Displaying the preview

V - 3.3 Removing query references

To edit IBS standard queries that are referenced in the analysis project, you can disconnect them
from the reference in the context menu.

[\‘fg’ Assign passwords for users |
[\-fgt Lock the system against logons
L:’;: Read the tal* S ! e
[% Read theta| # Analyze |
[ Read table ¢& Resolve references » | (B Only query reference
[\"gﬁ Maintain 5g
[\-/g: Assign Secy
b i Read Access Lo E Copy Strg+C

x Cut Strg+X % Query and contained references

I i‘g, Administrative Sen|
I ?ﬁ? RFC Security 9 Delete element
I W@ User and authoriza
[+ i'g’ Tables in SAP systems

b T Development in SAP systems
b T Prohibited access rights

Figure 273 - Removing a query reference

The following functions are available to do this:




Query references can be converted into editable queries using the

Cnl refere PR
@ Only query nee function in the context menu:

Properties S
S_TABU_DIS - Table Maintenance {usi... =

i (default)
ACTVT - Activity

1]

lequat v][ez | ]
1
[ e I )

ACTVT - Activity ACTVT - Activity ACTVT - Activity
equal 82 equal 83 equal 83 DICBERCLS - Authorization Group
]I(nEnI(chs - Authorization Gro... I)I(I!Ell[(slfs - Authorization Gro... I]I[I!ERIKKL:( ;lAumunzalmn G Dynamic value @
equal or EOvO or E0ud equal SC
Equals value of TDDAT.CCLASS Equals value of TDDAT.CCLASS Equals value of TDDAT.CCL.
where TABNAME equal "USR02' where TABNAME equal "USHD2' where TABNAME equal 'US Operatar: equal T
when empty: &NC& when empty: ZNC& when empty: &NC& Table: TDDAT
Default value: SPWD Default value: SPWD Default value: SPWD vl -
Column: CCLASS -

_ when empty: ENC&

Default value: [¥] | SPHD

- Where condition:

1 L 788! .. |lequal  |lusrez  [|€3] ~
Figure 274 - Removed, editable query reference

The references contained in editable queries can be completely removed using
'& Contained references

in the context menu:




OVl | - New project ®

AR n- ~|F 8 s=wefDabRRLR

Filter

|®

4 [E New project

- '5: BC - Basis component

v B3 System configuration

b 0 Administrative Services

v 5 RFC Security

v 5 User and authorization administration
b 3 Tables in SAP systems

b 3 Development in SAP systems

v B3 Prohibited access rights

R
# Analyze

E[] Rename F2
@ Resolve references

E] Read the tables containing user logon data

User attribution Docut

Graphical view

ontained references I

¥ Cut Strg+X
By Co Strg+C
Py rg

) Delete element

it (default)
I
I
| S_TABU DIS. Tabe Maintenz..  5_TABU_DIS. Table Maintena..

ACTVT - Activity ACTVT - Activity
equal 83 equal 83

DICBERCLS - Authorization Gro..  DICBERCLS - Authorization Gro..
equal 5 or Eaualsc .
Equals value of TDDAT.CCLASS Equals value of TDDAT.CCLASS
where TABNAME equal 'USR02* where TABNAME equal "USH02'
when empty: &NC& when empty: 8INC&

Default value: SPWD Default value: SPWD




Results

[elcl L TERNTST  Technical view

(
5_TABU_DIS(ACTVT DICBERCLS

or
S_TABU_DIS(ACTVT =

[SILLIN Analyzation settings = User attribution

select

Documentation

sk manag: ment

where TABNAME 'USRO2' when empty '&NC&' default 'SPWD')

'@3", DICBERCLS = DDAT.CCLASS where TABMAME = 'USHB2' when empty '&NC&' default 'SPWD')
;iTABLLDIS(A(TVT = '83", DICBERCLS = selg TDDAT.CCLASS where TABMAME = "USRPWDHISTORY' when empty '&NC&' default "SPWD')
;iTABLLDIS(A(TVT = '@3", DICBERCLS = 'ect TDDAT.CCLASS where TABMAME = "USH@2_ARC_TMP' when empty '8NC&' default 'SPWD')
;ITAEU_DIS(A(TVT = '@3', DICBERCLS elect TDDAT.CCLASS where TABNAME = 'VUSER@81' when empty 'BNC&' default "SPWD')
;iTABLLDIS(A(TVT = '83", DICBERCLS, select TDDAT.CCLASS where TABNAME = 'VUSR@2_PWD' when empty '&NC&' default "SPWD')
);iuaufnm(acnn = @3, TaBLE A ('UsRe2', 'USHB2', 'USRPWDHISTORY', 'USHO2_ARC_THP', 'VUSERB®1', 'VUSRE2_PWD'))

=
BEla- -] g2 “=o0Ca3hREE ]
- - —
lter \ ‘@ [¥] Read the tables containing user logon data b
b
a |H New project é‘
4 T BC - Basis componen
b 5 System configuratior ™
_— . b
v T Administrative Servic 3
=
b 5 RFC Security ( [ ]
. L . S_TABU_DIS(ACTVT = '@3', DICBERCLS = select TDDAT.CCLASS where TABNAME = 'USR®2' when empty "&NC&' default "SPWD')
b 75 User and authorization ad¥§nistration o —
b B Tables in SAP systems S_TABU_DIS(ACTVT = '@3°, DICBERCLS = select TDDAT.CCLASS where TABNAME = 'USHB2' when empty 'SNC&' default °SPWD') H
or ¥
b B0 Development in SAP systems S_TABU_DIS(ACTVT = *@3', DICBERCLS = select TDDAT.CCLASS where TABNAME = 'USRPWDHISTORY' when empty '&NC&' default *SPWD') E
H
b 5 Prohibited access rights or =
5_TABU_DIS(ACTVT = '@3', DICBERCLS = select TDDAT.CCLASS where TABNAME = 'USHO2_ARC_TMP' when empty 'ENCA' default 'SPWD')
Read the tables containing user logon Yata or ==
S_TABU_DIS(ACTVT = '@3', DICBERCLS = select TDDAT.CCLASS where TABNAME = VUSER®@1' when empty °&NC&' default 'SPWD')
or
5_TABU_DIS(ACTVT = '@3', DICBERCLS = select TDDAT.CCLASS where TABNAME = 'VUSRDZ_PWD' when empty 'BNCE' default 'SPWD')
or
5_TABU_NAM(ACTVT = '@3', TABLE ANY ('USR@2’, 'USHE2', 'USRPDHISTORY', 'USHO2_ARC_TMP', 'VUSER@@1', 'VUSRE2_PWD'))
)
aod
["de"="Transaktionen zum Lesen von Tabellen",
\ "en"="Transactions for reading tables"]
(
(
S_TCODE(TCD ANY ('SE16°, 'SE16H', 'SEL6MN', 'SE17', 'RSSG_BROWSER', *SQUI'))
or
(
S_TCODE(TCD = 'SE165')
an:
S_BRWS_CUS(ACTUT = *16°, BRWS_KEY = °SEARCH', BRKS_NAME = 'SE165')
usfiihren von Reports®,
xecute reports®]
(
S_TCODE(TCD ANY ('START_REPORT', 'SUB%', 'FA39', 'RSEDIT'))
or
(
S_TCODE(TCD ANY ('SA38', 'SA3ISPARAMETER', 'OODR', 'EWFM', 'EWFZ'))
and
S_PROGRAM(P_ACTION = "SUBMIT')
or
S_TCODE(TCD = *SC38°)
and
S_PROGRAM(P_ACTION = 'SUBMIT', P_GROUP = '*')
or
5_TCODE(TCD AMY ('SE38°, 'SES@’, 'PIU1’, 'PIUZ', 'PIU3", 'SES®_EMH', 'SPAU_ENH', 'SE®', 'SE84', 'SEBS', 'SEG@', 'SEU_INT',
™
S_DEVELOP(ACTVT = '83' AND '16', OBITYPE = 'PROG')
)

The references contained in queries can also be resolved using the graphical editor:




[¥] Read the tables containing user logon data

ings User attribution = Risk management | Documentation

Items and objects

Collapse

~
3% Expand branch
~

Collapse branch

x Cut Strg+X -

- ACT\N

E Copy Strg+C equ

DICBERCLS thorization Gro... DICBE
il SC

. @ Resclve contained references or ﬁ

© Delet f TDDAT.CCLASS Equ

- ME equal 'USH02' wh

when empty: &NC& when empty: &NC& whi
Default value: SPWD Default value: SPWD Det

System alias: | (defoult]

Description: | |

Figure 275 - Removing a reference using the graphical editor

When you right-click the ** button in the graphical editor, the context menu for the query opens.
Here, you can remove the query reference if there is one.

‘g Remove query reference; other contained references are not removed

@ Remove query reference together with all other contained references

You can use the Undo (Riickgangig) function in the quick access menu to restore the query to its

original state.
BE |~ ~|F 2 © obDCLhiRRECH
7| Undo | @ | [% Read the tables contair

Figure 276 - Undoing your last actions

Note: Predefined queries from the “Queries” toolbox can be immediately removed and added to
your own project using drag and drop with the Ctrl key held down. Predefined analysis trees from
the “Trees” toolbox can be pasted as a copy if you drag and drop them with the Ctrl key held down.
This way, you can adjust the structure of the predefined analysis tree as needed. However, included
references to queries are not cut and remain in the tree as a reference.

Note: Removed query references are not automatically updated during updates of the IBS standard
queries!

To find not referenced queries in the analysis project easely, you can use the button (s to switch to
a project view, which marks the not referenced elements in the project:




|E * 185 Sample Audit %

A8 a- - & w=eolncatoioE]
Filter |® E|Assign passwords for users

mentation

4 |E 185 Sample Audit
4 T3 Overall Queries
I i Parameters
4 T3 Tabular analysis

I i Standard profiles
b 57 User analysis
[ Rollenauswertungen

I Prohibited access rights
PR Basis Component
4 i.[ongecurﬂy

I Assign passwords for users
—

I t Ma ance
v Financial Accounting
Not yet analyzed ...
Analyze now

Abbildung 277 - visualize not referenced elements in the project

V - 3.4 Authorization queries (ABAP)




V - 3.4.1 Create/Changing own queries - graphical view

You can edit the composition of an authorization query on the Query tab page:

[Tl [ - New project x

BR|o~ | £ g9 s@elrRbRREER
Filter |® | & New authorization query

4 [H New project
& New authorization query

1

Results [RSIEL'N / ettings = User attribution | Risk management | Doa

Graphical view

[i] Parameters | =3 Tables | [2] Queries | T2 Tr

Eg ANY object
[@] IF operator

ofg COMPONENT condition
FFT) TABLE condition
TABLE existence condition

b (unnamed)
b /AGE AGRI: Authorization Objects
b /CPD  Commercial Project Manage
[ /F15 SAP F15 Schnittstelle
b /FTI  SAKP Implementation Frame
b /GED GEQ.e Authorizations
b /LSI  Financial accounting for leas
/MTM  MtM Authorization Objects
b /NAM  Authorization Class for Adve
JOPT Open Text VIM
JOTE  Open Text Employee File Ma
| /PMG  FS-PM:Group Insurance Autl
| /PRA  Production and Revenue Act
| /SMB  SAKP Solution and Impleme
| /TDA Product and REACH Compliz 7
1 6VPM  FS-PM Auto Authorization
> AAAA  Obsclete Authorization Obje
b AARB  Cross-application Authorizal
1 AAAT  Cross-application, non-prod
1 Acag U1 Schulung ACA00 - Beret
b ACO  PLM ACOs
ACOB  ACO_BSP
ACPI GRAC Pl Authorization Objes
L AIF  Application Interface Frame:
noaTn Al Infractnchiee e

4 I >

—H English lI

Figure 278 - Editor for modifying authorization queries (ABAP)

o Drag items here to add them to this query

New query in the analysis project

Editor area, graphical view of the composition of the authorization

Editor area, text view of the composition of the authorization

Toolbox for selecting logical connectives, operators and conditions

Toolbox for selecting the authorization objects included in the snapshot

Overview of the graphical view of authorization compositions

Editing box for editing the field values/properties of the authorization object selected in the editor
area

NG WN =

Note: Authorization queries that you create yourself are not subject to the same update procedure
as IBS standard queries. When changes are made in the SAP system that require corresponding
updates to the query logic, you must update your created authorization queries yourself!

The graphical editor includes a zoom function. This allows you to zoom in on or out of the requests.
The zoom function is controlled using the scroll wheel on the mouse or the touch pad. This feature
can be helpful for more complex authorization queries.
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Figure 279 - Complex query in the graphical editor
For greater clarity in more complex queries, an overall overview of the query is provided in the

graphical editor. The area focused upon in the graphical editor is always the area highlighted in the
requests overview.




Figure 280 - Overview window

The whole graphical editor can be operated using drag and drop or the keyboard. A number of
different elements are provided for it in the toolbox:

ltems and objects
Combinations

[Z] AND combination
OR combination
EXCEPT combination

Eg ANY object

IF operator
E Mo authorization required

ofg COMPONENT condition
@ TAELE condition
TAELE existence condition

Authorization objects

Figure 281 - Toolbox for links, operators and conditions
Boolean operators specify the evaluation logic of authorization objects. For more detailed
information about the logical operators for queries, see the chapter Logical Links for Queries.

Authorization objects are the building blocks of the authorization query. You can select the object
from the relevant toolbox.




Authorization ohjects
Filter

[+ {unnamed)
I- FaGG AGRl: Authorization Objects
[ /CPD  Commercial Project Management

[ /F15 SAP F15 Schnittstelle
[ /FTT  SAKP Implementation Framework
- /GED GEQ.e Autharizations
I /LSI Financial accounting for leasing
JMTM Mt Authorization Chjects
[ /NAM  Authorzation Class for Advertisement
JOPT  Open Text VIM
JOTE Open Text Employee File Management
[+ /PMG  F5-PM:Group Insurance Authorization Objec
Production and Revenue Accouting Author: ™
« I »

Figure 282 - Toolbox for available authorization objects

Since there are a large number of authorization objects, you can use the search function to find
specific objects. You can make selections by name, description, class or class description.

Authorization objects

Finan 0 @

Filter by:

Mame Description
| Class ||+ Class description |

F_ACE_DST  Accrual Engine: Accrual Objects =
F_ACE_PST  Accrual Engine: Accrual Postings =
F_ACT_EBPP Authorization Object for the Acti
F_AD]_pOoC  Adjustment Document
F_AVIK_ava Payment Advice: Authorization fi
F_AVIK_BUK Payment Advice: Authorization fi
F_BKPF_BED Accounting Docurnent: Account
F_BKPF_BEK Accounting Docurnent: Account
F_BKPF_BES Accounting Docurnent: Account

[l - TP Tl - T Arrmnindinn Daroenant fodhoers:

k

Figure 283 - Searching for authorization objects

In addition, you can use the
selection.

button for a hierarchical class view of the objects available for




Authorization ohjects

[ {unnamed)
- FAGG AGRl: Authorization Objects
[ /CPD  Commercial Project Management
[ /F15 SAP F15 Schrittstelle
[ /FTT  SAKP Implementation Framework
[ FGED GEQ.e Autharizations
I /LSI Financial accounting for leasing
JMTM Mt Authorzation Chjects
[ FNAM  Authornzation Class for Advertisement
JOPT  Open Text VIM
JOTE  Open Text Employee File Management
[ /PG F5-PM:Group Insurance Authorization Objec

Filter @
S
™

i FPRA Production and Revenue Accouting Author; ™

« I—— »

Figure 284 - Class view of the objects

Queries that are delivered as standard with CheckAud can also be dragged and dropped directly
into the editor for the new authorization query. A personalized query based on the predefined
standard queries provided can also be created:

[l W - New project x

Queries

Filter

©

Figure 285 - Using standard queries in your own queries
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BC Change the properti... High
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HCM  Changing additional... High
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BC Change parameters... Very high
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e | El New authorization query
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% Update framework contract AND approve framework c
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Figure 286 - Using standard queries in your own queries

The example below highlights the options available to you while creating authorization queries using
the graphical editor. You want to create a query that can be used to check which SAP users are
authorized to create vendors in a specific company code.

The following authorization objects are required for this process in the standard SAP system:

F_LFA1_APP

¢ Defines which activities are permitted for vendor master records
e Field ACTVT Activity 01 (Create)

¢ Field APPKZ Application authorization F (Financial Accounting)

F_LFA1 BUK

¢ Defines which activities are permitted in the company code-dependent area of the vendor master
record

e Field ACTVT Activity 01 (Create)

o Field BUKRS Company code $ (company code with variable definition)

F_LFA1_GRP

¢ Defines which activities are permitted for the individual account groups
o Field ACTVT Activity 01 (Create)

e Field KTOKK Account group $ (account group with variable definition)

S_TCODE

e Used to check the authorization for starting the transactions defined within it irrespective of
application

¢ Field TCD, transaction code FKO1 or XKO01 (standard SAP transactions for creating vendors)




To create the query, you first create an AND operator. The container is initially empty. In the next
step, it is filled with the authorization objects for the application level. They are all needed to create
vendors in the SAP system, so these authorization objects must be linked by a logical AND.

[N [ - New project x

ees

BB |n- @ @=e0cnrnREn
Filter |@ EINewauthcrizatianuef)'

4 [H New project
New authorization query

Analyzation settings | User attribution | Risk management = Documentation

Graphical view

tems and objects o
S :
i || =] AND combination
OR combination
EXCEPT combination

meters | F Tables | (] Queries | B2 Tr

Operators

Fg ANY object

[@) IF operator

Conditions

ofa COMPONENT eondition
[ TABLE condition

[T TABLE existence condition
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Properties | Overview
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-
i (default) N F_LFAL_AEN Vendor: Change Aut
F_LFAL_APP Vendor Application
F_LFA1_BEK Vendor: Account Au

F_LFAL BUK Vendor: Authorizatic|
F_LFAL GEN Vendor: Central Date
F_LFAL_GRP Vendor: Account Grd

o Drag items here

[ [ v — 4

Figure 287 - Logic container

To choose the logical operator, drag the appropriate entry from the toolbox. When you right-click

the “* button, a context menu opens. The context menu allows you to expand the request nesting
and delete, copy, cut and paste individual elements. Now drag&drop the application authorization
objects F_LFA1_APP, F_LFA1_GRP and F_LFA1_BUK into the logical AND container to save them.
The objects can be selected from the toolbox via the relevant search options:
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Figure 288 - Dragging authorization objects to the AND container
You select the object to edit its properties. You add and then define the request attributes using the

click the | button.

o button. As a further alternative, the field value can also be specified as a variable. To do so,
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Figure 289 - Defining the authorization object

Now repeat this process with the authorization objects F_LFA1_BUK and F_LFA1_GRP that are also
required:
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Figure 290 - Selecting additional objects

The BUKRS field of authorization object F_LFA1_BUK or the KTOKK field of object F_LFA1_GRP
are to be defined variably, meaning that they will not receive their final values until before the actual
evaluation. This allows a variety of organizations to use the query flexibly without changing the

[$)

To complete the query, you must also check the transaction authorization now. There are two
standard SAP transactions for creating vendors, FKO1 and XKO01. The S_TCODE authorization
object ensures access to the transactions, which is why it is also required in the query to be
created.

technical composition. To do so, activate the | button for the field value in question.

In order to ask the question, the query now requires the supplementary information of who owns the
S_TCODE authorization object with the transaction FKO1 or XKO01. In the standard SAP system,
however, the field values of an authorization object cannot be linked with the logical OR, which
means that if the S_TCODE object is defined with the field values FKO1 and XKO01, the result will only
display users who have access to both transactions. Users who only have access to FKO1 or XK01
will not be displayed in this case, even though they are relevant for the result. This is why the
S_TCODE authorization object is queried two times — once with the FKO1 value and once with the
XKO01 value. These sub-queries will be integrated with logical OR operators.

This is why in the next step, you drag and drop a new logic container into the query's AND container
and define it as an OR container:

The S_TCODE authorization object will now be dragged&dropped into this OR container twice —
once with the FKO01 value and once with XKO01:
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Figure 291 - Defining S_TCODE

Now the query is correctly composed and available for evaluation.

Regardless of the fact that field values in the SAP system are only logically linked with AND,
CheckAud can also evaluate field value definitions that are logically linked with OR. This is why the
S_TCODE query part of the example above can be solved more elegantly, as shown in the following.
Instead of evaluating the S_TCODE object twice in the individual OR-linked value, the object is
placed in the logical AND container only once. Only the field values are then logically linked with OR.
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Figure 292 - Logical OR link at field value level

You can find a detailed description of the relational operators for field values in the chapter
Relational Operators for Field Values.

Note: when deactivated authorization objects are used in the queries, they will be marked in gray
and crossed in the graphical editor. Also these deactivated objects will be grayed out in the
authorization origin. A detailled information about the origin by roles or profiles is not available.
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Figure 293 - Display of deactivated authorization objects
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Figure 294 - Display of deactivated authorization objects

V - 3.4.2 Create/Changing own queries - technical view

As an alternative option, the text editor can be used to create authorization queries. To do
so, you must switch from the Graphical View to the Technical View.

Analyz User attnbution = Risk management = Documentation

F_LFAL APP(ACTVT = '@1°', APPKZ = 'F')

Results ation settings

Graphical view

and
F_LFA1_BUK{ACTWT = '@1"', BUKRS = %)
and
F_LFA1 GRP{ACTWT = '@1", KTOKK = %)
and

S _TCODE(TCD = 'FK@1' OR 'XKae1'}

Figure 295 - technical editor for modifying authorization queries (ABAP)

The authorization query created in the chapter Creating/Changing Your Own Queries —
Graphical Editor is textually displayed as follows:

{

(
'F_LFAl_APP'('ACTVT' = '01', 'APPKZ' = 'F")
and
'F_LFAl_BUK'('ACTVT' = '01l', 'BUKRS' = 3)
and

'01', 'KTOKK' =

|
R

'F_LFAl GRP' ('ACTVT'
and




(
'S_TCODE' ('TCD' = 'FKO1' OR 'XKO1')
)
)

—

V - 3.4.3 Logical connectives for queries

Logical connectives are used to link multiple authorization objects to each other. Three types of
connectives are available:

AND  connective for logical AND, expression is evaluated as true, if both parts of the connective
are true

it (default) A

ACTVT - Activity (
equal 01 S_RZL_ADM(ACTVT = '@l')

| and

and S_TCODE()
)

H

|

No fields queried.

OR connective for logical OR, expression is evaluated as true if at least one of the twoe parts of
the connective is true

S_RZL_ADM({ACTVT = '@1')

i (default) A ar
s_TCODE(TCD = "ZZ1@°)

)

H

© S_RZL_ADM- CCMS: System..  S_TCODE - Transaction Co...
ACTVT - Activity or TCD - Transaction Code
equal 81 _ equal 2710
EXCEPT connective for logical EXCEPT, expression ist evaluated as true if one part of the
link is true and the other is false
i (default) as

b (
TCD - Transaction Code S_TCODE(TCD = 'RZ18%)

equal zz1@ except
5_TCODE(TCD = 'ZZ1@")

ACTVT - Activity
equal 81

i T B T S o




V - 3.4.4 Logical operators for queries

ANY Operator for querying specific field values in any object. See the chapter ANY
Operator
i (default) PaN {ANY(ACTVT = '@l’, BUKRS = '1@0@°)
i )
ACTVT - Activity
equal 01
BUKRS - Company Code
equal 1000
IF Operator for querying a condition with a subsequent THEN ELSE selection
it (default) ~ {if

5_TCODE(TCD = 'FKa1')
h

else

It @ Drag conditions here |E'Se

i
5_TCODE(TCD = "BR')
TCD - Transaction Code H
TCD - Transaction Code equal BP ¥
equal FKo1

Note: The IF operator can be used only in combination with a defined condition; see the chapter

below
NO AUTHORIZATION REQUIRED Operator for query in combination with IF operator, can be
used in the THEN / ELSE part when no authorization is required
i (default) ~ z
if
S_TCODE(TCD = 'FK@1')
It o Drog conditions here Else ¥
| else
{
TCD - Transaction Code E Mo authorization required NO_AUTHORIZATION_REQUIRED
equal FKE1 }}

V - 3.4.5 Conditions for queries
COMPONENT condition

Condition for IF operator that enables queries of release or patch levels or whether or not
components are installed




it (default) Fas

If i Installed ‘S4CORE' Else
TCD - Transaction Code TCD - Transaction Code

equal FKo1 equal gp

{
if installed(S4CORE)

{
5_TCODE(TCD = "BP')
¥

else

1
S_TCODE(TCD = 'FK@1")
¥
H

For additional information about using the COMPONENT condition, see the chapter Release-
Independent Authorization Queries.

TABLE condition

Condition for the IF operator that enables queries for specific table entries

i (default) AN

If i TABLE.COLUMN equal VALUE |Else

o Drag items here €3 Not authorized

{

if TABLE.COLUMN = 'VALUE'
{

b

¥

For additional information about using the TABLE condition, see the chapter Customizing-
Dependent Queries.

TABLE EXISTENCE condition

Condition for the IF operator that enables queries to check, if a table exists / not exists in the SAP
system

it (default) s

If i exists Else if TABELLE EXISTS
{
- . }
© Drag items here €3 Not authorized |}




i (default) A
If & not exists Else {if TABELLE NOT EXISTS
{
ODmg items here | &) Not authorized ¥

h

V - 3.4.6 Relational operators for field values

The fields of an authorization object can be evaluated using relational operators. The following
relational operators are available:

EQUAL Expression is evaluated with true if the exact value definition was found. You can enter a
from/to value range.

i (default) A

S_TCODE(TCD = 'RZ18')
H
TCD - Transaction Code

equal RZ1@

i (default) ~

S_TCODE(TCD = 'RZ18'-'ZZ18')
TCD - Transaction Code H
equal RZ1e - ZZ1@

LIKE Expression is evaluated with true if part of the value definition was found. The relational
operator can be used with the wildcard * at the end of the string.

:: (default) A
' S_TCODE - Transaction Co... {
TCD - Transaction Code 5_TCODE(TCD ~ 'RZI1*')
like RZ1* T

The EQUAL and LIKE relational operators allow you to logically link multiple field values within the
object. AND and OR are once again available here:

it (default) A
{
TCD - Transaction Code 5_TCODE(TCD = 'RZ18' AND 'Z718@')
equal RZ1e e b
equal ZZ1e a
it (default) A
i
S_TCODE(TCD = "RZ18" OR 'ZZ18"')
TCD - Transaction Code T
equal RZ1@ o
equal Zz10 -
ANY Expression is evaluated with true if at least one of the specified field value

definitions was found (implicit OR).




it (default) A

TCD - Transaction Code
any RZ1e, zz1@, SZ1@

i
5_TCODE(TCD AWY ('RZ18', 'ZZ1@°, 's7la@'))
h
ALL Expression is evaluated with true if all the specified field value definitions were

found (implicit AND).
:: (default) AN

 S_TCODE - Transaction Co.. ¢

TCD - Transaction Code S_TCODE(TCD ALL ('RZ1@", 'IZle’,

all RZ10, zz1@, SZ10 ¥

V - 3.4.7 ANY object operator

'5710'))

In addition to an authorization object query, CheckAud also provides the option of querying
authorization values at field level, independently of the authorization object. This could be required

for the following questions, for example:

Which users have access to a specific company code?
Which users have change rights at a specific plant?

Such questions relate to general access at the organizational level rather than a query of specific
functions. You can use the ANY operator to map such questions. It is used instead of an

authorization object.

El New ABAP authorization query

Results (PG Analyzation settings | User attribution | Risk management | Documentation

Graphical view [T RNEN

-

it (default)

No fields queried.

-

« 1 ,

N [Ceres

[Z] AND combination

OR combination

EXCEPT combination
Operators

Fg ANY object

[@] IF operator

¥, No authorization required

Conditions

ofg COMPONENT condition
[ TABLE condition

[[@ TABLE existence condition

‘Authorization objects

Authorzationbiecs |
s_tcode [ IRS)

B Cross-application Authorization Objects
S_TCODE Transaction Code Check at Transaction

QOverview I Properties

«  eeeese——

Figure 296 - Adding the ANY operator to the authorization query

By selecting the Any object checkbox in the request, you can edit the properties of the ANY query
(by adding field values).




it (default) 2N v

A, Any object
lNo fields queried. \

Figure 297 - Field definition for the ANY operator

The button lets you add field values in the ANY operator. In this example, the company
code is added. Left-click the desired attributes to select the fields. You can select one or more fields
here.

A Any object

&5 Add field =

BUKRS D ©

FOPT/BUKRS
ACE_BUKRS
BUKRS Company Code
BUKRS_EXT
BUKRS
Company Code

0IU_BUKRS

Figure 298 - Field definition with BUKRS

Then, click | i s T l to add the field value to the request. You can

+)

add additional fields to the query using the button and then specify their attributes.

Examples:

it (default) ~

BUKRS - Company Code
equal 1800

Figure 299 - ANY operator for
searching for objects with
BUKRS=1000

Search for all authorization objects with the field BUKRS (“Company Code”) and display all users
with authorization for the company code 1000.




it (default) A

ACTVT - Activity
equal 81,02

BUKRS - Company Code
equal 1eee

Figure 300 - ANY operator for
searching for objects with
BUKRS=1000 and ACTVT=01,
02

Search for all authorization objects with the fields ACTVT (“Activity”) and BUKRS (“Company Code”)
and display all users with create (activity 01) or change (activity 02) authorization for the company
code 1000.

In a query, the system handles the ANY operator as an authorization object. You can use it multiple
times in one query in any required AND/OR combinations. It can also be combined with other
authorization objects and queries.

Release-independent authorization queries
Introduction

An SAP system consists of various software components. Each component has a release and a
patch level. Patches are issued either to fix errors or to roll out new features. Components installed
in an SAP system, including their release and patch levels, are stored in the table CVERS. This
table is read out as part of the AUTH table set. The authorizations may vary with the release and
patch levels of the individual components. Thus patch rollouts may contain new transactions or
authorization objects that must be observed in authorization queries. In order to ensure that the
authorizations are correctly evaluated with CheckAud, regardless of differences in the release and
patch levels, these levels are retrieved in authorization queries. This is visible in the queries in the IF
operator. The following query retrieves both the release level (1) and the patch level (2).

i (default)

1 ~ |Else
: 1~ ¢ ‘i Release of 'SAP_BASIS greater or equal 751 | [l
i Release of "SAP_BASIS' egual 750 _
and S_ADMI_FCD - System administr...
i Patchlevel of "SAP_BASIS greater or equal 3 equal TLCK

and

TCD - Transaction Code

S_ADMI_F(CD - System administration function equal SMe1

equal TLCK

=]
=
‘t

TCD - Transaction Code
any SM@1_DEV, SMB1_cus

Figure 301 - Retrieval of release and patch levels

This system can also query whether particular components are installed in the system. This is of
particular relevance when changing to SAP S/4HANA. An S/4HANA system may be identified by the
presence of the component S4CORE. The Simplification List for SAP S/4HANA is implemented in




the CheckAud queries. This list contains the changes from SAP ERP to SAP S/4HANA. These
differences are represented in queries by querying the S4CORE component.

If i Installed 'S4CORE' 1Else

ACTVT - Activity

equal 81 TCD - Transaction Code TCD - Transaction Code
RLTYP - BOT: Object part equal FDa1 any XDal, vV-es, v-89
equal FLCU®® and and
and ACTVT - Activity ACTVT - Activity
{F_KNA1_APP- Customer Appl: | equal o1 equal o1
ACTVT - Activity APPKZ - Customer and Vendor... 27 APPKZ - Customer and Vendor...
equal 81 equal F equal *
APPKZ - Customer and Vendor...
equal F
and
TCD - Transaction Code
any BP, BP@

Figure 302 - Component query

Technical implementation

Release independence is implemented in the authorization queries by means of the newly
implemented IF operator (1) and the COMPONENT condition (2). These can be found in the design
view of an authorization query under Elements and Objects.

Results aly ser attribution nanagement Documentation

Graphical view EEUTIRUE
a | [EE— g
[E] AND combination g
ii (default) ~ OR combination 8
EXCEPT combination E_
=]
If & ~ |Else Dperato |i
# . i Relesss of 'SAP_BASIS greater or equal 751 _ g ANY object
EER&IB&M'SAP_BA:LS‘;equaITW o m ©)| IF operator 1
| | - System administr... — -
i Patchlavel of 'SAP_BASIS' greater or squal 3 equal TLCK \d Mo authorization required
s A and
SaE-smenamormens , COMPONENT condition 2
i 5 TCD - Transaction Code
S_ADMI_FCD - System administration function equal sMa1 TABLE condition
equal TLCK
and g TABLE existence condition
| 5_TCODE- Transaction Code Check stTransaction St Authorization objects
TCD - Transaction Code
any SMe1_DEV, SM@1_CUS Filter @
: I- (unnamed) -
I /AGG AGRI: Authorization Objects
= P [P R e
4 | | » 1 4

Figure 303 - IF operator and COMPONENT condition

The IF operator may be used at any point in the query. This is dependent on where the differences
in the components or release levels affect the queries. Figure 303 shows an IF query at the top
level of a query. This is useful when the queries for different release levels differ overall. In figure




304, the IF query is integrated into the authorization query, because the three authorization objects
F_KNA1_BUK, F_KNA1_GEN and F_KNA1_GRP are identical regardless of release level.

it (default) A~
BCTVT - Activity
equal a1

BUKRS - Company Code
variable

and
ACTVT - Activity
=gual 81
KTOKD - Customer Account Group
variable
and

egual 81 ACTVT - Acthity

APPKZ - Custarner and Wendor Master Data Application Autharization equal &1 aqual &1
ual * APPKZ  Customar and Vandor... APPEZ  Customar and Vendor..

. equal F egqual *
* i -
ACTVT - Activity TCD - Transaction Cocs TCD - Transaction Code

sgual B1 equal FOAL any wD@1, V-8E, V-89

and

ACTVT - Activity

sgual 81 or

RLTYP - BOT: Object part
equal FLCUSE

BB ALY Siskos RmerBRRSs || 1  LSDEHATHNAME G It _ USDSMASHMANE exfsts
ACTWT ‘:‘“‘b‘ " whir DBI_NAME like "MDUCLISTOMER_MASTER SAN 01 < " whana OB NAME ke 'MD_BUSINESSFARTNER SV

‘ | S SEWWICE ChockatSrofBmdlSondces S SERVICE ChekatSumofBaemd Sondees
RLT¥P - BOT- Otjoct pant or | SHV_NAME or | SAV_RANE

Ay valag of USOEHASH NAME Ay walue of USDEHASH NAMVE
and whese DEI_NAME like "MD_CLISTOMER MASTER SRV 01 = wibwre O8) MAME ko "MD_BLEINESSFARTNER SRV *
SHY_TYRE SAY_TYPE

TOD - Trarsaction oqual HT equal HT

Code
ay BP, BP9, BUPL, FTEPL, IMBELGL, LGEL

Figure 305 - IF operator in a query

Structure of a release-independent authorization query - Graphical view

To retrieve the release or patch level from the design view of an authorization query, drag the IF
operator into the editing area (step 1 in figure 306). Next, drag the COMPONENT condition into the
area marked Drag conditions here (step 2 in figure 306)

(WD W~ New project x

BEln- - 7 @] =-=00CRBBRDE
Filter ‘@ |2|Securityaudit log

4 [H New project

ettings | User attribution | Risk management | Documentation

Security audit log — -
Graphical view

[Z] AND combination
OR combination
EXCEPT combination

[fil Parameters | ) Tables [ (21 Queries | B Trees

o
mpems [ overview

Operators

[Eg ANY abject
[@] IF operator
& No authorization required
If o Drag conditions here Conditions

ofg COMPONENT condition
[TT] TABLE condition

[[@ TABLE existence condition

it (default)

ODmg frmr e Not authorized

Authorization objects

] =

» (unnamed) -
b 7866 AGRI: Authorization Objects +

4 »

ElEngien

Figure 306 - Inserting the IF operator in a query




By default, the value displayed in the IF operator is "Release of equal". Click this entry to change
the value in the Properties area. Complete the following fields in this area:

Component operator

Select the type of component to be queried here:

Release of Select this to query the release level of a component.

Patch level of Select this to query the patch level of a component.

Installed Select this to query whether a particular component is installed.
Not installed Select this to query whether a particular component is not installed.
Components

Select the component to be queried here. For suggestions to be shown here, a snapshot must have
been selected previously. The components of the snapshot are then suggested as values (from the
table CVERS).

Relational operators

For the component operators Release of and Patch level of, select the comparison operator here:
Less than

Less than or equal to

Equal

Like

Not equal to

Unlike

Greater than or equal to

Greater than

Value

Enter the value for the comparison operator. In the example shown in 307 , the release level of the
component SAP_BASIS is queried (greater than or equal to 750).

[N (W - New project x

HE|n~ ~-|F & w-=o0iRELRECE
e ‘® El Security audit log

4 [H New project

Security audit log

[ component operator: [Release of
Component: SAP_BASTS

Comparison operator: |greater or equal ~
Value: 750

]_r_l Parameters | [ Tables | [7] Queries | B Trees

it (default) ~

[ tems and objects | Overview

If 3t (@ Release of 'SAP_BASIS' greater or equal 750 |Else

ofiﬁf?[i? items here 3 Not authorized

Figure 307 - Selecting the relational operator




Component queries may be nested. For example, in order to query a release level and then query
the patch level of that release, two queries are required:

1. Query of the release level

2. Query of the patch level of the release

For this purpose, you can drag the IF operator to the Drag items here area in both the IF and ELSE
areas. Figure 308 shows an example of querying the release level (greater than or equal to 750) and
the patch level of that release (greater than or equal to 3). After the components have been queried,

update the authorization oblects in the querz as descrlbed in the chapter Authorization Queries.
| * New project x

@
&£
BRln- -|F u-a@DGRREEE It
e ‘@ [# Security audit log g
4 [E N ject ©
8 New proj Results [{ORR] Analyzation setfings | User attribution | Risk management | Documentation &
Security audit log ]
Graphical view —
s T mF
2z
+ |fcomponent operator: [patchlevel of = g @
[Component: SAP_BASIS |
8
Comparison operator: [greater than = | £ ||| £

g

alue: 3 8

i (default) A E

£

£

If i Release of 'SAP_BASIS greater or equal 750 Else —

If - Patchievel of ‘SAP_BASIS greater than 3 Else D Not authorized
@ Drag items here €D Not authorized
-
‘ I »

—H English ll

Figure 308 - Nested IF operators

Structure of a release-independent authorization query - Technical view

The technical view represents component queries as follows:

if
<Komponenten-Operator> (<Komponente>) <Vergleichs-Operator> <Wert>

Examples

Querying the release level of the component SAP_BASIS >= 750
if
release (SAP_BASIS) >= 750

Querying the release level of the component SAP_BASIS = 750 und Patch-Stand >= 3
if
release (SAP_BASIS) = 750
{




ifpatchlevel (SAP_BASIS) >= 3
Query whether system is an S/4HANA system (component S4CORE present)
H installed (S4CORE)
Query whether system is not an S/4HANA system
H not installed(S4CORE)

Displaying with selected snapshot

If you have selected a snapshot in the analysis project, then the current evaluation path is shown in

the graphical query view for querying release levels. The part that is not evaluated is translucent.
Figure 309 shows a query of the following release level:

Release SAP _BASIS = 750 and Patch-Level >= 3
or
Release SAP_BASIS >= 751

In the selected snapshot, the component SAP_BASIS has release level 751.

it (default)

If e . |Else
1@ ~ it o Release of "SAP_BASIS' greater or equal 751
it (@ Release of 'SAP_BASIS equal 750 or
and

it (D Patchlevel of 'SAP_BASIS' greater or equal 3

S_ADMI_FCD - System administration function
equal TLCK

and

TCD - Transaction Code
any SM@1 DEV, SM@l Cus

Figure 309 - IF condition positive

When a condition is satisfied, then it is shown with a green check mark (here: the part release level
SAP_BASIS >= 751). Since the IF part is true, it would be analyzed. Thus the ELSE part of the
query is shown translucent. Figure 310 shows the same query with a snapshot in which the
component SAP_BASIS has release level 740. Here the IF query is not satisfied, so the ELSE part
is queried. Thus the IF part of the query is shown translucent.




: (default) ~

If @ ~ |Else
Q@ A # ) Release of 'SAP_BASIS' greater or equal 751 | [
i () Release of 'SAP_BASIS' equal 750 or _
and S_ADMI_FCD - System administr...
it » Patchlevel of "SAP_BASIS greater or egual 3 equal TLCK
and
* 5_TCODE - Transaction Code C...

TCD - Transaction Code
equal sMal

Figure 310 - IF condition not positive

Examples of use

Below are two examples from the CheckAud standard queries that illustrate the system of release
independence.

Example 1: New transactions for locking transactions

The system for client-specific locking of transactions was introduced in SAP_BASIS release (or
also NetWeaver release) 7.50, patch level 3. Up until then, transactions could be locked only
system-wide using transaction SM01. As of this release, transaction SM01 is no longer supported.
Instead, the following transactions were introduced:

SM01_DEV System-wide lock on transactions
SMO01_CUS Client-specific lock on transactions

For this query to be evaluated with the correct result, the following query was included here:

if
((release (SAP_BASIS) = 750 AND patchlevel (SAP_BASIS) >= 3) OR
release (SAP_BASIS) >= 751)

In Figure 311 the transactions SM01_DEV and SM01_CUS are evaluated if the release level = 750
and patch level >= 3 or the release level >= 751. In all other cases, transaction SM01 is evaluated.




it (default) A
If §§ | Else
~ it Release of 'SAP_BASIS' greater or equal 751

i Release of "SAP_BASIS' equal 750
and S_ADMI_FCD - System administr...
it Patchlevel of 'SAP_BASIS' greater or equal 3 equal TLCK

and

Er— . TCD - Transaction Code
S_ADMI_FCD - System administration function equal skl

“equal TLCK

and

TCD - Transaction Code
any SM@1_DEV, SM@1_cUS

Figure 311 - Authorization to lock transactions
Example 2: Differing transactions in SAP S/4HANA for customer maintenance

Some of the transactions used in SAP S/4HANA differ from those in SAP ERP. These changes are
described in the Simplification List for SAP S/4HANA. For example, the transactions FD* / VD* /
XD* are no longer used to maintain customers. Due to the Business Partner Approach in SAP
S/4AHANA, customers are Business Partners (GP role FLCUQ0O). Thus the transaction GP is used to
maintain customers. For this reason, queries for customer maintenance query in CheckAud whether
the system is an S/4HANA system (Figure 312):

if
installed (S4CORE)

If the system is an S/4HANA system, the object F_BUPA_RLT and the transactions BP and BPO are
queried in addition to the object F_KNA1_APP. If the system is not an S/4HANA system, then the
transactions are queried without the business partner object F_BUPA_RLT. (Figure 312)




:* (default)
ACTVT - Activity

equal 82

BUKRS - Company Code
variable

and
ACTVT - Activity
equal 82

and

ACTVT - Activity

equal 82
KTOKD - Customer Account Group
variable
and
If i Installed 'SACORE' Else

ACTVT - Activity

equal @2 ACTVT - Activity ACTVT - Activity
RLTYP - BOT: Object part equal 82 equal a2
equal FLCUB@ APPKZ - Customer and Vendor... APPKZ - Customer and Vendor...

equal F equal *
and

and

and

ACTVT - Activity TOD - Transaction Code OF TCD - Transaction Code
equal @2 equal FDe2 equal Xpez
APPKZ - Customer and Vendor...
equal F
and

TCD - Tranzaction Code
any BP, BF@

Figure 312 - Authorization to create customers

V - 3.4.9 Customizing-dependent queries




Introduction

The SAP system allows you to configure certain functions using table entries. For example, the
PRGN_CUST and USR_CUST tables contain Customizing settings for the user/authorization system.

The settings selected have different effects on authorization queries in CheckAud. The
corresponding tables are read out using the AUTH table set.

One example is the optional S_USER _SAS authorization object in authorization management. The
PRGN_CUST table contains a switch (CHECK_S_USER SAS) for controling this object.
Customizing-dependent queries allow you to determine the selected Customizing switch in an
authorization evaluation and evaluate the authorization query against it. The Customizing-dependent
query is shown in (1) (figure 313) Note that the S_USER _SAS authorization object is only activated
by default for NetWeaver Release 7.31 or higher. For more information about creating release-
independent queries, refer to the chapter Release-Independent Authorization Queries.

i (default)

AN
If i & . |Else
iV ~ @ ~
it o Release of 'SAP_BASIS' greater or equal 731 it () Release of 'SAP_BASIS' less than 731
or and
E— -
PRGN_CUST.PATH equal YES PRGN_CUST.PATH equal YES
it o where ID equal '"CHECK_S_USER_SAS' i 4 where ID equal 'CHECK_S_USER_SAS'
with default value YES with default value NO
S_USER_SAS enabled 1

ACTVT - Activity

equal B2 ]
equal 22 o

and
ACTVT - Activity
equal 22
PROFILE - Auth. profile in user master maintenance
equal SAP_ALL

and

Figure 313 - Customizing-dependent authorization in queries

Structure of a Customizing-dependent - Graphical view

To create a Customizing-dependent query, drag the IF operator to the editing area in the design

view of the authorization query (step 1 in figure 314) You then drag the table condition to the Drag
conditions here area (step 2 in figure 314).
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Figure 314 - Inserting the IF operator in a query

The value IEE ‘ . equal

to edit the corresponding values in the Properties area (figure 315).
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is displayed by default in the IF parameter. Click this entry

ees

i (default)
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@ Drag items here
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Where condition:

IS

oy -
£

-8

2

5

Comparison cperator: [equal - £
Comparison value: ?
Default value: O :
g

=]

arameters | (] Tables | (2] Queries | B Tn

Figure 315 - TABLE condition properties

Complete the following fields in this area:

Table

Select the table in which the specific Customizing switches have been defined. Select a snapshot
first to have suitable suggestions displayed here. All the tables included in the snapshot are then

displayed.

Column

This field displays the columns contained in the table selected in the previous step. Select the
column that contains the Customizing switch attribute.

Relational operator




Select one of the following relational operator options:

Less than

Less than or equal to
Equal

Like

Not equal to

Unlike

Greater than or equal to
Greater than

Is null

Is not null

Exists

not exist

Comparison value

Enter the value for the comparison operator. This value is the criterion that must be fulfilled under
the selected column, while taking the subsequent Where condition into account.

Default value

Select this checkbox to apply a specified default value. This default value is applied in the following
situations:

a.  The Where condition identifies a record that has no entry in the specified column.
b.  There is no record that meets the Where condition.
The default value is checked against the comparison value.
Where-condition
The where condition is structured as follows:
> Selection of the table column that contains the name of the Customizing switch

> Comparison operator
> Criterion that is expected in the table column of the Customizing switch

Figure 316 shows an example of the query for determining whether the CHECK_S_USER_SAS
Customizing switch fulfills the YES criterion in the PRGN_CUST table.
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Figure 316 - Customizing switch CHECK_S_USER_SAS

Structure of a Customizing-dependent - Technical view

The technical view represents component queries as follows:

{
If
<table> <table column> <relational operator> <comparison value>
Where condition
<table column><relational operator> <criterion>
Optional
<default value>

}
else

{

}

Example (Figure 316): Query to determine whether the CHECK_S_USER_SAS Customizing switch
fulfills the YES criterion (default value YES) in the PRGN_CUST table.

{
if PRGN _CUST.PATH = 'YES' where ID = 'CHECK_ S USER SAS' default 'YES'

{
}
}

Examples of use

The following describes the example “The CHECK_S_USER_SAS Customizing switch” from the
introduction using the CheckAud standard query “Assigning the SAP_ALL profile to users”.

First of all, check whether or not the S_USER_SAS authorization object is activated. Depending on
the status of this authorization object, other authorization objects must then be checked. Please note
that the S_USER_SAS authorization object is only activated by default for NetWeaver Release 7.31




or higher. A NetWeaver release check is therefore integrated into the IF operator (IF S_USER_SAS
is active, else) in the first block (1 in figure 317)

The Customizing switch is checked similarly in both situations. The system searches for the
comparison value YES in the PATH column of the PRGN_CUST table using the comparison operator
“equal”. It does so under the condition that the CHECK_S_USER_SAS entry is available under the
comparison operator “equal’ in the ID column of the PRGN _CUST table.

The default value YES is applied in the following situations:

a. The Where condition identifies a record that has no entry.

b. There is no record that meets the Where condition.

The default value is checked against the comparison value.

Figure 317shows that an OR condition of the IF query is fulfiled. S_USER _SAS is therefore

activated. This is indicated by the green checkmark (2 in figure 317). The section of the query that
is not evaluated is grayed-out (see Displaying with selected snapshot).

it (default) N
If e 1  |Else
v A HQ A
it %" Release of "SAP_BASIS greater or equal 731 i (D) Release of 'SAP_BASIS' less than 731
and or and
PRGN_CUST.PATH equal YES PRGN_CUST.PATH equal YES
i o where ID equal '"CHECK_S_USER_SAS' it o where ID equal "CHECK_S_USER_SAS'
with default value YES with default value NO

S USER SAS enabled

ACTVT - Activity
equal @2
equal 22

and

pue

ACTVT - Activity
equal 22

PROFILE - Auth. profile in user master maintenance
equal SAP_ALL

and

Figure 317 - Table condition properties

V - 3.4.10Dynamic field values in queries

Introduction

Authorizations in an SAP system are usually adapted to the specific requirements of a company. As
a result, there may be individual changes that may deviate from default values in the technical
characteristics of authorizations. An example for this are the table authorization groups that are
authorized using the S_TABU_DIS authorization object. The assignment of a table to a group can be

changed for individual customers. Also, the group assignment may vary across different release
versions.




The Dynamic field values function in queries can be used to dynamically identify and check field
values for fields in authorization objects at runtime.

The Dynamic field values function in queries in the authorization object S_TABU_DIS is shown in
(1) (Figure 318).

it (default) N
© S_TABU_DIS - Table Maintenan... S_TABU_NAM- Table Access by...

ACTVT - Activity ACTVT - Activity
equal 02 equal @2

DICBERCLS - Authorization Group TABLE - Table Name
equal Fcel equal v_oee1_S

or

Equals value of TDDAT.CCLASS

where TABNAME equal 'V_001_S'
when empty: &NC& 1
Default value: FCO1

TCD - Transaction Code or
equal 0B62

Figure 318 - Dynamic field value in a query

Structure of a dynamic field value query - Graphical view

To create a dynamic field value query, drag an AND operator, for example, to the editing area in the
design view of the authorization query (step 1 in figure 319). Then, drag an authorization object
(here, S_TABU_DIS) to the Drag elements here area (step 2 in figure 319).
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Figure 319 - Inserting an AND operator in a query
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A field value is not automatically assigned to an authorization object by default. Click No fields
queried to display the field values assigned to the authorization object (Figure 320)
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New authorization query

A dynamic query value can be added using the & icon. You can now configure the properties of
dynamic field values (Figure 321).
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Figure 320 - Authorization object properties
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Figure 321 - Creating a dynamic field value

Operator
Select one of the following options:
equal

any
all

Table

Select the table that contains the value for the authorization object to be checked. To display
suitable suggestions, you must first select a snapshot. All the tables included in the snapshot are

then displayed.

Column

The columns contained in the table selected in the previous step are displayed here. You can now
select the column that contains the dynamic value for when a Where condition is successful. The
value corresponds to the same row as the successful Where condition.

| Items and objects




When empty:

The columns contained in the table selected in the previous step are displayed here. You can now
select the column that contains the dynamic value for when a Where condition is successful. The
value corresponds to the same row as the successful Where condition.

a.  The Where condition identifies a record that has no entry in the specified column.
b.  There is no record that meets the Where condition.

Default value

Select this checkbox to apply a specified default value. This default value is applied in the following
situations:

a.  The Where condition identifies a record that has no entry in the specified column.
b.  There is no record that meets the Where condition.
C. The specified table or column is missing from the snapshot.
Note that the priority of “when empty” is higher than the default value.
Where-condition
The where condition is structured as follows:
> Selection of the table column that contains the name of the desired dynamic query
> Comparison operator
> Criterion that is expected in the table column

Note:

If multiple data records contain the criterion from the Where condition, the following rules apply:

a. When the operator is “equal,” the query cannot be evaluated.

b. When the operator is “any,” all the values are checked individually and then linked with “or”
at authorization object level (example: found values 1;2 > 1 or 2).

C. When the operator is “all,” all the values are checked individually and then linked with “and”

at authorization object level (example: found values 1;2 > 1 and 2).

Figure 322 shows an example of the dynamic search for the authorization group field value for the
S_TABU_DIS authorization object.




E| New authorization query

ser attribution management = Documentation

Owerview

cts

e

»
b

| Items and ol

it (default) A
it (default) A

ACTVT - Activity

equal FCA1
E ivi Equals value of TDDAT.CCLASS
CTVT - Activity quals value o

where TABNAME equal 'V_001_S'
equal Fce1 when empty: &NC&
Default value: FCO1

Equals value of TDDAT.CCLASS
where TABNAME equal 'V_001_S'

when empty: &NC&
Defa u It va I ue: FCO‘I 5_TABU_DIS - Table Maintenance (using standard t.. =
ACTVT - Activity
P e ©]
Operator: equal -
Table: TDDAT -
Colurmn: CCLASS -

when empty: &NCE

Default value: FCal

Where condition:
TABNAME .. ”equal v||v_ae1_s ||0|

el

Figure 322 - Properties of a dynamic field value query

Structure of a dynamic field value query - Technical view

The technical view represents component queries as follows:

{

<OPERATOR> <TABLE> <TABLE COLUMN>

WHERE CONDITION

<TABLE COLUMN><RELATIONAL OPERATOR> <CRITERION>
OPTIONAL

<WHEN EMPTY>

<DEFAULT VALUE>

}

Example:

Which table authorization group is defined in the table TDDAT for the table V_001_S? With “when
empty &NC&” & “default FC01”




{

(
S_TABU_DIS (ACTVT, DICBERCLS = select TDDAT.CCLASS where TABNAME = 'V_001_S' when empty '&NC&' defaul

)
}

Examples of use

The subject of table authorization groups from the introduction will now be explained using the
“Assign chart of accounts” query as an example. The S_TABU_DIS authorization object allows you
to control access authorization for tables using the corresponding authorization group. You must
therefore determine which table authorization group you want to check for the “Assign chart of
accounts” query.

In the first block (1 in figure 323) the system checks whether the access authorization for tables is
provided through the authorization objects S_ TABU _DIS and/or S_TABU_NAM.

For the S_TABU_DIS authorization object, the check is carried out as follows:

In the TDDAT table, the system searches for all the data records that contain TABNAME=V_001_S’
in the TABNAME column, with the operator “equal.” If a data record is found, the value of the
column CCLASS is extracted from this line as a dynamic query value (field value DICBERCLS
(authorization group)).

The value for when empty (falls leer) is &NC&. It would be used in this example if:

a. The Where condition identifies a record that has no entry.
b. There is no record that meets the Where condition.

The default value is FCO1. It would be used in this example if:

a. The specified table or column is missing from the snapshot.

After the query is executed with a specified snapshot, the result of the query appears under the field
value (figure 323). ). In this example, the dynamic field value is FCO1 and originates from the
column CCLASS. The authorization object S TABU DIS in the Assign chart of accounts
(Kontenplan zuordnen) query is therefore evaluated dynamically and the evaluation reflects the
company’s own assignments in its authorization system.




[% Company code: Assign chart of accounts

ttings | User attribution | Risk management Documentation

it (default)

5_TABU_DIS - Table Maintenan.. | 1~ S_TABU_NAM- Table Access by...

ACTVT - Activity ACTVT - Activity
equal @2 equal 02

DICBERCLS - Authorization Group TABLE - Table Name
equal Fce1 |2 or equal V_@01_sS

Equals value of TDDAT.CCLASS
where TABNAME equal 'V_001_S'
when empty: &NC&

Default value: FCO1

dnd.

TCD - Transaction Code or
equal 0B62

Figure 323 - Properties of a dynamic field value query

V - 3.4.11Adding app authorizations to the queries
Introduction

The introduction of S/4HANA moves the use of apps in the SAP system to the foreground. Fiori and
Legacy are probably the best known of these apps. The “role-based user experience” does not just
involve changes for the user, but also some changes from an authorization perspective. While the
classic authorization system primarily relied on transaction authorization, the focus is now on
checking external services.

If, for example, a Fiori app is installed in the SAP system, a hash value is generated for this Fiori
app and automatically added to the USOBHASH table. Contrary to transaction authorization, this
hash value is then queried with the S_SERVICE authorization object.

The authorization queries in CheckAud are structured in such a way that the authorizations for
installed apps can be checked with the S_SERVICE object.




The app query with the S_SERVICE authorization object is displayed in (1) (Figure 324).

i (default)
© M_MSEG_WWF - Goods Receipt for Production Order: Plant

ACTVT - Activity

equal @1
ACTVT
HERI{S - Plant Activity
variable

and
* S_TCODE - Transaction Co...

TCD - Transaction Code
equal MIGO_GO

If .. USOBHASH.NAME exists
" where OBJ_NAME equal 'MIGO_GO'
or | SRV_NAME

Equals value of USOBHASH.NAME
where OBJ_NAME equal ‘MIGO_GOr

SRV_TYPE
1

equal HT
Figure 325 - Authorization query for app authorization

0Dmg items here

App query structure using "Goods movement"” as an example

Technically speaking, an app query is the combination of a Customizing-dependent query (see the
chapter Customizing-Dependent Queries) with a dynamic query (see the chapter Dynamic Field
Values in Queries).

After a hash value has been generated during the APP installation, the hash value is saved in the
USOBHASH table. This hash value is then queried with the S_SERVICE authorization object. The
process is as follows:

In the USOBHASH table, the Customizing-dependent query is used to determine whether the app is
installed (1 in Figure 326). In this process, the system searches for the value MIGO_GO in the
OBJ_NAME column of the USOBHASH table. If this value is found, the system checks whether a
hash value exists in the NAME column of the USOBHASH table. If a hash value is available, the
query check is deemed successful.




i (default) A
ACTVT - Activity
egual @1

WERKS - Plant 1
variable

TCD - Transaction Code
equal MIGO_GO

If |, USOBHASH.NAME exists
L where OBJ NAME equal ‘MIGO. GO

Equals value of USOBHASHNAME | () Drag items here

where OB)_NAME equal MIGC_GO"
SRV_TYPE
equal HT

Figure 326 - App query (Customizing-dependent query)

Properties
Table:

Column:

Comparison operator:

USOBHASH

MAME

exists

Where condition:

OBI_NAI .. ||aqua| - ||I"'IIGG_GO

&

ool

If the app is installed, the dynamic query uses the USOBHASH table to determine the hash value
that is assigned to the app. The value is then assigned to the S_SERVICE authorization object (2 in
Figure 327). In this process, the system searches for the value MIGO_GO in the OBJ_NAME
column of the USOBHASH table. If this value is found, the system determines the hash value in the
NAME column of the USOBHASH table. The hash value is then applied to the SRV_NAME field value
of the S_SERVICE authorization object. The TYPE of the check indicator must be HT; therefore, the

operator for the SRV_TYPE field value is “equal’.

ACTVT - Activity
equal 91

WERKS - Plant
variable

and

TCD - Transaction Code
equal MIGO_GO

If .. USOBHASH.NAME exists Else
" where OBJ_NAME equal '"MIGO_GO"

or | SRV_NAME
Equals value of USOBHASH.NAME | @ Drag items here
where OBJ_NAME equal MIGO_GO'

2 (default) N

Figure 327 - App query (dynamic query)
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ects

Properties

- 3

S_SERVICE - Check at Start of External 5...

SRV_NAME

Operator:
Table:

Column:

Dynamic query value

©]

equal

-

USOBHASH

NAME

when empty: [

Default value: []

Wi condition:
0BI_N .. ”equal v”MIGD_GD ||0|

ool

HRE

SRV_TYPE

R

&

eI Tel

| Items and obj

The hash value determined for the S_SERVICE authorization object is used for the authorization
check.




V - 3.5 Authorization queries (HANA DB)

V - 3.5.1 Create/Changing own queries - graphical view

Creating or changing HANA DB queries works the same way as described in chapter
Create/Changing own queries - graphical view[z% for ABAP queries. Only type and scope of the
available query elements will differ on HANA DB queries.

[N [H - New project

BBla- -|F & @-=odcaBRBLG

Filter |® @] New HANA query
4 [E New project
@] New HANA query

]_'_l Parameters | [ Tables | [%) Queries | T Trees

e
T Package privilege

rivileg
® Analytical privilege
Drag items here to add them to this query G Application privilege

—H English ll

Figure 328 - Editor for modifying authorization queries (HANA DB)

New query in the analysis project

Editor area, graphical view of the composition of the authorization

Editor area, text view of the composition of the authorization

Toolbox for selecting logical connectives and privileges

Overview of the graphical view of authorization compositions

Editing box for editing the field values/properties of the authorization object selected in the editor
area

Ok wWN =

With the specification "EXCLUDE USER SCHEMAS" all permissions on schemas whose name is
identical to the authorized user (= "user schema") can be excluded from the analysis. This option
can be used exclusively when either checking for "ANY object type" or when checking for a schema
or a schema-bound object using the ANY operator (i.e. not checking for a concrete name).

Properties B

exact ~ || DROP - |3

exact = || DROP - ||

(xM[x]| =

0
ANY ohject type ~ TABLE ~ || Object name

s v

Properties B

n
exact v || Privilege name || 3 e
[X]

SCHEMA ~ || Object nam




V - 3.5.2 Create/Changing own queries - technical view

Auch bei HANA DB Abfragen kann alternativ kann fir die Erstellung von Berechtigungsabfragen der
Texteditor genutzt werden. Hierfir muss von der Grafischen Ansicht in die Technische Ansicht
gewechselt werden.

User attribution = Risk management = Documentation

PACKAGEPRIVILEGE(REPO.EDIT_MATIVE_OBIECTS ON ANY)

or
PACKAGEPRIVILEGE (REPO.EDIT_IMPORTED_OQBJIECTS OM ANY)
)
1

Figure 329 - technical editor for modifying authorization queries (HANA DB)

V - 3.5.3 Logical connectives for queries

For HANA DB queries, the same connectives ar available as described in chapter Logical
connectives for queries|z25. Only the EXCEPT connective is not available for HANA DB queries.

V - 3.5.4 Authorization types

With the toolbox Privileges the different types of HANA DB authorizations can be used in the
graphical editor via Drag & Drop on the logical container.

IE| New HANA query

Results SIEYE Analyzation settings | User attribution | Risk management = Documentation

Graphical view sl RN=N]

Items and objects

[E] AND combination
[0.0] OR combination

| Properties | Overview

E System privilege
- @ Ohbject privilege
3 (default) N\ ' Package privilege

@ Analytical privilege
#o A N [ep——
| e

o Drag items here

Figure 330 - HANA DB authorization types

E’ System privilege:

With system privileges the access for database maintenance will be given (e. g. administration of
schema, users, catalog roles, backup activities). The typical user group for system privileges are the
database administrators. The HANA standard users SYSTEM and _SYS_REPO already have all
system privileges by standard.




|2| New HANA query

ribution = Risk management Documentation

) =" : |
= ,—lexactv ROLE_ADMIN .. @

Overview

| Iterns and objects |

it (default) A

!OLE ADMIN |

-

q | »
Figure 331 - HANA DB query for system privileges

ﬁf’: Object privilege:

With object privileges the access for database objects will be given (e. g. schema, tables, views and
procedures). For every SQL command (e. g. SELECT, UPDATE, EXECUTE) there exists an own
object privilege. A user, who wants access to tables, needs an object privilege for this particular
table or the superior schema. Object privileges can be granted for catalog objects or repository

objects.

[ New HANA DB query

Results ion settings  User attribution ~ Risk management  Documentation

Graphical view |REGETEIRYET

| lterns and objects | Owvervi

it (default) N\

ny INSERT, DELETE, UPDAT
n SCHEMA

-

1 | »
Figure 332 - HANA DB query for object privileges

= Package privilege:
With package privileges the access for development environment will be given. The development

environment is devided into logical associated objects, which are called packages. A user with with a
package privileg for a repository package is automatically authorized for all containing objects and

sub-packages.




[v] New HANA query

Risk management = Documentation

Graphical view @I

~ || REPO.EDIT_IMPC . . @
T

22 (default) AN

| Items and objects | Overview

EPO.EDIT_IMPORTED_OBJECT
n ANY repository

1 | »
Figure 333 - HANA DB query for package privileges

@ Analytical privilege:

With analytical privileges access for application data will be given (e. g. analytical views, attribute
views, calculation views). This regulates the access of users to the application data. The access will
be granted with a rowbased authorization. Therefore a organizational seperation ist possible. Also a
period of validity can be defined with analytical privileges.

EI New HANA query

s | User attribution | Risk management = Documentation

Graphical view |[@IZalTl=1RYIS"

Properties - %

a | [EXECUTE g

METErra— )

Fi

i

o

it (default) A :
E

g

XECUTE

SYS BI CP _ALL

1 | ’
Figure 334 - HANA DB query for analytical privileges

Z Application privileges:

With application privileges the access of SAP HANA XS applications (Extended Services) will be
given. The authorizations will be defined in the package, in which the application is located.
Application privileges have user defined names which are stored in a file with a defined name

.xsprivileges.




El New HANA query

Results NNl Analyzation settings | User attribution | Risk management | Documentation

Graphical view [@E=gT=1RET2
N =S
“ ||| sap.hana.idexCatalog

i (default) N

‘ ltems and objects | Owverview

-

1 | »
Figure 335 - HANA DB query for application privileges

V - 3.5.5 Relational operators for authorization types

Depending from the authorization type, there are differnt relational operators, which can be used:

EXACT expression will be evaluated with true, when the values are found exactly as defined

Graphical view [EE LTSRN

-

Properties

oo .| H[@

i (default) AN
!OLE ADMIN |

{

| lterns and objects | Overview

4
SYSTEMPRIVILEGE (ROLE ADMIN)

ANY  expression will be evaluated with true, when parts of the values are found




Graphical view [EEGUTRVT

-

[AUDIT READ[x]| [ROLE ADMIN[]|

USER ADMIN[x]

-
|
-

it (default) VA

| Items and objects | Cverview

ny AUDIT READ, ROLE ADMIN,
USER ADMIN

{

(
SYSTEMPRIVILEGE (ANY(ROLE ADMIN, USER ADMIN}}

ALL  expression will be evaluated with true, when all of the values are found

Graphical view [EEGUTRUE

n

[ROLE ADMIN[x]] [USER ADMIN[=]] [x]
-|[¥| @]

it (default) N\

!ll ROLE ADMIN, USER ADMIH

‘ Items and objects | Cverview

{
(

SYSTEMPRIVILEGE(ALL(ROLE ADMIN, USER ADMIN})

}

In the properties windows of system, object and package permissions "only grantable permissions"

are included as a criterion.




Overview >

2 (default) N

only when grantable

‘exact - H Privilege name ‘E@

V-4 Working with tables and table queries

By using table sets, you can read out any SAP tables or HANA database tables. The read-out tables
can be accessed using the toolbox Tables. In this toolbox, the tables are displayed separated in
systems and table sets.




Filter @

o

Show: unlicensed gqueries
b 53 Table queries -
4 T Table sets
4 [ ABAP

I AUTH

b R CUSTOM

I (3 1BS_AUTH_ADVANCED

I IBS_BW

I IBS_CO

I IBS_FI

I 7 1BS_GDPR

I 57 1BS_HCM

I IBS_ISU

I IBS_MM

I () IBS_PARAMETERS

b (7 1BS_SD

b () IBS_STATISTICS

I () IBS_SYSTEM

b (57 SYSTEM

4 5] HANA DB

4 1 AUTH
T _S¥S_REPO.PACKAGE_CATALOG
] S5YS.GRANTED_PRIVILEGES
] 5YS.GRANTED_ROLES
T SYS.0BJECT_PRIVILEGES -

Fi_gure 336 - Selecting the available ABAP or HANA DB tables based on table sets

You can select the individual tables and drag and drop them into the analysis project.




|8 - New project x 3
BR|n- -~ 9| w=oCaAGEREE o
e |© | B 2238 usro2 - Logon Data (Kernel-Side Use) E
4 [@ New project H
[T 2235 USRO2 - Logon Data (Kernel-Side Use) N — 5
Drag a column header and drop it here to group by that column 4
ASSESSMENT T AUTH.USRO2ZMANDT ¥ AUTH.USRO2BNAME T AUTH.USRO2.GLTGV ¥ AUTH.USRO2GLTGB T AUTH.USRO2USTYP T AUTH.USRO2.CLASS ¥ AUTH.USRO2LOCNT T AUTH.* é

- 700 ABRINKMANN E Dialog (A) PERSONAL 0 Unlocks|

- 700 'ADANKE @ Dialog (A) PERSONAL 0 Unlocks|

- 700 ADREISTICH B Dialog (A) FINANZ 0 Unlocks’

- 700 'AERHARD E Dialog (A) EINKAUF 0 Unlocks

- 700 AFUSSEL B Dialog (A) FINANZ 0 Unlocks

- 700 AKALAU =] Dialog (4) PERSONAL 0 Unlocki

- 700 AKAUERT = Disiog (4] ANz o Unlock

- 700 AKOHL E Dialog (4) EINKAUF 0 Unlocks

- 700 AKRAMER =} Dialog (4) VERTRIER 0 Unlock:

- 700 ARICHTER E Dialog (A) EINKAUF 0 Unlocks

- 700 ARINNE E Service (S} ADMIN 0 Unlocks

- 700 ASCHMITT E Dialog (A) FINANZ 0 Unlocks

- 700 ASCHMITZ E Dialog (&) FINANZ 0 Unlock:

- 00 ssmommany E Disiog (4) DEveLORER o Unloc

- 700 AUDITOR. E 2005-09-01 9999-12-31 Dialog () REVISION 1 Unlocke

- 700 AWESENLICH =} Dialog (4) FINANZ 1 Unlock:

- 700 AWINKEL E Dialog (A) EINKAUF 0 Unlocks

- 700 BKLUGE E Dialog (A) 'VERTRIEB 0 Unlocks

- 700 BSCHWARTAU B Dialog (A) FINANZ 0 Unlocks

- 700 BSTEIN @ 2010-01-31 Dialog (A) EINKAUF 0 Unlock:

- 700 asTeLe = Disiog (4) PeRsONAL o Unlock

- 700 BWINZIG E Dialog (4) EINKAUF 0 Unlocks

- 700 BZURICH =} Dialog (4) FINANZ 0 Unlock:

- 700 CAL =] Dialog (4) DEVELOPER 0 Unlocks

- 700 ‘CDRUSTE @ Dialog () FINANZ 0 Unlocks

- 700 'CHARTMANN E Dialog (A) 'VERTRIEB 0 Unlocks

700 CHECKAUD Svstem (B) REVISION 0 Locked ™

Figure 337 - Evaluating the selected table

After CheckAud has completed the analysis, the contents of the selected table are listed.




The predefined table queries are an extension of the table display. By linking several tables and

V - 4.1 Predefined table queries

using table joins and filter selections, you can create specific queries for the tables.

Tables -0
|Fiffer |®
Show: unlicensed queries
4 [ Table quearies -
4 T7 ABAP

b T Set AUTH

b T Set IBS_AUTH_ADVANCED

4 [ SetIBS_FI
@ Company codes, non-productive
@ Company codes, productive
@ Charts of accounts
@ Business arsas
@ Field groups
@ Document types
@ Posting Pericds with Authorization Groups

b 7 SetIBS_GDPR

b T Set IBS_HCM

b 7 Set IBS_SYSTEM

4 T3 HANA DB

4 T3 Set AUTH
@ Users with access to the SAP HANA Cockpit
@ User maintenance in the SAP HANA Cockpit
@ Maintaining resources in the SAP HANA Cockpit
@ Maintaining the templates for the system configuration in the SAP HANA Cockpit
[ Using SAP Web IDE
@ Users with remate access in a multi-tenant database
@ Users with assigned remote users

Figure 338 - Predefined table queries

You can drag and drop predefined table queries into your project.

( Checkhud for SAP Systems - o X
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<« =Tombned score «

0 -
) Valid users with dialog capability that b
% i ing
Service users
- All users 2] Valid dialog users and their roles
[T SAP standard roles used

7] Direct profile assignment

[T Users with reference users

[T Reference users with incorrect user type
5] Customizing for reference users

\ﬂ Parameters e REi

[T Standard users

[T DDIC user
7] Locked users with authorizations
[T Expired users with authorizations.
[T Users with deactivated password and authorizations
5] Developer keys
[T Composite roles with inactive individual roles
ic 5aP.

@)
Figure 339 - Inserting a predefined table query

V - 4.2 Creating own table queries

The tables stored in the snapshot from the SAP system or HANA database cannot only be analyzed
using CheckAud and the stored queries; it is also possible to link tables together to provide
information from multiple tables aggregated into one view. To link tables together, a table must be
included in the analysis project first. Following examples are showing the procedure for creating
SAP (ABAP) table queries. It can also be used for creating similar queries for HANA database
tables.




(% Checkhud for SAP Systems

[VNER @ - New project x

Baela- |

EIEEE G R

Filter

= W New project
[TT] AGR_AGRS - Roles in C

|© | B New project

Tables -

Filter

Show: [ unlicensed queries

b T Table queries Al
4 T Teble sets
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Figure 340 - Adding a table

('\ AGR_AG

P AGR_1016.- Name o the activty group profie
[ AGR_AGRS - Roles in Composite Roles.

] AGR DEFINE - Role definition

[7] AGR_FLAGS - Role attributes

(] AGR_TEXTS - File Structure for Hierarchical Menu - Custe
) AGR_USERS - Assignment of roles to users

[T7] CVERS - Release Status of Software Components in Syste
7] CVERS.REF - Reference Table for CVERS Entries

[T DDO3M - Generated Table for View

7] DEVACCESS - Table for development user

[TT] PRGN_CUST - Customizing settings for authorization pra
[T] 7055 - Field group fields (master data)

] TOSSF - Field Group Fields (Master Data)

7] 70556 - Field groups (master data)

After adding the desired table, select it. You can then add another table to the existing one on the
Query tab. Here, the second table is selected from the table sets and inserted next to the existing

table. Combining two tables is done via the drag and drop function. The E button indicates that
the table can be inserted.

[N [ - New project x

BE|a- -] |&|
[ Fitter e
B New project

] AGR_AGRS - Roles in Composite Roles

DaQOELERREEE
@ AGR_AGRS - Roles in Composite Roles

Results JONELTN Analyzation settings | As

Documentation

Filter

Show: [V unlicensed queries

- () Tables
AUTH.AGR_AGRS
Select all
MANDT
R_MAME Composite Role
CHILD_AGR Rale
ATTRIBUTES Active

Client number

[T aGR_USERS - Assi

of roles to users|

Figure 341 - Linking two tables

I 7 Table queries
4 T3 Table sets
4 () AUTH

[TT] AGR_1016 - Name of the activity group profi

[ AGR_AGRS - Roles in Compasite Roles
AGR_DEFINE - Role definition

[P AGR_FLAGS - Role attributes

[TT] AGR_TEXTS - File Structure for Hierarchical I

[T7] AGR_USERS - Assignment of roles to users.

[T] CVERS - Release Status of Software Compon

[TT] CVERS_REF - Reference Table for CVERS Entr

[ DDO3M - Generated Table for View

[TT] DEVACCESS - Table for development user

FF] PRGN_CUST - Customizing settings for authe

[T T055 - Field group fields {master data)

[TT] TOSSF - Field Group Fields (Master Data)

[T T055G - Field groups (master data)

[TT] T055T - Field group names

[ T7750 - System Table

[T7] TDDAT - Maintenance Areas for Tables

[P TOBC - Class assignment of authorization ok

[TT] TOBCT - Texts for Autharization Object Class

[T TOBJ - Authorization Objects

P TAD1 AUV FTDI B Arsiven Commarin fnn Couis

Once the desired tables are combined, the contents of the result display can be defined. This is
done by selecting the fields of the respective tables.




- (~) Tables

AUTH.AGR_AGRS €3| | AUTH.AGR_USERS (%]
[@] Select all [B] Select all

I manDT Client number [ maNDT Client number
AGR_NAME Composite Role AGR_NAME Role

C1CHILD_AGR Role UNAME User
1 ATTRIBUTES Active [JFROM_DAT  Start date
[ 1o_par End date

[JEXCLUDE  Exclusive

] CHANGE_DAT Date

] CHANGE_TIM Time

[l CHANGE_TST

[JORGFLAG HR Crganization Managen
[JCOLFLAG  Assgmt Comes From Com

Figure 342 - Field selection for the linked tables

The next step is linking the tables using table joins. The four ways to link tables are described below
with reference examples.
(~) Jains

on [AUTH.AGR_AGRSAGR_NAME - Sammelralle ~| = [AUTHAGR_USERS.AGR_NAME - Rolle =)

Figure 343 - Defining JOINS

Using the selection feature, the contents of the result can be restricted.

(~) Selection
[AUTH.AGR_AGRS.AGR_NAME - Composi... ~ ||equal + || Name_of_compesite _role ||0|@
¢ [AUTH.AGR_USERS. UNAME - User ~|[cqual * |[ user_name N

Figure 344 - Selecting the contents of a JOIN
Setting up an INNER JOIN:

Explanation: The INNER JOIN joins records from the left and right tables precisely when the criteria
specified under JOIN are all met. If one or more of the criteria are not met, no record is created in
the result set.

Example: Displaying assignment via user composite roles

Procedure: Insert the AGR_AGRS table in the project. Then select the AGR_AGRS table in the

project and return to the Query tab. In the next step, the AGR_USERS table is combined with the
existing table. Next, the join is set up.

JOIN:
(~) Joins

[Inner join + | on [AUTH.AGR_AGRS.AGR_NAME - Composite Role +| = [AUTH.AGR_USERS.AGR_NAME - Role v||§|




Filter results:
@ Selection

|AUTH.AGR_AGRSJ\GR_NAME - Composi... ¥ ||equal b4 || Name_of_composite_role ||°||§|

¢ [AUTH AGR_USERS UNAME - User ~ |[equal v |[ user_name .|al

Using the selection feature, the content of the result can be restricted. In the example, the result is
limited to a composite role and a user name.

Result: The system displays all the composite roles that are assigned to a certain user.
Setting up a LEFT OUTER JOIN:

Explanation: A record from the left table is always included in the result; therefore, the resulting table
has as many records as the left table. If a record from the right table corresponds to the join criteria,
it is registered accordingly in the column; otherwise the columns remain empty.

Example: Display of users to whom no role has been assigned.

Procedure: Insert the USER_ADDRS table in the project. Then select the USER_ADDRS table in the
project and return to the Query tab. In the next step, the AGR_USERS table is combined with the
existing table. Next, the join is set up.

JOIN:
() Joins

[Leftouterjoin = | on [AUTH.AGR_AGRS.AGR_NAME - Composite Role +| = [AUTH.AGR_USERS.UNAME - User v|@

Filter results:

r @ Selaction

|AUTH.AGR_USERSAGR_NAME—RDI& = ||equa\ = || ‘ @

The selection filter must be AGR_NAME = “empty,” so that all users without a role assignment are
displayed.

Result: All users without a role assignment are displayed.

Setting up a RIGHT OUTER JOIN:

Explanation: The RIGHT OUTER JOIN is the reverse of the LEFT OUTER JOIN. A record from the
right table is always included in the result; therefore, the resulting table has as many records as the

right table. If a record from the link table corresponds to the join criteria, it is registered accordingly
in the column; otherwise the columns remain empty.

Example: Display of users to whom no role has been assigned.
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Procedure: Insert the AGR_USERS table in the project. Then select the AGR_USERS table in the
project and return to the Query tab. In the next step, combine the USER ADDRS table with the
existing table. Next, the join is set up.

JOIN:
—@ Joins

[Right outerjoin = | on [AUTH.AGR_USERS.UNAME - User ~| = [AUTH.USER_ADDRSBNAME - User v|@

Filter results:
r @ Selection

|AUTH.AGR_USERSJ\GR_NAME—RDIE & ||equd = || | |§|

The selection filter must be AGR_NAME = “empty” so that all users without a role assignment are
displayed.

Result: All users without a role assignment are displayed.
Setting up a FULL OUTER JOIN:

Explanation: This join is a combination of the LEFT and RIGHT OUTER JOIN. Each record from the
right and left table is included in the result set. If the JOIN criterion finds a suitable partner, they are
linked; otherwise, each missing page is left blank.

Example: Displaying all user names with master records and/or developer keys

Procedure: Insert the USRO2 table in the project. Then select the USRO02 table in the project and
return to the Query tab. In the next step, combine the DEVACCESS table with the existing table.
Next, the join is set up.

JOIN:
—@ Joins

[Fullouterjoin | on [AUTH.USROZENAME - User =] = [AUTH.DEVACCESS.UNAME - User Name -9

Filter results:
- @ Selection

[ AUTH.DEVACCESS.UNAME - User Name ~ |[unequal -l -] [

The selection filter must be “DEVACCESS # “empty” so that all users with developer keys are
displayed.

Result: All users with developer keys are displayed.




V - 4.3 Table queries for tables that are not fully read out

If table queries that you created yourself access tables that may not have been fully read out (due to

filters in the table set or activated anonymization/pseudonymization), this is indicated by a message
in the displayed results.

ery Analy‘-'afir.n settings | Assessment

Documentation

SUEC="T

Figure 345 - Message when a table was not fully read out due to an active filter in the scan table set

Results Feift=yn

Analyzation settings = Assessment | Documentation

o This table query is based on tables that have not been fully read in the scan, The following restrictions have been made
AUTH.USER_ADDRS: This table is empty because of anonymization or pseudonymization.

Figure 346 -Message when a table was not fully read out due to active anonymization/pseudonymization in the
scan table set




In addition to simply displaying the results, you can also define an assessment. You do so on the
Assessment tab page

V - 4.4 Creating aassessment criteria for tables/table queries

7+ CheclAud for SAP Systems _ %
[N W = New project =
BEln- -|F @ # ofohGIRREDD
Filter ‘® [ All users
a |H New project

Results | Query | Analyzation settings JREESNENS Documentation

Enable score calculation [B* Edit assessment

[ All users

o No criteria defined.

[ Parameters | P ables | 2] Queries | T Trees

Figure 347 - Assessing the table query

The assessment comprises individual filter criteria that are linked using AND or OR operators in the
same way as the selection criteria on the Query tab page. If the assessment criteria for a record
are fulfilled, it is highlighted in the results list accordingly. If you have not defined any criteria, a - is
displayed for all the records in the assessment column.
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Figure 348 - An assessed table query

The system can assess all columns that form part of the result set. It is also possible to assess the
number of records present in the result set. For example, it is conceivable that a table query may not
contain any results. In this case, you can simply set the assessment criterion for COUNT to the
value 0 (with the operator “equal’).




(2} CheckAud for SAP Systems
[N [ - New project %
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« [H 0" New project

E% ol 2235 Allusers
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Enable score calculation @ Assessment modified from original value, Reset
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Figure 349 - Creating a table query assessment

For a table query with an assessment, you can calculate a score that is subsequently included in the
score calculation for the project. However, this is not compulsory. If you want to calculate the score,
you must set the relevant indicator:

@ 0 ® 22358 Al users

Results | Query | Analyzation settings Documentation
Enable score calculation
Aggregates: COUNT - Number of data re... ~ || equal =
&5 Add criterion

Figure 350 - Activating the score calculation

Predefined table queries are delivered with a preset assessment. However, you will naturally need to
adjust the assessment to meet your own requirements on occasion. You can do so without having to

remove the reference to this table query. You can use the button to do this.




272

V-5 Parameter values

V - 5.1 Predefined parameter queries

The predefined parameter queries are the presets for the DSAG guidelines for SAP ERP 6.0 and
the IBS Best Practice presets. The predefined parameter queries contain preset values for the
stored parameters. These values are determined from the specified snapshot during the project
analysis and compared with the presets.

Parameters S

Filter @
Show: unlicensed querias
4 T Parameter queries
4 T3 DSAG Audit Guideline SAP ERP 6.0
[t] Password creation is su bject to complexity rules
|E| The validity of a password is restricted
|E Making it more difficult to try cut passwords
[t Prevention of multiple logins

[ Unauthorized use of an open SAP session
|E| Is the SAP* user protected from unauthorized use?
|E Is the profile generator activated?
[t] Activation of table lzgging
[#4] Ensuring the integrity of the system and data
|E| RFC authorizations should be assigned restrictively
|E Restrictions for single sign-on are configured
[t} Communication between the user's browser and the SAP system that issues §
[t How are the parameters for update terminations set?
a i |BS Best Practice
|E 12EE stack can be started
[ ReadAccesslogging for RFC is activated
[#4] Configuraticn of the posting parameters
|E| Complexity rules for passwords
|E Backwards compatibility of passwords
|E| Authonzation check for CALL TRANSACTION
[#4] Deactivating authorization objects
|E| Set RFC security according to SAP recommendation
|E Aktivierung des Security Audit Leg
I i Parameters

4 >

Figure 351 - Predefined parameter queries

You can use the filter functions to search for parameter groups or parameter queries that contain
the parameter groups.
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rfc e @
Filter oy: | Name %" Parameters | |%" Description | |%" Tags
Show: unlicensed querias

4 T Parameter gueries -
4 T3 DSAG Audit Guideline SAP ERP 6.0
[ Ensuring the integrity of the system and data
[t} RFC authorizations should be assigned restrictively
] i |BS Best Practice
|E ReadAccesslogging for RFC is activated
[t] Set RFC securty according to SAP recommendation
- i Parameters
e |'_|E abap
|E abap/no_sapgui_rfc
a4 |-_|E| auth
|E| auth/rfc_authority_check - Execution of the RFC authorization check again
a [} bgrfc
|E bgrfc/context_check/auth_check - Activate authorization check for RFC_CI
[ bgric/disable_integrity_check - Deactivation of the transactional integrity
|E| bgric/extern/auth_check - Activate authorization check for ARFC_DEST_SF
|E| bgrfc/loadbalancing/auth_check - Activating authorisation check for RFC_
|E bgrfc/supportability/auth_check - Activation of the RFC autherization che
a [ gw
|E| gw/accept_remote_trace_level - CPIC and RFC: adopt remote trace level?
e |'_|E igs
|E igs/listener/rfc
a [[{ lagin
|E| laginfisclate_rfc_system_calls
e |'_|E rdisp -
« I b

Figure 352 - Searching for parameters

V - 5.2 Creating own parameter queries

You add parameters using drag and drop. Both individual parameter values and parameter groups
can be queried. To add parameter groups, you select the relevant parameters from the Parameters
toolbox and add them to the project free using drag and drop. After the analysis, all of the
parameters in the group are available.

You can use the 9 -icon to delete parameters that are not required from the parameter group.
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Figure 353 - Parameter group list

V - 5.3 Defining presets and impact

BEeln- | 2 w=aelRrRERE

Filter [©) e

< |& New Project

i pt_sso2_ticket - ‘prevent logor|
e
o Not yet analyzed ..
Analyze now
Score T Status T Name T T Guideline T Impact T Systemdefault Y DEFAULT instance T

g ric/callback_security_method No criteria defined Medium §
=] ric/ep_convert/conversion_char No criteria defined Medium §
=] ric/ep_convert/ignore_error No riteria defined Medium §
=] ric/disable_debugger_command_field No criteria defined Medium §
=] ric/dump_client_info No criteria defined Medium §
g ric/dump_connection_info No criteria defined Medium §
g ric/enable_tric_dbg_user_switch No criteria defined Medium §
g ric/ext_debugging No criteria defined Medium §
=] rfc/inb_sched_resource_threshold No criteria defined Medium §
=) ric/option_ist No criteria defined Medium a
=) ric/prefer_rfcdes No criteria defined Medium a
=) ric/reduce._tracelevel No criteria defined Medium a
= ric/reject expired_passwd No criteria defined Medium a
g ric/set_standard_destination No criteria defined Medium <]
=] ric/signon_error_log No criteria defined Medium E
=] ric/wait_rollout No criteria defined Medium <]
=] ric/wan_compress/threshold No criteria defined Medium <]

[ Parameters | [T Tables | [ Queries | T Tr

You define your own presets using the E icon. To do so, you add the desired parameter to the
project tree and select it. You can now define the effect and the criteria for the parameter.
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Figure 354 - Creating presets for the parameter evaluation

The defined impact has an influence on the analysis score for the parameter query. The higher the
defined risk, the stronger the defined impact on the analysis score.

Note: Predefined parameter queries are supplied with a predefined impact that can be changed by
removing the reference.

You can use the Add criterion button to add the operator for comparing the parameter value to the
specification. The following operators are available:

e Equal

Not equal to

Less than

Less than or equal to
Greater than

Greater than or equal to

If necessary, the operators can include an AND or OR link if more than one default value is
assigned to the relevant parameter.

You can also define the impact (that is, the damaging impact to be expected if the target
specification is not fulfilled). The same toolbar from the authorization query can be used to do so:




Impact
ﬁ None || Verylow || = [ Medium || High || Veyhigh || critical

Figure 355 - Configuring the impact

This setting has an effect on the calculation of the score for the parameter query.
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Vi

VI-1

Automation

Automation allows individual processes such as scanning the SAP systems, importing snapshots
and analyzing and exporting projects to be performed automatically. Configuring it only takes a few
steps.

Command line module

The CheckAud command line module was developed for the completely automated run of a check,
starting with the scan and followed by the export. A CheckAud analysis project must be created
beforehand to use this tool. This analysis project must be preconfigured because no configuration is
possible during the automated run.

|
]
X

(7 CheckAud for SAP Systems
E * Neues Projekt %

ees

| H Parameters |@Tables | [E Queries | ETr

Bela- ~|F Blev=e0arRED R
Flter |® [E Neues Projekt
4 E Neues Projekt . . —— " "
Results JAGELYEITEE UL El User attribution = Documentation | Export options
4 Fy BC - Basis component
b System configuration
I £ Administrative Services —Analyzation configuration

v i RFC Security To shorten the analyzation time of authorization queries, specific areas can be excluded:

I £ User and authorization admini |V Users H'/ Composite Roles H'/ Single Roles ‘

] i o o - )
[77 Tables in SAP systems Omit queries for: [_] inexistent transaction codes [ locked transaction codes

] Development in SAP systems
b I Prohibited access rights (default) |E02, 700 - most recent snapshot - ||Nosnapshotselectedfnrmmpan}on N - |I§|

VEUEGIE User filter | Authorization filter

= Import/export ¥ 0 Clear all variables
-
DEVCLASS
DICBERCLS
P_GROUP
PROJECT Project
.
« I

Figure 356 - Analysis settings for the project: Selecting the most recent snapshot

In the project, it is very important that System name — most recent snapshot is selected under the
analysis settings for the snapshot. If this is not the case, an abortion of the analysis will occur during
the analyzing process.
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VI-2

BY windows PowerShell X + v
PS C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud> .\ibs.casa.client.cmd.exe
CheckAud for SAP Systems (CMD) [2020.2.9185]
Optionen:
/2, /h, /help
Diese Hilfe anzeigen und Programm beenden
/L, /lang, /language <DE|EN>
Programmsprache setzen
/s, [scan <System oder Gruppe> <Pfad> [<Modus> [<Benutzerliste>]]
SAP-System oder ganze Gruppe scannen und Snapshot(s) erstellen
Parameter:

- System oder Gruppe: Name des Systems oder der Gruppe fiir den Scan

- Pfad: Das Verzeichnis in dem die erzeugten Snapshot abgelegt werden sollen
(Unterstiitzt auch Dateinamen beim Scannen eines einzelnen Systems)

- Modus: Benutzer-Verarbeitungsmodus [normal|anonymization|pseudonymization]
(Unterstiitzt auch Hurzformen wie 'norm', 'ano' oder 'pseudo')

- Benutzerliste: Datei mit Benutzernamen die von der Anon./Pseudon. ausge-
nommen werden sollen

/i, /import <Snapshot-Datei> [remark=][<Snapshot-Anmerkungen>] [group=][<Snapshot-Systemgruppe>]

Snapshot importieren
Parameter:

- Bemerkung: Die Bemerkung fiir diesen Snapshot
- Gruppe: Der Name der Gruppe, der dieser Snapshot zugeordnet werden soll

Figure 357 - Example of calling a command line

To call up the CheckAud command line module, you must specify the complete path of
ibs.casa.client.cmd.exe in the command line. The quotation marks have to be observed here;
otherwise, errors will occur due to blank spaces in the file path. In the standard installation of
CheckAud, the file path is:

"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"

Hinweis: if only the scan module ist installed, it can be also startet via command line for automated
scans:

"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.scan.cmd.exe"

Description of the function

The command line can be used to start CheckAud with various control parameters. These
parameters are explained below:

/?, -h, /h, /help
This function can be used to call the module help, where the individual functions are listed.

/L /lang[uage] [DE|EN]
This function changes the language. You can enter either DE or EN. The set system language is
used as the default.

/s /scan <system|group> <path> [<mode> [<userlist>]]
A snapshot of a system is then created. The system parameter must correspond to the title already
maintained in CheckScan in the description of the SAP system to be scanned. The group parameter
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represents the group maintained beforehand in CheckScan. Instead of an individual system scan, a
group of systems can be scanned. The path under which the snapshot is saved is specified In the
second parameter path. Individual snapshots can be provided with individual names. If a name is not
explicitly assigned, CheckScan creates the name from the system ID, client, date and time. Groups
automatically receive the name from the system ID, client, date and time. It is not possible to assign
individual names with groups. The third and fourth parameters are optional. If necessary, the
snapshot can be anonymized or pseudonymized. If the parameter is not set, the snapshot
automatically receives the user mode normal. A user list can be loaded with the fourth parameter.
Thanks to the user list, the names stored in the list are no longer anonymous or pseudonymous.

Example: Creating a snapshot with a specified name:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/s "IBS E02" "C:\users\BENUTZER\desktop\IBS E02.casnapshot"

Example: Scanning a group:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/s "Gruppename" "C:\users\BENUTZER\desktop"

Example: Creating a pseudonymized snapshot:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/s "IBS E02" "C:\users\BENUTZER\desktop\IBS E02.casnapshot" pseudonymize

Example: Creating a snapshot, when only the scan module is installed and used:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.scan.cmd.exe"
/s "IBS E02" "C:\users\BENUTZER\desktop\IBS E02.casnapshot"

When pseudonymization is activated, the Excel list with the comparison of pseudonymized and plain
text names is created at the same time in the target snapshot directory. This is not the case when
using anonymization.

The following user mode spellings are available:

Anonymization user mode:
e Ano,
e anonymize O anonymise,

e anonymization OF anonymisation

Pseudonymization user mode:
e pseudo,
e pseudonymize OF pseudonymise,

e pseudonymization OI pseudonymisation

Normal user mode:
e normal

Example: Creating a pseudonymized snapshot with a user list:

"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/s "IBS E02" "C:\users\USER\desktop\IBS E02.casnapshot"

pseudonymize "C:\users\USER\desktop\UserList.txt"

Example: Basic system scan:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/s "IBS E02" "C:\users\USER\desktop\IBS E02.casnapshot"

/i, /import <Snapshot file> [<snapshot remark>]

This scan is used to import the snapshot created previously to CheckAud to start the analysis. The
file name of the snapshot must be specified as a parameter. Furthermory it is optional to set a
remark for this snapshot during the import.




Example Importing the scan to CheckAud:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/i "C:\users\USER\desktop\IBS E02.casnapshot”

/i, /import <Snapshot file> <Remark>
With the option <remark> a remark can be added to the snapshot during the import process.

Example for importing a snapshot with remarks
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/i "C:\users\BENUTZER\desktop\IBS E02.casnapshot" remark="This is a remark"

/i, /import <Snapshot file> <Group>
With the option <Group> the snapshot to be imported will be assigned to a specified snapshot goup.

Example for importing a snapshot and assigning this snapshot to a group
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/i "C:\users\BENUTZER\desktop\IBS E02.casnapshot" group="New group"

/1, /load <project>
In this function, you specify the exact path for loading a project created previously.

Example: Loading a project:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/1 "C:\Users\USER\Desktop\Projektname.caproject"

/reset (compare|variables|userfilter|authfilter|userattr)

Deactivates the snapshot comparison and deletes the defined variables, user filters, authorization
filters or user assignments. You configure all the settings directly on the project node. The selection
of a different node is not currently supported. We recommend that you execute the function /reset
when changing variables, user filters, authorization filters or user assignments.

Example: Deleting variable sets:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/reset variables

/set snapshot <system ID> <client>

This function allows you to switch snapshots in the batch file. When you specify the system ID and
client, the most recent snapshot of the relevant system is loaded. If a comparison is configured in
the analysis settings in the project, it is retained only if the new snapshot originates from the same
system/client combination. In all other cases, the comparison is deactivated by changing the
snapshot.

Example: Loading a different snapshot:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/set snapshot IB3 800

/set compare (second]|least)

This parameter can be used to configure the comparison of two snapshots. When doing so, you
select the second newest (“second”) or oldest (“least”) snapshot for the system/client combination
that was configured as the target snapshot. When configuring the comparison, you must always set
the relevant target snapshot first before using this parameter to select the desired comparison
snapshot.

Example: Activating the comparison with the second newest snapshot of the current

selected system:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/set compare second

/setall snapshot [<group>] <system ID> <client>




This parameter sets the most recent snapshot of the specified system/mandant or system/database
combination not only at the project root level, but also on all elements where analysis settings
inheritance has been disabled.

/setall compare [ABAP|HANADB] (second]|least)

This parameter sets a snapshot comparison not only on the project root, but also on all project
elements where the inheritance of the analysis settings has been disabled.

To configure the comparison, the respective target snapshot must always be set first. If the project
only targets ABAP or HANA DB, the type of the target system is automatically detected, otherwise
the target system must be specified after /setall compare. Then it is defined whether the comparison
should be made with the second most recent ("second") or oldest ("least") snapshot of the same
system/mandant or system/database combination.

/resetall compare

This parameter resets a snapshot comparison not only on the project root, but also on all project
elements where the analysis settings inheritance has been disabled.

/set (variables|userfilter|authfilter|userattr) <file>

This function is provided so that you can change the variable set, user filter, authorization filter or
user assignment in a project at a later stage. You can also use it to perform multiple evaluations with
various filters. You must ensure that the correct file type is selected when setting the filter.

variables: Variable set (.cavariables)

userfilter: User filter (.causerfilter)

authfilter: Authorization filter (.caauthfilter)

userattr: User assignment (.causerattribution | .Xs/.xIsx (if it is a compatible user authorization
matrix))

Example: Loading variable sets:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/set variables C:\CheckAud-Variablen.cavariables

/a, /analyze

You can use this function to analyze a project that was loaded beforehand. This option has been
supplemented by the optional parameter abort= with the values never, critical and all.

This can be used to control which errors cause the analysis to be aborted:

- none = all errors are ignored and the analysis is continued (this is the default behavior)

- critical = only critical errors (such as “Out of memory”) cause the analysis to be aborted; missing
tables (sets) are ignored

- all = all errors cause the analysis to be aborted, including missing tables (sets)

/export <export path/file>

This function specifies the file path to which the analysis results are exported. Please note: If the
path specified ends with “.htm” or “.html,” it will be considered a file name. In all other cases, the
path will be considered a specification of a directory, the directory will be created if necessary and
a unique file name will be generated. The format of the generated file name is “<project
name>_<export time>.htm!". The export time is written in the “YYYYMMDD_HHMMSS” format.

Example of an analysis that is then exported:

"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/load "C:\users\USER\BeispielProjekt.caproject"

/a

/export "c:\users\USER\desktop\test.html"




/p, /progess

With this function, one of the other subprocesses can be monitored in more detail if the standard
output of this function is to be transferred to a log file. This is used for error processing, or
traceability of the process in question.

/delete (<system ID>|*) (<client>|*) [age]

Snapshots that are no longer required can be completely deleted from the CheckAud database
using this function. You use the “system ID” parameter to select the desired system. If you specify
“*” instead of an individual system ID, all the systems in the CheckAud database are selected. You
can use the “client’ parameter to select individual clients for deletion. You can also use the “*” to
select all the clients in the SAP system simultaneously here. The “age” parameter specifies the
maximum age that the snapshot is permitted to be. Snapshots that exceed the specified age are
deleted from the database. The age can be defined as integers in the following time units:

d for days

w for weeks
m for months
y for years

If no time period is defined, all the snapshots of the specified SAP system are deleted.

Example: Deleting individual client 800 snapshots that are more than 2 years old from the
IB1 SAP system:

"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/delete IB1l 800 2y

Example: Deleting all snapshots from the CheckAud database:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/delete * *

Individual snapshots or whole system IDs that have been provided with write protection cannot be
deleted from the database. The snapshots or system IDs can only be deleted once the write
protection is removed.

Note: When creating these processes, observe the order of the individual parameters because the
command line module processes the individual commands one after the other. The “/L” language
setting and process progress indicator (/p) must be defined at the beginning because the language
setting and process progress can no longer be taken into consideration at the end of the command
line. The basic settings from the CheckAud graphical user interface are used.

In addition, we recommend closing the CheckAud and CheckScan programs when using
automation.

An example is listed below, in order to illustrate the functionality.
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Bl C\Windows\system32\cmd exe E
C:w>"CasProgram Filesz“CheckAud GRC Softwaresfor SAF Systems“CheckAud“ibs.casa.cl
ient.cmd.exe' /L DE s “IBS EB2" "C:wusers BENUTEZER“desktop~IBS_EB2 _.casnapshot"
#1 "Cisusers BENUTZER~dezktop~IBS_EB2 .casnapshot" ~1 "C:users“BENUTZER~Beiszpiel]
Projekt .caproject” ~a sexport “ciwusers~BEMUTZER~dezktop~Ergebnis.html"
Figure 358 - Example of a fully automated evaluation run
The following steps are performed in the example here:
- Changing the language to English (/L)
- Scanning the SAP system IBS E02 and then saving the snapshot (/s)
- Importing the created snapshot (/i)
- Loading a created project (/1)
- Analyzing the project (/a)
- Exporting the analysis results (/export)
Example in text form:
"C:\Program Files\CheckAud GRC Software\for SAP Systems\CheckAud\ibs.casa.client.cmd.exe"
/L DE
/s "IBS E02" "C:\users\USER\desktop\IBS EO2.casnapshot"
/i "C:\users\USER\desktop\IBS EO2.casnapshot"
/1 "C:\users\USER\BeispielProjekt.caproject"
/a
/export "c:\users\USER\desktop\Ergebnis.html"
General note on automation with umlauts::
If umlauts are used in the batch file, an error message is issued when performing automation in the
incorrect code page. We recommend that you do not use umlauts in the batch file or take one of the
following hints into consideration.
1. Saving a file with the correct code page
The batch file must be created with an editor that supports switching between different code pages
(for example, UltraEdit, Notepad++, etc.). When you save, you must then select CP850 or a suitable
equivalent. Umlauts will then work without issue.
2. Switching code page in the batch
You could change the code page to the code page that was used during editing directly at the start
of the batch file. If the batch file was created using Notepad in a western European language, the
first command would have to be chcp 1252. However, this has the side effect that the umlauts are
now displayed as unwanted special characters in the command line (both the umlauts contained in
the batch and the umlauts output by CheckAud).
© 2025 IBS Schreiber GmbH User Guide CheckAud® for SAP Systems 2025.2
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VI-3 Planning scans using a batch file

In Windows, there is a function in the Task Scheduler that can be used to perform certain tasks in a
recurring rhythm in the background. This creates a simplified working method and relieves the SAP
system because the start of the scans can be set to times when the utilization in the SAP system is
low.

VI - 3.1 Task preparation

Datei Bearbeiten Format Ansicht 2

‘@echo off -
“c:\Program Files\Checkaud GRC software\for SAP Systems‘\Checkaud\ibs.casa.client.cmd.exe” /s "E02 700" c:\users\test\deskto

&EDZS'(;n:”(asnapshot /1 c:\users\test\desktop\E0O25can. casnapshot /a c:‘\users\test‘\desktop\E02Analyse. caproject (:\users\test(desk‘tup
E0Q2. htm

|

|

Figure 359 - Executable batch file

A complete run of a check can be performed with this batch file, as shown at the start of this
chapter. Make sure that the relevant name assignment and path specification are formed correctly.
Furthermore, a project must be created prior to planning and connected to a snapshot so that the
task planning can provide a successful result. It should be noted here that the project can of course
be adapted to other queries afterwards. However, the naming of the project or snapshot should not
vary.




VI - 3.2 Task planning

To create a recurring task for regular scans and evaluations, you can use the Windows task
scheduler. You can access this feature in your operating system control panel.

0 Aufgabenplanung
File Action View Help
| m

@ Task Scheduler (Local) Task Scheduler Summary (Last refreshe:
> [ Task Scheduler Library

Connect to Another Co..

@ You can use Task Scheduler to create and manage common tasks that your computer will
s

1 Create Basic Task...
carry out automatically at the times you specify. To begin, click a command in the Action B creste Basic Tes
menu. % Create Task..
Tasks are stored in folders in the Task Scheduler Library. To view or perform an operation on Impart Task..
an individual task, select the task in the Task Scheduler Library and click on a command in . Display All Running Tas..
tha Artinn mann
g Disable All Tasks History
AT Service Account Con..
Status of tasks that have started in the following time period: Last 24 hours = View 4
Summary: 126 total - 5 running, 119 succeeded, 1 stopped, 1 failed 5 Refresh
Help

Task Name Run Result  Run Start Run End
NET Framework NGEN v403031..
EHl NET Framework NGEN v4.0.3031...
B AnalyzeSystem (last run succeed..
H appuriverifierdaily (last run succ..

A annurivarifiarinetall flact rin e
<

Last refreshed at 25/10/2019 13:22:37

Figure 360 - Scheduling a task

In this window, any task can be defined and repeated in a set rhythm. To create a regular trigger of

a system with subsequent analysis, the create simple task function must be selected in the right-
hand action area.




Assistent flir das Erstellen einfacher Aufgaben K

E Einfache Aufgabe erstellen

Einfache Aufgabe erstellen

Taglich
Aktion

Fertig stellen

Mit diesem Assistenten konnen Sie eine haufig ausgefihrte Aufgabe schnell erstellen,
Erweiterte Optionen oder Einstellungen, z. B. Aufgaben fir mehrere Aktionen oder Trigger,
kénnen Sie mit dem Befehl "Aufgabe erstellen” im Aktionsbereich festlegen.

Name: ‘\'bl Istindige Analyse von EO2

Beschreibung: | -Scan von dem System E02

-Import des Snapshots in CheckAud

-Analyse des Snapshots mit Hilfe eines bereits erstellten Projektes
Export der Analyseereignisse

] [ ] s

Figure 361 - Creating simple tasks

Defining a description is recommended, as an overview can then be created if several systems with
different tasks are to be processed or if several employees have to interact with these tasks.




Assistent fiir das Erstellen einfacher Aufgaben x

E Monatlich

:inf che Autgebe etelen Stert: 102019 - | 122934 i [] Zeitzonenabergreifende Synch.
ngger
Monatiich Monate: I,lanuar, Februar, Marz, April E’
Aktion
1
Fertig stellen © Joge | ~
O am: | =] | =]

<Zurack | [ Weiter> | | Abbrechen

Figure 362 - Scheduling

The trigger for the task can be configured individually, depending on the type of inspection. The
monthly inspection does not have to take place every month; instead, the month and the day of the
month to be scanned can be defined.




Assistent fiir das Erstellen einfacher Aufgaben
] Axiion

Einfache Aufgabe erstellen
Trigger
Monatlich

Welche Aktion soll ven der Aufgabe ausgefihrt werden?

(® Programm starten
Fertig stellen (O E-Mail senden (veraltet)
O Meldung anzeigen (veraltet)

<Zurack | [ Weiter> | | Abbrechen

Figure 363 - Start definition

The “Start program” function must be chosen in the action selection because the batch format
includes an executable file.




Assistent fiir das Erstellen einfacher Aufgaben

E Programm starten

Einfache Aufgabe erstellen
Trigger PBrogramm/Skript:

Monatlich C\Users\test\Documents\casa.bat ‘ I Durchsuchen... I
Alktion

Programm starten Argumente hinzufigen (optional): ‘ |
Fertig stellen Starten in (optional): \ |

<Zurack || Weiter> | Abbrechen

Figure 364 - Selecting a batch

The file path of the batch file that was configured beforehand is stored under program/script. This
can be done using the browse button.




Assistent fiir das Erstellen einfacher Aufgaben x

E Zusammenfassung

Einfache Aufgabe erstellen
Trigger Name: Vollstandige Analyse von E02
S Beschreibung: | -Scan von dem System EQ2
Aktion -Import des Snapshots in CheckAud
Programm starten -Analyse des Snapshots mit Hilfe eines bereits erstellten Projektes
: Export der Analyseereignisse
Fertig stellen
Trigger: ‘ Monatlich; Um 12:29 Uhr am 1 Januar, Februar, Mérz, April, beginnend mit de
Aktion: l Programm starten; C\Users\test\Documents\casa.bat

[] Beim Klicken auf "Fertig stellen”, die Eigenschaften fir diese Aufgabe 6ffnen

Wenn Sie auf "Fertig stellen” klicken, wird die neue Aufgabe erstellt und dem
Windows-Zeitplan hinzugefugt.

<Zurack | | Fertigstellen | | Abbrechen

Figure 365 - Summar

In the summary, the settings should once again be thoroughly checked to see if they fulffill the
requirements for a recurring inspection. As soon as the task has been completed, it is active and will
always run if the trigger settings have been met.

@ Aufgabenplanung - m} X
Datei  Aktion  Ansicht 2

R ol ARl s

Y

@ Aufgabenflam:ng |Lnklal.)l » Name Status Trigger I e
> [ Autgabeny "Il @ volistandige.. Bereit Um 12:29Uhr am 1 Januar, Februar, Mrz, April, beginnend mit dem 24102019 _
i< Einfache Aufgabe erstellen..
& Aufgabe erstellen...
Aufgabe importieren..
[ Alle aktiven Aufgaben anzeig...
&1 Verlauf fir alle Aufgaben dea..
: . ] Neuer Ordner...
Allgemein  Trigger Aktionen Bedingungen Einstellungen Verlauf Ansicht »
Name: Vollstandige Analyse von E02 = & Aktualisieren
Speicherort: \ Hilfe
e — [ fusgontivs Boment 2,
Beschreibung: -Scan von dem System E02-Import des Snapshots in CheckAud-Analyse des Snapshots r 3
Hilfe eines bereits Ilten Projek port der Anal ignisse B Ausfuhren
®  Beenden
¥ Deaktivieren
Exportieren..
Sicherheitsoptionen & Eigenschaften
Beim Ausfihren der Aufgaben folgendes Benutzerkonto verwenden: x Loschen
1BS\sseysen v Hilfe
< > N ’

Figure 366 - Overview of the created task




All of the current user tasks can be seen in the task planner overview.

(5 Eigenschaften von Vollstandige Analyse von E02 (Lokaler Computer) X

Allgemein  Trigger Aktionen Bedingungen Einstellungen Verlauf

Name: Vollstandige Analyse von E02
Speicherort \
Autor: IBS\sseysen

Beschreibung: -Scan von dem System E02

-Import des Snapshots in CheckAud

-Analyse des Snapshots mit Hilfe eines bereits erstellten Projektes
Export der Analyseereignisse

Sicherheitsoptionen

Beim Ausfiihren der Aufgaben folgendes Benutzerkonto verwenden:
|BS\zsey=en Benutzer oder Gruppe andermn...
(® MNur ausfilhren, wenn der Benutzer angemeldet ist

(O Unabhangig von der Benutzeranmeldung ausfiihren

Kennwort nicht speichern. Die Aufgabe greift nur auf lokale Computerressourcen zu.
[J Mit héchsten Privilegien ausfihren

[J Ausgeblendet  Konfigurieren fir.  Windows Vista™, Windows Server™ 2008 .

[ ok | Abbrechen

Figure 367 - Activating a scan in the background

To adapt tasks that have already been created, open the options menu by double-clicking on a task;
adjustments can then be made to the task here. The command line appears when the current script
is started. To stop this, you must select the option Run independently of the user login. This option
allows the start of the batch file without the user having logged in to the system. Furthermore, the
command line will also not appear on the screen. When you press the OK button, Windows requests
the user data from which the task should be started..




Geben Sie Benutzerkontoinformationen zum Ausfithren dieser
Aufgabe ein.

Benutzername: F casa - E]

Fennwort: | "-| |

oK | | Abbrechen |

Figure 368 - Entering the password for working in the background
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Vi

~ [ Applications and Services Logs

Logging of data handling

CheckScan and CheckAud will create logs regarding the data handling to prove, what data and
actions has been done with the scan and evaluation module. This might be necessary regarding
data protection requirements

CheckAud creates event logs which can be checked with the event viewer of the operating system:

File Action

View Help

| n
{&] Event Viewer (Local)

5 [ Custom Views

5 [ Windows Logs

» [ Cisco

v [ IBS Schreiber GmbH
~ [ Checkhud GRC Software

Date and Time

D Eror 9/25/2020 12:00:20 PM
(i) Information 9/25/2020 12:00:20 PM
@Error 9/23/2020 2:58:39 PM
(i) Information 9/23/2020 2:58:18 PM
@Error 9/23/2020 2:58:14 PM
i\ Warning 9/23/2020 2:58:14 PM

Source
CheckScan for SAP...
CheckScan for SAP...
CheckScan for SAP...
CheckScan for SAP...
CheckScan for SAP...
CheckScan for SAP...

EventID
1104
1100

Task Categery

Snapshet creation
Snapshot creation

Connection test
Connection test
Connection test
Connection test

Open Saved ...
Create Custo...
Import Custo...
Clear Log...

Filter Current...

v [ CheckAud for SAP Syst
=] Operational
v [ CheckScan for SAP Sys
5] Operational
> [ intel
ntelAudioServiceLog
f=] Internet Explorer
i Key Management Service
> [ Microsoft
§2] Microsoft Office Alerts
5 ] OpenssH
Windows PowerShell
(54 Subscriptions

Event 1104, CheckScan for SAP Systems

Properti

General Details

Creation of snapshot
(Session {078263cb-262¢-41b0-bab3-32714b8c2431])

Error:

LOCATION

ERROR  hestname '123.436.789" unknown
ITIME Fri Sep 25 12:00:20 2020

RELEASE 721

COMPONENT NI {network interface)

Log Name:
Source: CheckScan for SAP Systems  Logged:
Event ID: 104

Level: Error Keywords:
User: Computer:
OpCode: Error

More Information:  Event Leg Online Help

\Desktop\IB3_800_20200925_120013.casnapshot’ failed!

9/25/2020 12:00:20 PM

Task Category: Snapshot creation

Snapshot creation,Error

IBS Schreiber GmbH-CheckAud GRC Software-CheckScan for SAP Systems/Operational

Disable Log

&2 Find...

I Save AllEven...
Attach 2 Task...
View »

| Refresh

H Help »

Event Propert...
B Attach Task T...
Copy »
|l Save Selected...
Refresh

H Help »

File Action View Help

Figure 369 - Event log CheckScan

|z

& Event Viewer (Local)

> [ Custom Views
5 [l Windows Logs
~ [ Applications and Services Logs
> [ Cisco
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Hardware Events
BS Schreiber GmbH
~ (7] CheckAud GRC Software
~ [ CheckAud for SAP Syst
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Key Management Service
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Microsoft Office Alerts
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Level Date and Time Source EventID Task Category ~
(@ Information 9/23/2020 11:28:10 AM CheckAud for SAP Syst... 4012 Authorization query res... 7= OpenSaved..
i) Information 9/23/2020 11:28:08 AM CheckAud for SAP Syst. 4010 Autherization query res.. W Creste Custo...
i) Information 9/23/2020 11:13:30 AM CheckAud for SAP Syst, 3012 Authorization query an... Import Custo,
i) Information 9/23/2020 11:13:30 AM CheckAud for SAP Syst... 3012 Authorization query an...
i) Infarmation 9/23/2020 11:13:28 AM Checlhud for SAP Syst... 3012 Authorization query an... Clear Log...
i) Information 9/23/2020 11127 AM CheckAud for SAP Syst... 3012 Authorization queryan.. | | ¥ Filter Current..
Event 4012, CheckAud for SAP Systems FIERE
Disable Log
General
eneral  Details @ Find..
[Successfully exported predefined query Vergab Grtern fur Benutzer' into | Desktop' as 'Vergabe von Il Save AllEven..
Kennwartern far Benutzerxlsx'. Attach a Tack..
(Session {5fd5284a-387a-4b84-b761-b821c024eb15})
View »
Refresh
Help »

9/23/2020 11:29:10 AM

Task Category: Authorization query results export

IBS Schreiber GmbH-CheckAud GRC Software-CheckAud for SAP Systems/Operational

Success

Log Name:
Source: CheckAud for SAP Systems  Logged:
Event ID: 4012

Level Information y

User: Computer:
OpCode: Success

More Information:  Event Leg Online Help

query,A

Event Propert...

B Aftach Task T...
Copy »
I save Selected...
Refresh

H Hep »

Figure 370 - Event log CheckAud
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Detailed information to the messages of the event logging of CheckAud and CheckScan can be
found in the separate Data Protection Guide.
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VIl Technical Support & Updates

If you experience technical problems or have any questions about CheckAud, you can contact IBS
Schreiber GmbH Support by phone or e-mail:

IBS Schreiber GmbH

Zirkusweg 1

20359 Hamburg, Germany
Telephone: +49 (0) 40 69 69 85-25
Fax: +49 (0) 40 69 69 58-80
E-mail: support@ibs-schreiber.de

Where possible, the following information must be provided:
o A brief description of the problem

How the error came about

Whether the error is reproducible

The version of CheckAud® with which the error occurred
The operating system that was being used

Additional screenshots of the error message or the process involved are always very helpful! IBS
Schreiber GmbH Support will then log and process your support case. A response will be sent to
you with the case number through the ticket system to confirm its receipt.

If program errors occur or the software crashes, you can view the log file and make it available to
IBS Schreiber GmbH Support where required.

The log files for CheckAud can be viewed in the © #bout Checksean meny item in CheckScan and in
the @ About Checkaud meny item in CheckAud.

CheckAud

ees

£
& project @ Avout Checkaud m
b}
- £
1 Snapshot + g
# CheckAud® Bl
& for SAP Systems —
% Settings 2
www.checkaud.de =
Version: Copyright © 1998 - 2021 1BS Schreiber GmbH E
© Avout checkAud All rights reserved., A
g
icensee: —— i
LicenseID: 5
m . RadControls for WPF (©2002-20132 by Telerik Corp) &
2510 (GNU Library G i
Bt License validity: ol e o
Support contract: NTLR 3 (£2010 e Parr}
Licensed ABAP users: lpgsql (©2002-2010 The Npgsgl Development Team)
Licensed HANA DB users: brotabut-net (22008 Marc Gravell)
AP NET Connector 3.0 (S2008-2013 by SAP AG)
w EAD HANA Client 2.0 (S54P AG)
' T

icense)
S ABAP analysis \ath NET Numerics {©2002-2015 Math NET)
/7 Expired ABAP users iswtonsoft son (92007 James Newton-King)

/° HANA DB analysis
/7 Expired HANA DB users

Install new license Display license notes

CheckAud for SAP Systems is part of the CheckAud GRC Software product family by IBS Schreiber GmbH

185 Schreiber GmbH o Support:
Zirkusweg 1 +49 (0) 40 696985 - 25
20259 Hamburg L S support®@ibs-schreiber.de
Germany A

Schreiber Display current log file

www.ibs-schreiber.de Open log directoy

—B English ll

Figure 371 - Accessing the log files
A log file is created each time that CheckScan and CheckAud are started. You can view the latest

log file by clicking the Display currentlog file ginsehenbutton. To view older log files, you can use the

Open log directoy pytton, A Windows Explorer window opens when you click the link
Open log directoy




The log files for CheckScan are stored under the following name::
casc_DATE_TIME.log

Problems (e.g. authorization problems for the SAP user) when connecting CheckScan with the SAP
system are stored under the following name:

dev_nco_rfc.log

The log files for CheckAud are stored under the following name:
casa_ DATUM UHRZEIT.log

The log files for CheckScan and CheckAud automation are stored under the following name:
casd_DATUM_UHRZEIT.log

It may be necessary to make these log files available to IBS Schreiber Support upon request in
order to isolate the problems that occur more closely.

Search for new updates

When opening the new version for the first time, this window appears automatically with the question
for automatic update search. It can be activated, canceled or asked again later and does not mean

installation yet:

Autematically check for updates? x

CheckAud can ically check for available updates at startup if an internet connection is available. There
is no automatic installation in the process!

The following information is transmitted to IBS Schreiber GmbH during update checks:
+ installed CheckAud version
+ used Windows version
+ |0 of the installed license

The update check can also be performed manually on the "About CheckAud” page.

When checking for updates, you consent to the connection to the server of IBS Schreiber GmbH and to the
transmission of the above information. When activating the automatic update check, the consent includes
repeated and automated processing. If the one-time check is selected, the consent includes one-time and
manual processing. The consent for the automatic update check can be withdrawn at any time with future
effect by deactivating the automatic update check.

Privacy policy: www.ibs-schreiber.de/en/privacy-policy/

|VAchva‘IE| I@ Askagainlaber| |° Canue||

Figure 372 - Search for new updates

To ensure access to the update check, the client on which CheckScan / CheckAud is installed
needs the ability to reach the URL https://transfer.ibs-schreiber.de/ via port 443.

Settings for automatic updates

The automatic check for updates can be activated or deactivated in CheckAud as well as in
CheckScan in Settings.




Version: 20222516 @ (@) (@&

Display release notes Deactivate automatic update checks I
Licensee: 1BS Schreiber GmbH !!! INT

License ID: ACC-28872

Support contract: 2000-01-01 - 2023-01-15
Licensed ABAP users: 2.000.000
Licensed HANA DB users: 1.000.000

Figure 373 - Disable automatic update check

If the automatic update check is deactivated, it is possible to start an update check manually.

Version: 2022.2.8346 & @H‘
Display release notes | Check for updates
Licensee: IBS Schreiber GmbH ! TNTERNAL USE ONLY !

License ID: ACC-28872

Support contract: 2000-01-01 - 2023-01-15
Licensed ABAP users: 2.000.000
Licensed HANA DB users: 1.000.000

Figure 374 - Manual update check
After pressing the button a dialog window opens (see Figure 359 - Check for automatic updates) in
which the automatic update check can be activated or a one-time check for updates can be
performed.

Proxy settings for automatic updates

If a proxy login is required during the update check, a note appears at the top of the window:

(% CheckScan for SAP Systems

A The proxy 'http://192.168.250.1:8080/" requires authentication! Enter proxy credentials

The proxy is used by: Update check r

o About CheckScan

Figure 375 - Proxy login data

rﬁ Snapshot

Via the link "Enter proxy credentials" the input window can be opened:




Proxy authentication X

The proxy ‘http://192.168.250.1:8080/" requires
authentication!

—Credentials
Username: |

Password: | No password entered

[ | Save credentials in the registry

0K € Cancel

Figure 376 - Proxy Authentication
By default, the data is only kept in memory and is thus lost again when the program is closed.
If the option "Save credentials in registry" is selected, the entered data is additionally saved in the
registry and automatically reloaded when the program is restarted. The storage takes place under
HKCU, thus only for the Windows user currently logged in. The password is stored encrypted and
can be decrypted only by this Windows user.

The data stored in the registry can be deleted again via the "Settings" page:

Fﬁ Snapshot % Settings
~General

@ Table sets Default language: |B& English -
Dialogs: Reset hidden dialogs

% Settings Proxy: Delete credentials

r Default users
.

Figure 377 - Delete login data

The button is inactive if no data is stored in the registry.

Update check error message

If an error occurs during the update check (e.g. because a proxy requires a login or the server
cannot be reached from the internal network), the error message is displayed by an icon.
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B3 exit

Version:

Licensee:
License |D:
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2022.2.8346 %

Display release e o during update check
IBS Schreiber Gi 407 - Proxy Authorization Required
ACC-28872 Last checked 16.11.2022 15:50

2000-01-01 - 2023-01-15

Figure 378 - Update check error
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IX Property, copyright and trademarks

All copyrights to this software are held by

IBS Schreiber GmbH
Zirkusweg 1

20359 Hamburg
Hamburg, Germany

HRB Hamburg 60790

CheckAud® and IBS Schreiber® are registered trademarks of IBS Schreiber GmbH.
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